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5.1
Proxy Mobile IPv6 PDN Connection Creation procedure
5.1.1 
General
The PMIPv6 PDN Connection Creation procedure is initiated by the node acting as a MAG to create a new PDN connection with the node acting as an LMA for an UE that either attaches for the first time to the EPC, or connects to an additional PDN. The procedure starts with the MAG sending a PBU including the APN to the LMA to register with the LMA a binding for the UE's PDN connection. If multiple PDN connections to the same APN function is supported by the MAG, a PDN connection ID shall also be included in the same PBU message. The LMA confirms establishment of the binding by sending a PBA to the MAG. If multiple PDN connections to the same APN function is supported by the LMA, the received PDN connection ID shall also be included in the same PBA message. Establishment of the binding achieves the following:

· PDN selection: The LMA select the PDN based on the APN contained in the PBU.

· IPv6 Home Network Prefix assignment: The LMA assigns to the UE's PDN connection an IPv6 Home Network Prefix valid in the selected PDN.

· IPv4 Home Address assignment: The LMA assigns to the UE's PDN connection an IPv4 Home Address valid in the selected PDN.

· Downlink and Uplink GRE Key Assignment: The MAG and LMA will establish downlink and uplink GRE keys to be used for GRE encapsulation of the PDN connection's downlink and uplink traffic, respectively.

· GRE Tunnel Establishment: A GRE tunnel is established between the MAG and LMA with the assigned GRE keys to carry uplink and downlink traffic that the UE respectively sends and receives on the PDN connection. 
· BCE Creation: The LMA creates a BCE for the PDN connection.

· BULE Creation: The MAG creates a BULE for the PDN connection.
· MAG Link Local Address assignment: The LMA assigns the MAG link local address.

· UE Interface Identifier (IID) assignment: The LMA assigns to the UE an IPv6 Interface Identifier to allow formation of an UE Link Local Address from the well-known link local address prefix (fe80::/64). 
· PDN connection ID: The PDN connection ID is provided by the MAG and accepted by LMA, if multiple PDN connections to the same APN function is supported by both MAG and LMA. 
5.1.1.1
Proxy Binding Update

The fields of a PBU message for the PMIPv6 PDN Connection Creation procedure are depicted in Table 5.1.1.1-1.
The Mobility Options in a PBU message for the PMIPv6 PDN Connection Creation procedure are depicted in Table 5.1.1.1-2. When the mobility option is present in the message, only the first instance shall be recognised. If multiple instances are included in the message, the receiver ignores all other instances.
Other flags are not used by this specification.
Table 5.1.1.1-1: Fields of a PBU message for the PMIPv6 PDN Connection Creation procedure
	Information element
	IE Description
	Reference

	Sequence Number
	Set to a locally (i.e. per MAG) monotonically increasing value.
	IETF RFC 5213 [4]

	Acknowledge (A)
	Set to "1" to request an acknowledgement message.
	IETF RFC 3775 [8]

	Proxy Registration Flag (P)
	Set to "1" to indicate that the Binding Update message is a proxy registration. 
	IETF RFC 5213 [4]

	Lifetime
	Set to the requested number of time units the binding shall remain valid.
	IETF RFC 3775 [8]


Table 5.1.1.1-2: Mobility Options in a PBU message for the PMIPv6 PDN Connection Creation procedure
	Information element
	Cat.
	IE Description
	Reference

	Mobile Node Identifier option
	M
	Set to the NAI identifier of the UE as specified in 3GPP TS 23.003 [12]. The format of the NAI is specified in the subclause 19.3 in 3GPP TS 23.003 [12].
	3GPP TS 23.003 [12]

	IPv6 Home Network Prefix option
	C
	For dynamic allocation, set to the value "0::/0" to request allocation for the UE's PDN connection of an IPv6 Home Network Prefix in the PDN corresponding the EPS Access Point Name. For static allocation, set to the received static allocated IPv6 Home Network Prefix. NOTE 1.
	IETF RFC 5213 [4]

	Link-local Address 
	C
	Present when IPv6 Home Network Prefix option is present. Link-local address of the MAG. Set to ALL_ZERO (all bits set to 0), indicating that the MAG requests a link-local address to be used on the access link shared with the UE.
	IETF RFC 5213 [4]

	Handoff Indicator option
	M
	Set to the value "1" to indicate attachment over a new interface.
	IETF RFC 5213 [4]

	Access Technology Type option
	M
	Set to the 3GPP access type, i.e. GERAN, UTRAN or E-UTRAN, or to the value matching the characteristics of the non-3GPP access (e.g., HRPD) the UE is using to attach to the EPS as defined in the Access Technology Type Option type values registry of the IANA Mobile IPv6 Parameters Registry [18].
The ePDG may use the access technology type of the untrusted non-3GPP access network if it is able to acquire it; otherwise it shall indicate Virtual as the access technology.

NOTE 2.

NOTE 3.
	IETF RFC 5213 [4]

	Timestamp option
	M
	Set to the current time
	IETF RFC 5213 [4]

	GRE key option
	M
	Set to the downlink GRE key to be used for downlink GRE encapsulated packets sent over the PDN connection.
	 IETF RFC 5845 [7]

	IPv4 Home Address Request option
	C
	For dynamic allocation, set to the value "0.0.0.0" to request allocation for the UE's PDN connection of an IPv4 Home Address in the PDN corresponding to the EPS Access Point Name. For static allocation, set to the received static allocated IPv4 Home Address. NOTE 1.
	 IETF RFC 5844 [5]

	Service Selection Mobility Option
	M
	Set to the EPS Access Point Name to which the UE attaches the new PDN connection. 
The encoding the APN field follows 3GPP TS 23.003 [12] subclause 9.1 but excluding the trailing zero byte. The content of the APN field shall be the full APN with both the APN Network Identifier and default APN Operator Identifier being present as specified in 3GPP TS 23.003 [12] subclauses 9.1.1 and 9.1.2.

NOTE 4.
	IETF RFC 5149[11]

	Protocol Configuration Options
	O
	Contain Protocol Configuration Options.
	Subclause 12.1.1.0

	PDN GW IP Address
	O
	Contain PDN GW IP address (on S2a or S2b when used for chained S2a/S2b-PMIP based S8).
	 Subclause 12.1.1.4

	MAG Fully Qualified PDN Connection Set Identifier 
	O
	Contain a Fully Qualified PDN Connection Set Identifier if generated by the MAG on the S5/S8 interfaces as specified in 3GPP TS 23.007 [13].
	Subclause 12.1.1.2

	MME Fully Qualified PDN Connection Set Identifier 
	O
	Contain a Fully Qualified PDN Connection Set Identifier if generated by the MME, and included by the MAG on the S5/S8 interfaces as specified in 3GPP TS 23.007 [13].
	Subclause 12.1.1.2

	Selection Mode
	O
	Contains APN selection mode (on S5/S8).
	Subclause 12.1.1.7

	Charging Characteristics
	O
	Contains the Charging Characteristics to be applied for EPC charging
	Subclause 12.1.1.8

	Serving Network
	C
	This IE shall be included on S5 and S8 interfaces to identify the Serving Network 
	Subclause 12.1.1.9

	Mobile Equipment Identity
	O
	Contains the MEI of the UE (on S5/S8)
	Subclause 12.1.1.10

	MSISDN
	O
	Contains the MSISDN of the user (on S5/S8)
	Subclause 12.1.1.11

	Maximum APN Restriction
	O
	Contains the most stringent restriction of already active PDN connections (on S5/S8).
	Subclause 12.1.1.13

	Unauthenticated IMSI
	O
	Contains the Unauthenticated IMSI
	Subclause 12.1.1.14

	PDN connection ID
	O
	Contains the PDN connection ID
	Subclause 12.1.1.15

	Signalling Priority Indication  
	O
	The SGW shall forward this IE on the S5/S8 interfaces if received from the MME/SGSN.
	Subclause 12.1.1.17

	Additional Authentication Options
	O
	Contains Additional Authentication Options
	Subclause 12.1.1.x

	NOTE 1: 
At least one of the two options, namely, the IPv6 Home Network Prefix option or the IPv4 Home Address Request option shall be present.  If both an IPv6 Home Network Prefix and an IPv4 Home Address are requested, both options shall be included in the same PBU message.

NOTE 2:
The methods that the ePDG may use to acquire the access technology type of the untrusted non-3GPP IP access network are not specified in this release.

NOTE 3: 
The PDN-GW can be informed about the type of access network used by the UE over several reference points, see 3GPP TS 29.212 [30] for the mapping between the code values for the  different access network types.

NOTE 4: 
The APN field is not encoded as a dotted string as commonly used in documentation.


5.1.1.2
Proxy Binding Acknowledgement
The fields of a PBA message for the PMIPv6 PDN Connection Creation procedure are depicted in Table 5.1.1.2-1. 

The Mobility Options in a PBA message for the PMIPv6 PDN Connection Creation procedure are depicted in Table 5.1.1.2-2. When the mobility option is present in the message, only the first instance shall be recognised. If multiple instances are included in the message, the receiver ignores all other instances.
Other flags are not used by this specification. 
Only the message fields and mobility options used for acceptance cases are present in the following tables.
Table 5.1.1.2-1: Fields of a PBA message for the PMIPv6 PDN Connection Creation procedure
	Information element
	IE Description
	Reference

	Status
	Set to indicate the result.
	IETF RFC 3775 [8]

	Proxy Registration Flag (P)
	Set to "1" to indicate that the Binding Update message is a proxy registration. 
	IETF RFC 5213 [4]

	Sequence Number
	Set to the value received in the corresponding PBU. 
	IETF RFC 5213 [4]

	Lifetime
	Set to the granted number of time units the binding shall remain valid.
	IETF RFC 3775 [8]


Table 5.1.1.2-2: Mobility Options in a PBA message for the PMIPv6 PDN Connection Creation procedure
	Information element
	Cat.
	IE Description
	Reference

	Mobile Node Identifier option
	M
	Copied from corresponding field of PBU.
	IETF RFC 5213 [4]

	IPv6 Home Network Prefix option
	C
	Present if IPv6 Home Network Prefix is allocated. When it’s present, set to the IPv6 Home Network Prefix Allocated for the UE's PDN connection based on the selected PDN corresponding to the EPS Access Point Name for dynamic allocation, or set to the static IPv6 Home Network Prefix received in the PBU for static allocation. In addition, the Interface Identifier (IID) allocated for the UE is encoded in the low order 64 bits of this option, i.e., the IPv6 Home Network Prefix option.
	IETF RFC 5213 [4]

	Link-local Address 
	C
	Present when IPv6 Home Network Prefix option is present. Link-local address to be used by the MAG on the access link shared with the UE.
	IETF RFC 5213 [4]

	Handoff Indicator option
	M
	Copied from corresponding field of PBU.
	IETF RFC 5213 [4]

	Access Technology Type option
	M
	Copied from corresponding field of PBU.
	IETF RFC 5213 [4]

	Timestamp option
	M
	Copied from corresponding field of PBU, or set to the current time of LMA in case of timestamp error.
	IETF RFC 5213 [4]

	GRE key option
	M
	Set to the uplink GRE key to be used for uplink GRE encapsulated packets sent over the PDN connection.
	 IETF RFC 5845 [7]

	IPv4 Home Address Reply Option
	C
	Present if IPv4 address is allocated. When it’s present, set to the IPv4 Home Address allocated for the UE's PDN connection based on the selected PDN corresponding to the EPS Access Point Name for dynamic allocation, or set to the static IPv4 Home Address received in the PBU for static allocation. NOTE 1
	 IETF RFC 5844 [5]

	IPv4 Default Router Address Option
	C
	This option shall be present if and only if IPv4 Home Address Reply Option is present. 

The LMA sets the implementation specific value for the UE's IPv4 default router address.
	 IETF RFC 5844 [5]

	Service Selection Mobility Option
	M
	Copied from the corresponding field in the PBU message, formatted as defined in 3GPP TS 23.003 [12]


	IETF RFC 5149[11]

	PDN Type Indication
	C
	This option shall be present if and only if PDN type is changed in the PDN GW compared to what was requested in the PBU.
	 Subclause 12.1.1.3

	DHCPv4 Address Allocation Procedure Indication
	C
	This option shall be present if and only if DHCPv4 is to be used to allocate the IPv4 address to the UE.
	Subclause 12.1.1.5

	Protocol Configuration Options
	O
	Contain Protocol Configuration Options.
	Subclause 12.1.1.0

	3GPP Specific PMIPv6 Error Code
	O
	Contain 3GPP Specific PMIPv6 Error Code (on S5/S8)
	Subclause 12.1.1.1

	LMA Fully Qualified PDN Connection Set Identifier 
	O
	Contain a Fully Qualified PDN Connection Set Identifier if generated by the LMA on the S5/S8 interfaces as specified in 3GPP TS 23.007 [13].
	Subclause 12.1.1.2

	Charging ID
	M
	Contain the Charging ID information 
	Subclause 12.1.1.6

	APN Restriction
	O
	Contains the restriction of this PDN connection (on S5/S8).
	Subclause 12.1.1.12

	PDN connection ID
	O
	Contains the PDN connection ID received in PBU
	Subclause 12.1.1.15

	PGW Back-Off Time
	O
	This IE may be included on the S5/S8 interfaces when the PDN GW rejects the Proxy Binding Update with the 3GSPEC set to "APN congestion".
	Subclause 12.1.1.16

	Additional Authentication Options
	O
	Contains Additional Authentication Options
	Subclause 12.1.1.x

	NOTE 1:
If the PDN type is IPv4v6 and DHCPv4 is to be used to allocate the IPv4 address to the UE, the IPv4 Home Address Reply Option shall not be included.


5.1.2 
MAG procedures
A MAG initiating the PMIPv6 PDN Connection Creation procedure shall follow the "Mobile Node Attachment and Initial Binding Registration" procedure described in the PMIPv6 [4] and IPv4 support for PMIPv6 [5] specifications with the following additional requirements:

1. Generate a downlink GRE key that is not already in use locally for the PDN connection's downlink traffic to that UE, as specified in the GRE Key Option for PMIPv6 specification [7]. 
2. For IP address allocation, the IPv6 Home Network Prefix option and/or the IPv4 Home Address Request option shall be present according to the UE request and the user subscription for non-3GPP access, or according to the PDN Type received from the MME/SGSN for 3GPP access.
3. If the static IPv4 Home Address and/or IPv6 Home Network Prefix are available at the MAG, set them in the IPv4 home address Request option and/or the IPv6 home prefix option in the PBU.
4. Optionally, assign a Fully Qualified PDN Connection Set Identifier that identifies a set of PDN connections belonging to an arbitrary number of UEs.

5. Provide a PDN connection ID, if multiple PDN connections to the same APN function is supported by the MAG.
6. If MAG supports multiple authentication exchanges with the UE in the IKEv2 protocol as specified in 3GPP TS 33.402 [19], the MAG shall exchange the corresponding additional authentication and authorization information with the LMA for an external AAA Server. 
7. Set other parameters in the PBU as specified by the PBU parameters section for this procedure.
5.1.3 
LMA procedures
On reception of a PBU, the LMA shall initiate the "Initial Binding Registration (New Mobility session)" and "Processing Binding Registrations" procedures described in the PMIPv6 [4] and IPv4 support for PMIPv6 [5] specifications with the following additional requirements:

1. Select the PDN for the UE's PDN connection based on the APN present in the PBU.

2. Check if the received IPv6 Home prefix and/or IPv4 Home address are topologically correct.

3. If no static IPv6 Home Network Prefix and/or IPv4 Home Address were received in the PBU, allocate the IPv6 Home Network Prefix and/or an IPv4 Home Address for the selected PDN.

4. If a PCO with value IPv4 Address Allocation via DHCPv4 is present in the PBU,

· if the LMA allocates an IPv4 address, it shall include the IPv4 Home Address Reply Option in the PBA message

· if the LMA allocates an IPv6 prefix, the LMA shall not allocate an IPv4 address and shall not include the IPv4 Home Address Reply Option in the PBA message 

5. Generate a uplink GRE key that is not already in use locally for the PDN connection's uplink traffic from that UE, as specified in the GRE Key Option for PMIPv6 specification [7].
6. Assign to the UE an IPv6 Interface Identifier to allow formation of an UE Link Local Address from the well-known link local address prefix (fe80::/64).
7. Optionally, assign a Fully Qualified PDN Connection Set Identifier that identifies a set of PDN connections belonging to an arbitrary number of UEs. 
8. If PDN connection ID was recevied in the PBU message, 

· the LMA includes the recevied a PDN connection ID in the PBA message, if the multiple PDN connections to the same APN function is supported by the LMA; or  

· the LMA ignores the received PDN connection ID and does not include it in the PBA message , if the multiple PDN connections to the same APN function is not supported by the LMA.
9. If LMA supports multiple authentications it shall transfer additional authentication information between the external AAA Server and a UE via MAG.
10. Set parameters in the PBA as specified by the PBA parameters section for this procedure.
**** Next change ****

5.2
Proxy Mobile IPv6 PDN Connection Lifetime Extension procedure
5.2.1 
General
The PMIPv6 PDN Connection Lifetime Extension procedure is initiated by the node acting as a MAG to prolong the lifetime of an existing PDN connection with the node acting as an LMA for an UE that is already attached. This procedure may also be used when the MME is relocated and the MAG remains unchanged (see 3GPP TS 23.007 [13]). The procedure starts with the MAG sending a PBU to the LMA to extend the binding lifetime for the UE's PDN connection. The LMA confirms that the binding lifetime is extended by sending a PBA to the MAG.
5.2.1.1
Proxy Binding Update 

The fields of a PBU message for the PMIPv6 PDN Connection Lifetime Extension procedure are depicted in Table 5.2.1.1-1.
The Mobility Options in a PBU message for the PMIPv6 PDN Connection Lifetime Extension procedure are depicted in Table 5.2.1.1-2. When the mobility option is present in the message, only the first instance shall be recognised. If multiple instances are included in the message, the receiver ignores all other instances.
Other flags are not used by this specification.

Table 5.2.1.1-1: Fields of a PBU message for the PMIPv6 PDN Connection Lifetime Extension procedure
	Information element
	IE Description
	Reference

	Sequence Number
	Set to a locally (i.e. per MAG) monotonically increasing value.
	IETF RFC 5213 [4]

	Acknowledge (A)
	Set to "1" to request an acknowledgement message.
	IETF RFC 3775 [8]

	Proxy Registration Flag (P)
	Set to "1" to indicate that the Binding Update message is a proxy registration. 
	IETF RFC 5213 [4]

	Lifetime
	Set to the requested number of time units the binding shall remain valid.
	IETF RFC 3775 [8]


Table 5.2.1.1-2: Mobility Options in a PBU message for the PMIPv6 PDN Connection Lifetime Extension procedure
	Information element
	Cat.
	IE Description
	Reference

	Mobile Node Identifier option
	M
	Set to the UE NAI that is derived from the UE IMSI if an authenticated IMSI is available, or from the UE IMEI if IMSI is not available or the IMSI is not authenticated by the network. The NAI format is specified in 3GPP TS 23.003 [12].
	IETF RFC 5213 [4], 3GPP TS 23.003 [12]

	IPv6 Home Network Prefix option
	C
	Set to the IPv6 Home Network Prefix allocated to the UE's PDN connection based on the selected PDN. NOTE 1.
	IETF RFC 5213 [4]

	Link-local Address 
	C
	Present when IPv6 Home Network Prefix option is present. Set to the link-local address already allocated to the MAG (in the previous initial binding registration) for use on the access link shared with the UE.
	IETF RFC 5213 [4]

	Handoff Indicator option
	M
	Set to the value "5" to indicate handoff state not changed (Re-registration).
	IETF RFC 5213 [4]

	Access Technology Type option
	M
	Set to the 3GPP access type, i.e. GERAN, UTRAN or E-UTRAN, or to the value matching the characteristics of the non-3GPP access (e.g., HRPD) the UE is using to attach to the EPS as defined in the Access Technology Type Option type values registry of the IANA Mobile IPv6 Parameters Registry [18].
The ePDG may use the access technology type of the untrusted non-3GPP access network if it is able to acquire it; otherwise it shall indicate Virtual as the access technology.

NOTE 2

NOTE 3
	IETF RFC 5213 [4]

	Timestamp option
	M
	Set to the current time
	IETF RFC 5213 [4]

	GRE Key option
	M
	Set to the previously exchanged downlink GRE key to be used for downlink GRE encapsulated packets sent over the PDN connection. 
	 IETF RFC 5845 [7] 

	IPv4 Home Address Request option
	C
	Set to the IPv4 Home Address allocated for the UE's PDN connection based on the selected PDN. NOTE 1.
	 IETF RFC 5844 [5]

	Service Selection Mobility Option
	M
	Set to the EPS Access Point Name to which the UE's PDN connection is attached.

The encoding the APN field follows 3GPP TS 23.003 [12] subclause 9.1 but excluding the trailing zero byte. The content of the APN field shall be the full APN with both the APN Network Identifier and default APN Operator Identifier being present as specified in 3GPP TS 23.003 [12] subclauses 9.1.1 and 9.1.2.

NOTE 4.
	IETF RFC 5149[11]

	MME Fully Qualified PDN Connection Set Identifier
	O
	Contain a Fully Qualified PDN Connection Set Identifier if generated by the MME, and included by the MAG on the S5/S8 interfaces as specified in 3GPP TS 23.007 [13].
	Subclause 12.1.1.2

	MAG Fully Qualified PDN Connection Set Identifier
	O
	Contain a Fully Qualified PDN Connection Set Identifier if generated by the MAG on the S5/S8 interfaces as specified in 3GPP TS 23.007 [13].
	Subclause 12.1.1.2

	PDN connection ID
	C
	Contains the PDN connection ID if the BULE contains the PDN Connection ID.
	Subclause 12.1.1.15

	Additional Authentication Options
	O
	Contains Additional Authentication Options
	Subclause 12.1.1.x

	NOTE 1: 
At least one of the two options, namely, the IPv6 Home Network Prefix option or the IPv4 Home Address Request option shall be present.  If the UE has both IPv4 home address and IPv6 home network prefix registered, both the IPv6 Home Network Prefix option and IPv4 Home Address Request option shall be included in the same PBU message.

NOTE 2:
The methods that the ePDG may use to acquire the access technology type of the untrusted non-3GPP IP access network are not specified in this release.

NOTE 3: 
The PDN-GW can be informed about the type of access network used by the UE over several reference points, see 3GPP TS 29.212 [30] for the mapping between the code values for the  different access network types.

NOTE 4: 
The APN field is not encoded as a dotted string as commonly used in documentation.


5.2.1.2
Proxy Binding Acknowledgement
The fields of a PBA message for the PMIPv6 PDN Connection Lifetime Extension procedure are depicted in Table 5.2.1.2-1.
The Mobility Options in a PBA message for the PMIPv6 PDN Connection Lifetime Extension procedure are depicted in Table 5.2.1.2-2. When the mobility option is present in the message, only the first instance shall be recognised. If multiple instances are included in the message, the receiver ignores all other instances.
Other flags are not used by this specification.

Only the message fields and mobility options used for acceptance cases are present in the following tables.
Table 5.2.1.2-1: Fields of a PBA message for the PMIPv6 PDN Connection Lifetime Extension procedure
	Information element
	IE Description
	Reference

	Status
	Set to indicate the result.
	IETF RFC 3775 [8]

	Proxy Registration Flag (P)
	Set to "1" to indicate that the Binding Update message is a proxy registration. 
	IETF RFC 5213 [4]

	Sequence Number
	Set to the value received in the corresponding PBU.
	IETF RFC 5213 [4]

	Lifetime
	Set to the granted number of time units the binding shall remain valid.
	IETF RFC 3775 [8]


Table 5.2.1.2-2: Mobility Options in a PBA message for the PMIPv6 PDN Connection Lifetime Extension procedure
	Information element
	Cat.
	IE Description
	Reference

	Mobile Node Identifier option
	M
	Copied from corresponding field of PBU.
	IETF RFC 5213 [4]

	IPv6 Home Network Prefix option
	C
	If it is present in the corresponding PBU, set to the IPv6 Home Network Prefix allocated to the UE's PDN connection based on the selected PDN.
	IETF RFC 5213 [4]

	Link-local Address
	C
	Present when IPv6 Home Network Prefix option is present. Set to the link-local address already allocated to the MAG (in the previous initial binding registration) for use on the access link shared with the UE.
	IETF RFC 5213 [4]

	Handoff Indicator option
	M
	Copied from corresponding field of PBU.
	IETF RFC 5213 [4]

	Access Technology Type option
	M
	Copied from corresponding field of PBU.
	IETF RFC 5213 [4]

	Timestamp option
	M
	Copied from corresponding field of PBU, or set to the current time of LMA in case of timestamp error.
	IETF RFC 5213 [4]

	GRE key option
	M
	Set to the previously exchanged uplink GRE key to be used for uplink GRE encapsulated packets sent over the PDN connection.
	 IETF RFC 5845 [7]

	IPv4 Home Address Reply Option
	C
	If it is present in the corresponding PBU, set to the IPv4 Home Address allocated for the UE's PDN connection based on the selected PDN.
	 IETF RFC 5844 [5]

	IPv4 Default Router Address Option
	C
	This option shall be present if and only if IPv4 Home Address Reply Option is present and PBU is accepted. 

The LMA sets the implementation specific value for the UE's IPv4 default router address.
	 IETF RFC 5844 [5]

	Service Selection Mobility Option
	M
	Copied from the corresponding field in the PBU message.

The encoding the APN field follows 3GPP TS 23.003 [12] subclause 9.1 but excluding the trailing zero byte. The content of the APN field shall be the full APN with both the APN Network Identifier and default APN Operator Identifier being present as specified in 3GPP TS 23.003 [12] subclauses 9.1.1 and 9.1.2.

NOTE 1.


	IETF RFC 5149[11]

	3GPP Specific PMIPv6 Error Code
	O
	Contain 3GPP Specific PMIPv6 Error Code (on S5/S8).
	Subclause 12.1.1.1

	LMA Fully Qualified PDN Connection Set Identifier
	O
	Contain a Fully Qualified PDN Connection Set Identifier if generated by the LMA on the S5/S8 interfaces as specified in 3GPP TS 23.007 [13].
	Subclause 12.1.1.2

	PDN connection ID
	C
	Contains the PDN connection ID received in PBU
	Subclause 12.1.1.15

	Additional Authentication Options
	O
	Contains Additional Authentication Options
	Subclause 12.1.1.x

	NOTE 1: 
The APN field is not encoded as a dotted string as commonly used in documentation.


5.2.2 
MAG procedures

A MAG initiating the PMIPv6 PDN Connection Lifetime Extension procedure shall follow the "Extending Binding Lifetime" procedure described in the PMIPv6 [4] and IPv4 support for PMIPv6 [5] specifications, while parameters in the PBU are set as specified by the PBU parameters section for this procedure. When an MME FQ-CSID is received by the MAG during MME relocation, if the MAG supports the feature according to 3GPP TS 23.007 [13], it shall store the Node ID and CSID from the MME FQ-CSID for the PDN connection and forward the MME FQ-CSID to the LMA in the PBU.
If MAG supports multiple authentication exchanges with the UE in the IKEv2 protocol as specified in 3GPP TS 33.402 [19], the MAG shall exchange the corresponding additional authentication and authorization information with the LMA for an external AAA Server.
5.2.3 
LMA procedures
On reception of a PBU, the LMA shall initiate the "Binding Lifetime Extension without Handover" procedure as described in the PMIPv6 [4] and IPv4 support for PMIPv6 [5] specifications, while parameters in the PBA are set as specified by the PBA parameters section for this procedure. When an MME FQ-CSID is received by the LMA, if the LMA supports the feature according to 3GPP TS 23.007 [13], it shall store the Node-ID and CSID from the MME FQ-CSID in place of those previously stored for the PDN connection. 

If LMA supports multiple authentications it shall transfer additional authentication information between the external AAA Server and a UE via MAG.

**** Next change ****

12.1.1
3GPP-Specific PMIPv6 Information Elements

12.1.1.0
General

This specification requires the encoding of additional 3GPP-specific Information Elements for PMIPv6 with the 3GPP Mobility Option, as defined by 3GPP TS 29. 282 [24]. The 3GPP specific Information Elements defined by this specification are listed in the table 12.1.1.0-1. 
Table 12.1.1.0-1: 3GPP Specific PMIPv6 Information Elements
	3GPP Specific PMIPv6 Information Element
	3GPP Specific PMIPv6 Information Element Description

	Protocol Configuration Options
	3GPP PCO data, in the format from 3GPP TS 24.008 [16] subclause 10.5.6.3, starting with octet 3.

	3GPP Specific PMIPv6 error code
	3GPP Vendor-Specific PMIPv6 error code, as specified in subclause 12.1.1.1

	PDN GW IP address
	PDN GW IP address, as specified in subclause 12.1.1.4

	DHCPv4 Address Allocation Procedure Indication
	DHCPv4 Address Allocation Procedure Indication, as specified in subclause 12.1.1.5.

	Fully Qualified PDN Connection Set Identifier
	FQ-CSID as specified in subclause 12.1.1.2

	PDN Type Indication
	PDN type indication as specified in subclause 12.1.1.3



	Charging ID
	Charging ID as specified in subclause 12.1.1.6

	Selection Mode
	Selection Mode as specified in subclause 12.1.1.7

	Charging Characteristics
	Subclause 12.1.1.8

	Serving Network
	Subclause 12.1.1.9

	Mobile Equipment Identity
	Subclause 12.1.1.10

	MSISDN
	Subclause 12.1.1.11

	APN Restriction
	Subclause 12.1.1.12

	Maximum APN Restriction
	Subclause 12.1.1.13

	Unauthenticated IMSI
	Subclause 12.1.1.14

	PDN Connection ID
	Subclause 12.1.1.15

	PGW Back-Off Time
	Subclause 12.1.1.16

	Signalling Priority Indication  
	Subclause 12.1.1.17

	Additional Authentication Options
	Subclause 12.1.1.x


Depending on the need for 3GPP-specific information content, there several items of this information element may be added to the PBU, PBA, BRI, or BRA.

The subtype for a 3GPP specific PMIPv6 Information Element is defined in 3GPP TS 29.282 [24]. The data format of the 3GPP specific PMIPv6 Information Element is defined in this specification. If the data format is defined by another specification, that specification shall be referenced in the table above.
**** Next change – new subclause ****

12.1.1.x
Additional Authentication Options

The purpose of the Additional Authentication Options information element is to transfer user credentials and authentication parameter options associated with an external AAA Server. When S2b is used, the ePDG and UE exchange external authentication data in IKEv2 signaling as specified in 3GPP TS 24.302 [xx] and ePDG inserts the authentication data in the AAO Information Element and transfers it to the PGW. The ePDG shall not use the PCO Information Elements for this purpose because the ePDG is not allowed to generate any PCO information on behalf of the UE.
The content and encoding of the Additional Authentication Options information element is depicted in Figure 12.1.1.x-1 and Table 12.1.1.x-1. 
NOTE: 
The encoding of the Additional Authentication Options below is aligned with the corresponding part of the Protocol Configuration Options defined in 3GPP TS 24.008 [16]. 
	
	Bits

	Octets
	8
	7
	6
	5
	4
	3
	2
	1

	1
	0
0
0
0
0
Spare
	Configuration
protocol

	2 to 3
	The first protocol ID 1

	4
	Length of protocol ID 1 contents

	5 to a
	Protocol ID 1 contents

	(a+1) to b
	Subsequent protocol IDs (see Table 12.1.1.x-1),
Length of protocol ID n contents and
Protocol ID n contents


Figure 12.1.1.x-1: Additional Authentication Options information element 
Table 12.1.1.x-1: Further specification of the Additional Authentication Options information element

	Configuration protocol (octet 1)
Bits
3 2 1
0 0 0
PPP for use with IP PDP type or IP PDN type (see 3GPP TS 24.301 [120])
0 0 1
This and all other values are interpreted as PPP.
Bits
8 7 6 5 4

0 0 0 0 0

Spare, for future use.
Configuration protocol options list (octets 2 to b)
The configuration protocol options list contains a variable number of logical units, they may occur in an arbitrary order within the configuration protocol options list.
Octets 2 to a, contain the protocol ID and contents parameters for the first protocol ID.

Octets a+1 to b, contain the protocol ID and contents parameters for the 2nd to the nth IDs, if the overall number of them is greater than 1.
Each unit is of variable length and consists of a:

-
protocol identifier (2 octets);
-
the length of the protocol identifier contents of the unit (1 octet); and
-
the protocol identifier contents itself (n octets).
The protocol identifier field contains the hexadecimal coding of the configuration protocol identifier. Bit 8 of the first octet of the protocol identifier field contains the most significant bit and bit 1 of the second octet of the protocol identifier field contains the least significant bit.

If the configuration protocol options list contains a protocol identifier that is not supported by the receiving entity the corresponding unit shall be discarded.

The length of the protocol identifier contents field contains the binary coded representation of the length of the protocol identifier contents field of a unit. The first bit in transmission order is the most significant bit.

The protocol identifier contents field of each unit contains information specific to the configuration protocol specified by the protocol identifier.
The following protocol identifiers (as assigned by IANA, see RFC 3232 [103]) shall be supported in this version of the protocol:


-
C023H (PAP) and

-
C223H (CHAP)
The support of other protocol identifiers is implementation dependent and outside the scope of the present document.

The protocol identifier contents field of each unit corresponds to a “Packet” as defined in RFC 1661 [102] that is stripped off the “Protocol” and the “Padding” octets.

The detailed coding of the protocol identifier contents field is specified in the RFC that is associated with the protocol identifier of that unit.


* * * End of Changes * * * *
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