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	The network triggered service restoration procedure upon MME/S4-SGSN failure with or w/o restart relies on the principle that the restarted MME/S4-SGSN or an alternative MME/ S4-SGSN in the pool pages the UE to force the UE to re-attach to EPS service. The paging area used during the paging procedure was defined as "implementation dependent". On the other hand, it was recognized that MME/S4-SGSN wide paging should be avoided as this would cause excessive use of radio resources. See 3GPP TS 23.007:

NOTE 3:
Paging in the MME or S4-SGSN serving area will cause excessive use of radio resources. How to reduce the paging area is implementation dependent.
One possible implementation is to store the paging area in non volatile memory, but this solution does not solve the case of MME/S4-SGSN failure w/o restart 

or long MME/S4-SGSN failure, as this would require storage on an external node, extra provisioning/maintenance for the operator, entail extra signalling in normal operations to always maintain the required information in this external node, causes interoperability issues in MME/S4-SGSN pool with MMEs/SGSNs from different vendors (e.g. upon an MME failure w/o restart, SGW may select an alternative MME of the pool from a different vendor that cannot retrieve the information unless extra operator specific requirements are defined).

On the other hand, UEs typically exchange periodic user plane traffic e.g. keep alive messages for keeping NAT or Firewall binding open (when behind a non controlled NAT) or for detecting a P-CSCF failure (see 3GPP TS 24.229), that enable to maintain a reliable user location in the SGW for subsequent use during the MME/SGSN restoration procedure. This is confirmed by real network measurements where e.g. 90% of the UEs were seen to generate a new Service Request procedure after 10 minutes of inactivity, and 95% of UEs after 30 minutes. 

For the less likely cases where such periodic traffic exchange would not take place but where the UE would be moving far away from its original location, the MME/SGSN may refresh the user location in the SGW upon MM signalling with that UE, even in scenarios that would normally not require S11 signalling, e.g. Intra-MME Intra-SGW TAU. This is acceptable as this extra signalling will be negligible compared to the normal S11/S4 signalling (the MME/S4-SGSN can e.g. provide the SGW with a paging area comprising the last TAIs/RAIs visited by the UE).
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* * * First Change * * * *

25
Network triggered service restoration procedure
25.1
General
The network triggered service restoration procedure is an optional feature for the MME, S4-SGSN and SGW. A node that supports this feature shall support the network triggered service restoration procedure without ISR as specified in subclause 25.2 and the network triggered service restoration procedure with ISR as specified in subclause 25.3 if it supports Idle mode Signalling Reduction (ISR) (see 3GPP TS 23.401 [15] and 3GPP TS 23.060 [5]).

The network triggered restoration procedure without ISR shall apply to UEs for which ISR is not active at the time the ISR associated node fails. The network triggered restoration procedure with ISR shall apply to UEs for which ISR is active at the time the ISR associated node fails. Both procedures may run in parallel if there is a mix of UEs with ISR and without ISR at the time the ISR associated node fails. 
For the PMIP based S5/S8 case, the terminology "S5/S8 bearer" used through clause 25 shall be read as "S5/S8 IP traffic flow" within the GRE tunnel. The detailed concepts of the "IP traffic flow" are specified in 3GPP TS 23.402 [18].
25.2
Network triggered service restoration procedure without ISR
25.2.1
General
The following requirements shall apply if the MME or S4-SGSN and the SGW support this feature.
During normal operations (i.e. before the MME/S4-SGSN failure), the MME/S4-SGSN may provide the SGW with a TAI List/RAI List in the Create Session Request, Modify Bearer Request or Modify Access Bearers Request message for subsequent use during the network triggered service restoration procedure. The SGW shall store the last TAI List or RAI List (i.e. store only one list) received from the MME/S4-SGSN and overwrite any previous TAI or RAI list stored earlier for the UE. How the MME/S4-SGSN sets the TAI List/RAI List is implementation dependent. 
If an SGW detects that an MME or S4-SGSN has restarted (see clause 18 "GTP-C based restart procedures"), instead of removing all the resources associated with the peer node, the SGW shall maintain the PDN connection table data and MM bearer contexts for some specific S5/S8 bearer contexts eligible for network initiated service restoration, and initiate the deletion of the resources associated with all the other S5/S8 bearers. 

NOTE 1:
This enables the SGW to still receive downlink user plane or control plane data from the PGW or from a PCRF (PMIP based S5/S8) for the maintained S5/S8 bearers.
The S5/S8 bearers eligible for network initiated service restoration are determined by the SGW based on operator's policy e.g. based on the QCI and/or ARP and/or APN.

If at least one S5/S8 bearer needs to be maintained, the SGW shall also start a timer controlling the maximum duration during which those bearers shall be maintained. There is one operator configurable timer per SGW. The timer value may be equal to the periodic tracking area update timer (timer T3412) as specified in 3GPP TS 24.301 [19] or the periodic routing area update timer (timer T3312) as specified in 3GPP TS 24.008 [20]. This timer ensures that the S5/S8 bearers eligible for network initiated service restoration are maintained until the corresponding UE reattaches to the network. If the timer expires, the maintained resources shall be locally deleted assuming that the corresponding UE might have reattached to the network via a different SGW.
The SGW shall not release the default bearer of a PDN connection for which one or more dedicated bearers are maintained. Any downlink user plane or control plane packet received on a default bearer which is not eligible for network initiated service restoration but which is maintained for dedicated bearer(s) eligible for such procedure shall be silently discarded by the SGW.
When releasing the maintained S5/S8 bearers, the SGW may optionally perform other implementation specific actions such as messages to clear other external resources (e.g. PCC messages to clear the resources in the PCRF or GTP/PMIP messages to release the corresponding PDN connection in the PGW).
If the SGW receives a Create Session Request message for a UE for which some S5/S8 bearers are maintained, the SGW shall delete all the bearers for this UE and proceed with the Create Session Request message handling as specified in 3GPP TS 29.274 [13].
25.2.2
SGW procedure

Upon receipt of the first downlink user plane or control plane packet on a maintained S5/S8 bearer or PCC signalling from PCRF, the SGW shall immediately send a Downlink Data Notification message including the IMSI and the TAI List or RAI List if available to the respective MME or S4-SGSN. In addition, depending on the received downlink packet type the SGW shall proceed as follows:
· if the received downlink packet contains user plane data, the SGW shall silently discard it but the SGW shall continue maintaining the corresponding bearers. If the SGW receives another downlink user plane packet for an ARP value other than the ARP included in the Downlink Data Notification sent before, it shall proceed as specified in subclause 5.3.4.3 "Network Triggered Service Request" of 3GPP TS 23.401 [15] with the exception that the packet shall be discarded by the SGW. 
· For the S5/S8 GTP case:
-
if the received downlink packet contains a control plane message other than a Delete Bearer Request message then the SGW may reject the message and shall continue maintaining the corresponding bearers.

-
if the received downlink packet contains the Delete Bearer Request message, the SGW shall accept the message, and shall release the corresponding S5/S8 bearer(s) immediately.
· For the S5/S8 PMIP case:
· if the received packet contains a control plane message other than the message of the Gateway Control and QoS Rules Provision procedure as specified in 3GPP TS 29.213 clause 4.4.3 [21] which results in the SGW to decide to deactivate an existing dedicated bearer, then the SGW may reject the message and shall continue maintaining the corresponding bearers.
· if the received downlink packet contains the message of the Gateway Control and QoS Rules Provision procedure as specified in 3GPP TS 29.213 clause 4.4.3 [21] which results in the SGW to decide to deactivate an existing dedicated bearer, the SGW shall accept the message, and shall release the corresponding S5/S8 bearer(s) immediately.
The SGW may send the Downlink Data Notification message including the IMSI and the TAI List or RAI List if available to another MME or S4-SGSN located in the same pool as the failed node if the SGW can not send it to the failed MME or S4-SGSN (e.g. because it did not restart). It is an implementation/deployment matter how an SGW becomes aware that an MME/S4-SGSN has failed and has not restarted. How the SGW selects the other MME or S4-SGSN is implementation dependent.
25.2.3
MME/SGSN procedure 
Upon receipt of a Downlink Data Notification message including the IMSI, the MME or S4-SGSN shall respond to the SGW with a Downlink Data Notification Acknowledge message and should page and force the UE to re-attach to the network. The paging area and subscriber's identity i.e. IMSI or S-TMSI/P-TMSI used during the paging procedure is implementation dependent. 
NOTE 2:
Upon receiving a page message with 
- the IMSI, the UE starts the reattach procedure as specified in subclause 5.6.2.2.2 of 3GPP TS 24.301 [19] and subclause 4.7.9.1.2 of 3GPP TS 24.008 [20];  
- the S-TMSI, the UE starts the service request procedure which is rejected by the MME with Cause #10 – Implicitly detached; the UE then re-attaches to the network as specified in subclause 5.6.2.2.1 of 3GPP TS 24.301 [19]; 
- the P-TMSI, in case of Iu mode, the UE starts the service request procedure which is rejected by the S4-SGSN with Cause #10 – Implicitly detached; the UE then re-attaches as specified in subclauses 4.7.9.1.1 and 4.7.13 of 3GPP TS 24.008 [20];
- the P-TMSI, in case of A/Gb mode, the UE sends any LLC frame and subsequently re-attaches to the network as specified in subclause 8.1.4 of 3GPP TS 23.060 [5].
NOTE 3:
Paging in the MME or S4-SGSN serving area will cause excessive use of radio resources. How to reduce the paging area is implementation dependent. The MME/S4-SGSN can e.g. use the TAI List/RAI List reported in the Downlink Data Notification message.
 NOTE 4:
It is the responsibility of the MME/S4 SGSN to avoid unnecessary IMSI Paging.
The MME or S4-SGSN may request the SGW to immediately release the maintained S5/S8 bearers by sending the "Downlink Data Notification Acknowledge" message or a "Downlink Data Notification Failure Indication" message with the specific cause "UE already re-attached", e.g. if the UE has already re-attached to the network. The Downlink Data Notification Acknowledge and Downlink Data Notification Failure Indication shall include the IMSI to identify the UE context in the SGW.
25.3
Network triggered service restoration procedure with ISR

25.3.1
General
The following requirements shall apply if the involved MME, S4-SGSN and SGW support the ISR feature and the network triggered service restoration feature. 

NOTE:
The procedure in this clause does not consider the case where one of ISR associated nodes, i.e. the MME or the S4-SGSN, does not support the network triggered service restoration procedure. 
In the rest of this clause, the term "non-failed" node refers to the CN node (MME or S4-SGSN) that remains in normal operation during this procedure, as opposed to the "restarted" node which refers to the CN node (MME or S4-SGSN) that has failed and restarted. 

The procedure in the SGW towards the restarted node differs from the procedure towards the non-failed ISR associated node (see subclause 25.3.2).
During normal operations (i.e. before the MME/S4-SGSN failure), the MME/S4-SGSN may provide the SGW with a TAI List/RAI List in the Create Session Request, Modify Bearer Request or Modify Access Bearers Request message for subsequent use during the network triggered service restoration procedure. The SGW shall store the last TAI List and the last RAI List (i.e. store two lists) received from the MME/S4-SGSN and overwrite any previous respective TAI List or RAI list stored earlier for the UE. How the MME/S4-SGSN sets the TAI List/RAI List is implementation dependent. 
25.3.2
SGW procedure

If an SGW detects that an ISR associated CN node (i.e. MME or S4-SGSN) has restarted (see clause 18), the SGW shall maintain all the PDN connection table data and MM bearer contexts associated with the non-failed and the restarted ISR associated nodes, and start a timer controlling the maximum duration during which the SGW shall consider that ISR is still active. There is one operator configurable timer per SGW. The timer value may be set to a value that is the greater value of the periodic tracking area update timer (timer T3412) as specified in 3GPP TS 24.301 [19] and the periodic routing area update timer (timer T3312) as specified in 3GPP TS 24.008 [20]. This timer ensures that the SGW can still send Downlink Data Notification messages to the restarted MME or S4-SGSN until the corresponding UE learns that ISR is deactivated. If the timer expires, the SGW shall deactivate ISR by locally releasing the resources for the maintained restarted CN node (i.e. restarted CN node control plane F-TEID).
Upon receipt of the first downlink user plane or control plane packet on a maintained S5/S8 bearer for a UE in idle mode, the SGW shall initiate the network triggered service request procedure towards the non-failed CN node as specified in 3GPP TS 23.401 [19] subclause 5.3.4.3. In addition, if the S5/S8 bearer is eligible for network initiated service restoration, the SGW shall also immediately send a Downlink Data Notification message including the IMSI and the TAI List or RAI List if available towards the restarted CN node.

The S5/S8 bearers eligible for network initiated service restoration are determined by the SGW based on operator's policy e.g. based on the QCI and/or ARP and/or APN. 
The SGW may send the Downlink Data Notification message with the IMSI and the TAI List or RAI List if available to another MME or S4-SGSN (the same type of mobility node as the failed one) in the same MME or S4-SGSN pool if the SGW can not send it to the failed MME or S4-SGSN (e.g. because it did not restart). It is an implementation/deployment matter how an SGW becomes aware that an MME/S4-SGSN has failed and has not restarted. How the SGW selects the other MME or S4-SGSN is implementation dependent.
Upon receipt of a Downlink Data Notification message including the IMSI, the restarted CN node shall respond to the SGW with a Downlink Data Notification Acknowledge message and should page the UE and force it to re-attach to the network as specified in subclause 25.2.
NOTE 1:
If the UE camps under the service area of the restarted CN node, then the UE re-attaches to the network (see NOTE 2 in subclause 25.2).
If the SGW receives a Create Session Request message as part of Initial Attach procedure for a UE for which the PDN connections, MM bearer context and ISR state have been maintained, the SGW shall stop the timer, deactivate ISR, and delete the maintained resources associated to the restarted CN node (i.e. CN node control plane F-TEID).

NOTE 2:
The SGW may have already deleted the restarted CN node resources since Delete Session Request from non-failed ISR associated CN node may arrive earlier than the Create Session Request message.
If the non-failed ISR associated CN node received a Cancel Location message from HSS/HLR with "Initial Attach procedure" Cancellation Type, the non-failed CN node shall delete all the bearer contexts and send Delete Session Request message(s) to SGW. The SGW shall then release all the resources for this UE and sends one of the following messages to PGWs involved to release all the resources maintained in the PGWs as specified in 3GPP TS 23.401 [15] and 3GPP TS 23.402[18]. 
-
For the GTP based S5/S8 case, Delete Session Request message(s)
-
For the PMIP based S5/S8 case, PBU message(s) with Lifetime set to "0" 
The SGW shall stop the timer and delete the resources for the maintained restarted CN node (i.e. restarted CN node control plane F-TEID) if it receives one of the following messages while the timer is running:
-
a Modify Bearer Request message indicating that ISR is not active, e.g. from the non-failed CN node during a TAU/RAU procedure; or

-
a Modify Bearer Request message indicating that ISR is active from another mobility management node with the same type as the restarted node.
25.3.3
MME/S4-SGSN procedure
If an MME/S4-SGSN detects a restart of an ISR associated counterpart (see clause 18), the MME/S4-SGSN shall wait for the next RAU/TAU procedure to deactivate ISR.
NOTE:
As an implementation option, an MME/S4-SGSN may internally mark the ISR as not active, but this should not be visible in messages sent to the SGW.
The non-failed CN node may initiate the GUTI Relocation or P-TMSI Relocation Procedure with a non-broadcast TAI or RAI to force the UE to perform the TAU/RAU procedure for ISR deactivation, e.g. if a signalling connection is established with the UE following receipt of a Downlink Data Notification message.
If afterwards the non-failed MME/S4-SGSN receives TAU/RAU Request, then the MME/S4-SGSN shall inform the UE in the TAU/RAU Accept message to disable ISR as specified in 3GPP TS 23.401[19] and 3GPP TS 23.060 [5]. The non-failed CN node shall send a Modify Bearer Request message to the SGW, even if the MME/S4-SGSN did not change during the TAU/RAU, to request the SGW to disable ISR and to update the SGW with the latest RAT Type and Serving Network values. Upon receipt of that message, the SGW shall disable ISR and shall stop sending Downlink Data Notification message with IMSI to the restarted CN node.
* * * End of Changes * * * *
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