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* * * Next Change * * * *

4.3.1.1
WLAN Access Authentication and Authorization for the Emergency Case

On receipt of a WLAN Access and Authentication Request from the WLAN AN with the realm part of the NAI in the User Identity populated with the emergency specific realm as defined in 3GPP TS 23.003 [22], the access authentication and authorization shall proceed as described in subclause 4.3.1 with the following exceptions:

The 3GPP AAA Server shall set the Emergency_Access flag and proceed with authentication. 
In order to support WLAN UE not equipped with a UICC for emergency service, as described in 3GPP TS 23.234 [4], the 3GPP AAA server shall support extensible authentication protocol (EAP) as specified in IETF RFC 3748 [21] and EAP TLS based authentication as specified in IETF RFC 5216 [xx]. 
With the realm part of the NAI in the User Identity populated with the emergency specific realm as defined in 3GPP TS 23.003[22], the 3GPP AAA Server identifies that the user is requesting for an emergency call, based on the received identity. The 3GPP AAA Server shall set the Emergency_Access flag. The 3GPP AAA server shall send an EAP-Request/TLS message (with the TLS start bit set and no data as specified in IETF RFC 5216 [xx]) in order to initiate EPA TLS based authentication.
Upon receipt of the EAP-Response/TLS message, the 3GPP AAA server checks the validity of the response. If the check is successful, the 3GPP AAA server shall complete the authentication procedure by sending the EAP-Success message.
NOTE 1:
It is open how to proceed if authentication fails but national regulations require the 3GPP AAA Server to proceed and grant access to the WLAN UE. It is FFS how to handle this requirement, in particular what PMK is sent to the WLAN AN.

The 3GPP AAA Server shall prioritize this access over other accesses, where possible (e.g. expedite the signalling procedures in this case over those of normal accesses).
* * * Next Change * * * *

8.3.1.3
Authentication Procedures for the Emergency Case

For the case where the WLAN-UE is attempting to set up a tunnel (IPSec SA) to the emergency W-APN, authentication shall proceed as described in subclauses 8.3.1.1 and 8.3.1.2 with the following exceptions:
For IMS emergency calls, authentication may be skipped entirely depending on the national regulations or the operator's preference. If the 3GPP AAA server skips the authentication, it shall send the Authentication Answer including an EAP failure to the PDG. Otherwise, when the checks for an IMS emergency call fail, the 3GPP AAA Server also sends the Authentication Answer including an EAP failure to the PDG.

Depending on national regulations and operator preferences, in the case of IMS emergency calls, the PDG may continue the procedure even though authentication fails.
When the WLAN UE is not equipped with a UICC: upon receiving the Authentication Request message from the PDG, the 3GPP AAA Server shall check whether the Emergency_Access flag is set for the user. If the Emergency_Access flag is not set or the W-APN is not that for emergency as defined in 3GPP TS 23.003 [22], the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED.



* * * Next Change * * * *

8.3.2.3.1
PDG Procedures
For the case where the WLAN-UE is attempting to set up a tunnel (IPSec SA) to the emergency W-APN authorization shall proceed as described in subclauses 8.3.2.1 and 8.3.2.2 with the following exceptions:

National regulations define whether the access for emergencies shall still be granted to UE even if authentication fails. In such case PDG shall skip authentication procedures and W-APN authorization procedures on the Wm interface.
When the WLAN UE is not equipped with a UICC, the authorization procedure is not performed.


On receipt of an Authorization Answer from the 3GPP AAA Server with result code set to DIAMETER_ERROR_UNSUITABLE_NETWORK, the PDG shall use procedures defined in 3GPP TS 24.234 [yz] to reject the tunnel setup procedure
* * * End of Changes * * * *
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