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1. Introduction
This P-CR addresses Security aspects for UDC
.
2. Reason for Change
This P-CR content is based on the LS from SA3 (S3-100233) replying to the LS from CT4 (C4-094237/S3-100198) on UDC Security 

Ud security is achieved by securing the IP layer according to TS 33.210.
It is also considered, at least for this release, that a Ud reference point and its associated UDR and FE shall belong to the same Security Domain. 

A note reminds that the Zb interface is an optional implementation.

UDR shall support the simple authentication method (IETF RFC4513) so to provide different permissions and data views depending on the LDAP client/FE.
SA3 LS has drawn CT4 attention on the AuC data, for which TS 33.210 is applicable for Authentication vectors, but not for Authentication Permanent Key. So it is proposed that Authentication Permanent Key shall require additional ciphering. 
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.335 v0.3.0
* * * First Change * * * *
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

FE
Front End

NDS
Network Domain Security

UDR
User Data Repository

Ud
Reference Point between FE and UDR

* * * Next Change * * * *

4.a
Security

Ud interface provides security, as needed, by security methods defined in 3GPP TS 33.210 [xx]. 

Application sensitive data (e.g. permanent authentication keys) shall be stored encrypted in the UDR and transferred encrypted over Ud.
Editor’s note: statement above must be reviewed and confirmed by SA3
* * * Next Change * * * *

5.2
Open Link for a LDAP Session
To initiate a LDAP session, a Front-End shall first establish a transport connection with the UDR. The transport connection shall be a TCP connection. The IP Layer may be secured according to Subclause 4.a. When IPsec is used, an IPsec connection may support several TCP connections, each supporting a LDAP session.
After establishment of the transport connection, the FE shall initiate a LDAP session by sending a LDAP BindRequest message. The establishment of the LDAP session shall comply with IETF RFC 4511 [8]. It shall be done before sending any other LDAP message. FE Identifier or FE Cluster Identifier shall be included in the BindRequest message. The UDR shall support the "unauthenticated authentication mechanism of simple Bind" and the "name/password authentication mechanism of simple Bind" in the "simple authentication method" specified in IETF RFC 4513 [yy].  The UDR derives the application type from the FE Identifier or the FE Cluster Identifier. If the FE provided the Front End Identifier the UDR may also derive the Front End Cluster Identifier.
NOTE: As security is handled at IP Layer (see subclause 4.a), optional security mechanisms (TLS, SASL) described in IETF RFC 4513 [yy] specification are not required for Ud.

