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1. Introduction
This paper presents the transaction procedure between FE and UDR.
2. Reason for Change
The transaction procedure is not defined.
3. Conclusions

None.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.335 v0.5.0.
* * * First Change * * * 

5.4
Creating data within the UDR
Create data procedure is used by a FE to insert a new user data record into the UDR, e.g. when a provisioning FE creates an account for a new user, or creates a new service profile for an existing user.
The information flow for create data procedure is shown in figure 5.4-1.
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Figure 5.4-1 Create Data flow

1.
A front-end sends a Create Data Request message to the UDR using the Ud interface to insert a new user data record in the UDR, e.g. open a new user account in the database. The Create Data Request message shall include:

-
the FE Identifier
the UDR shall derive the FE application type and may derive one or more FE cluster identifier from the FE Identifier. The UDR shall use the FE Identifier for access control.
-
User identity, e.g. IMSI, MSISDN, IMS public user identity, IMS private user identity, etc;

-
Identification of data to be inserted.

-
New data value.
-
Transaction identity.

      This item identifies the transaction this operation belongs to. If this item is absent, this operation is a single operation.
2.
The UDR performs access control function to check whether the FE is allowed to use the Create Data procedure and to create requested data. If the FE is trusted and allowed to create data, continue to next step; otherwise Create Data procedure shall be terminated, go to step 4.

3.
The UDR performs data insertion operation to insert the user data in the database with a new data value.

4.
The UDR responds with Create Data Ack message to the FE.
* * * Next Change * * * 

5.5
Deleting data from the UDR
Delete Data procedure is used by a FE to delete user data stored in the UDR, e.g. when a provisioning FE deletes a service profile for an existing user, or removes the account of a user.
The information flow for Delete Data procedure is shown in figure 5.5-1.
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Figure 5.5-1 Delete Data flow

1.
A front-end sends a Delete Data Request message to the UDR using the Ud interface to delete some user’s info stored in the UDR, e.g. delete user service profile. The Delete Data Request message shall include:

-
the FE Identifier
the UDR shall derive the FE application type and may derive one or more FE cluster identifier from the FE Identifier. The UDR shall use the FE Identifier for access control.
-
User identity, e.g. IMSI, MSISDN, IMS public user identity, IMS private user identity, etc;

-
Identification of data to be deleted.
-
Transaction identity.

      This item identifies the transaction this operation belongs to. If this item is absent, this operation is a single operation.
2.
The UDR performs access control function to check whether the FE is allowed to use the Delete Data procedure and to delete the requested data. If the FE is trusted and allowed to delete data, continue to next step; otherwise Delete Data procedure shall be terminated, go to step 5.

3.
The UDR deletes the user data stored in the database according to the identification of the requested data to be deleted.

4.
The UDR may trigger notification event and performs notification procedure which shall be run in a parallel process independent from this procedure. For details see sub-clause of notification procedure. 

5.
The UDR responds with Delete Data Ack message to the FE.
* * * Next Change * * * 

5.6
Updating data within the UDR
The Update data procedure is used by an application FE to modify user data in the UDR.

The information flow for the Update data procedure is shown in figure 5.6-1:
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Figure 5.6-1: Update data procedure

1. 
When an application FE - during processing of its application logic - needs to update user data in the UDR it shall issue an Update data request message and send it over the Ud reference point to the UDR. The message shall contain:

-
the FE Identifier
the UDR shall derive the FE application type and may derive one or more FE cluster identifier from the FE Identifier. The UDR shall use the FE Identifier for access control.
-
the user identity
an identity of the user, e.g. IMSI, MSISDN, IMS public user identity, IMS private user identity

-
the requested data
the identification of the data of which the value is to be updated. 
-
new data value
value of the data that is to be written to the UDR
-
Transaction identity.

      This item identifies the transaction this operation belongs to. If this item is absent, this operation is a single operation.
Data that is updated may have a complex structure with multiple attributes. So the data update achieved through the Update data procedure may comprise addition, modification or deletion of some attributes of this data.

Data identification and structure shall comply with the Application Data view associated to the application FE.

2. 
When receiving an Update data request from an FE, the UDR shall perform access control to check whether the FE/application type is allowed to use the Update requested data procedure and update the requested data. If it is not, a negative response is returned to the FE and steps 3 and 4 are skipped.

3. 
When the access control check was positive, the UDR shall update the requested data with the new data value and shall start the Notification Procedure which shall run in a parallel process independent from the ongoing Update Data procedure. See section 5.9.

4. 
The UDR shall return an Update data answer message to the FE. The FE then shall continue processing its application logic.
* * * Next Change * * * *

5.x
Transaction Procedure
This section presents the transaction procedure on the Ud reference point. The UDR performs the operations in the same transaction procedure as a single logical unit of work. A logical unit of work satisfies the ACID properties. The messages which can be present in a transaction shall be creating data message, deleting data message or updating data message.
The information flow for the transaction procedure is shown in figure 5.x-1:
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Figure 5.x-1: Transaction Procedure
1.
When an FE needs to bind more than one operation to the UDR in one FE session, The FE may issue a Start Transaction Request to UDR to begin a transaction.

2.
When receiving a Start Transaction Request, the UDR shall check whether the transaction is allowed, e.g. check whether the number of the concurrent transaction exceeds the limit. If the transaction is allowed, the UDR shall return a Start Transaction Response with an identity of the transaction assigned by the UDR to the FE and store the transaction identity temporarily until the transaction ends or expires. Otherwise, a Start Transaction Response with the failure code should be returned.
3.
If the result code indicates failure, the following steps shall be skipped and the procedure terminates. Otherwise, the FE issues the operations to the UDR with the transaction identity received in the Start Transaction Response message from the UDR. The operations with the same transaction identity are in the same transaction.
4.
After all or some of the operations are performed, the FE shall send a End Transaction Request with the transaction identity to the UDR to commit or rollback the transaction according to the application logic of the FE.
5.  When commitment is indicated in the End Transaction Request, the UDR commits all the updates made. If all the updates are committed successfully, a success response is indicated in the End Transaction Response. Otherwise, all the updates are rolled back and the data remains as it was before the transaction and failure is indicated in the End Transaction Response. When rollback is indicated in the End Transaction Request, the UDR cancels all the updates made and return the End Transaction Response with the cancel result to the FE.
* * * End of Change  * * *
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