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1. Overall Description:
SA3 would like to thank CT1 for their response to the SA3 LS on media plane security.  SA3 hopes that the new version of the TS (attached) and the answers below will help CT1 finish the required IMS media plane security work by March 2010. 
2. Answers to questions

QUESTION1:
Is SA3 is aware of any IETF extensions needed for the different media plane security mechanisms? If so, CT1 asks SA3 to provide descriptions and references.

ANSWER:
SA3 believes that IMS UE's should be capable of registering support of IMS media plane security and that IMS UE's should be informed of the corresponding network support. This information should be taken into account in multiple scenarios. The required functionality may imply IETF impacts. The requirements are detailed in the attached TS 

Otherwise SA3 notes that RFC 4567 and 4568 define the needed SDP extensions for media plane security and that RFC 3711 defines the RTP/SAVP transport type.  In RFC 4567 the key-mgmt attribute used for MIKEY is defined

a=key-mgmt:mikey AQAFgM0XflABAAAAAAAAAAAAAAsAyO...

and in RFC 4568, the crypto attribute used for SDES is defined

        a=crypto:1 AES_CM_128_HMAC_SHA1_80 inline:PS1uQ... 

Furthermore, a MIKEY extension draft is to be submitted soon, and based on discussions with IETF, it is assumed to be progressed as an AD sponsored draft. The drafts should however have no impacts on CT1 specifications.

QUESTION2:
For the SDES mechanism, which can be used to provide both e2e and e2m, is the UE aware whether e2e or e2m is provided?
ANSWER:
SA3 believes that an IMS UE should be informed whether e2e or e2ae security is applied. The requirements are detailed in the attached TS. 
QUESTION3:
Are there any issues related to co-existence of the mechanisms? Do all parties need to support the same mechanism? If so, are there negotiation procedures for choosing which mechanism to use?

ANSWER:
In order for the mechanisms to work between two parties (UE to UE or UE to P-CSCF/IMS-ALG) both parties, which terminate media security, must support the same SDES or KMS based, security mechanism. There is no requirement to be able to negotiate between different mechanisms as no mechanism to protect against bidding down attacks is provided. SA3 also notes that functionality is currently being specified in TS 33.328 regarding registration of UE and network capabilities/support of e2ae and e2e media protection. With such functionality specified there will be no need for a fallback to plaintext media for the case of e2ae protection as the UE and the P-CSCF are fully informed about each others capabilities and preferences. SA3 also notes that when e2e media plane security is offered the only other offer possible would be plaintext media. However, such an automatic fallback solution would in most cases be in conflict with standard security policies. Thus, when a call fails and this is due to incompatible security capabilities, the only requirement is that this should be made explicit in a failure cause indication. 
The SA3 would like to high-light that the editors notes in clauses 7.1, 7..2.2, 7.2.3, 7.3.2 and 7.3.3 in the attached TS, concerning the use of indications of e2e media plane security in call set-up procedures and terminating side routing  has been left for CT1 resolution. 
QUESTION 4:
Do the security mechanisms require any new interfaces?
ANSWER:
In KMS solution, there is a new interface between the UE and the KMS and one between KMSs. The current assumption is that these interfaces are specified in the SA3 specification, and no CT1 impacts are foreseen. SA3 has defined these interfaces due to the timing issue. However, if CT1 (and CT4) can take on the responsibility of specifying these interfaces within the March 2010 time frame, SA3 would be happy to transfer the responsibilities. If this task is taken on by CT1 (and CT4) SA3 would need to be informed of such a decision in October.
QUESTION5:
Is there a need to define new media plane procedures for the security mechanisms? Will such procedures be described in an SA3 document?
ANSWER:
The SA3 decided to use media plane procedures defined in RFC 3711, The Secure Real-Time Transport Protocol (SRTP). These procedures require key management protocol in place, which are currently being specified in SA3. However, the media plane procedures as specified in RFC 3711 are sufficient without any additional changes. SA3 documents will clearly specify this. In addition to RFC 3711 the profiling of SRTP also includes that implementations may support RFC 4771, "Integrity Transform Carrying Roll-Over Counter for the Secure Real-time Transport Protocol (SRTP)" [RFC 4771]; this to simplify late entry in broadcast sessions and group communications.
2. Actions:

To CT1 group.

ACTIONS: SA3 asks CT1 group to take the answers to the questions into account in its work, and in particular to provide 

1)
Feedback to SA3 (before the SA Plenary #46) on the timeline realistic for CT1 to finish the stage 3 work.  

2)
The CT1 decision regarding where the UE-KMS interface should be specified

3)
Information on how the editor's notes concerning use of indications in call set up procedures for e2e media plane security were resolved.
3. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #57
16-20 November 2009
Dublin, Ireland
TSG-SA WG3 Meeting #58
1-5 February 2010, 

TBD

