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1. Introduction
This contribution provides input to the UDC technical realization specification.
2. Reason for Change
In “5.2 Requirement”, the following statements clarify user data access control criteria. It is hard to know what these criteria really are, how they are used, and how they work together to control access.
4.
The UDR shall support controlled access. Accordingly, UDR shall authenticate and authorize Application Front Ends. The authentication and authorization shall be based on the following criteria:

-
application type

-
Front End cluster identifier

-
the user data which are requested

-
the request type (e.g. query, modify)
For the completeness and the clarification of those criteria, some update is proposed as follows,

-
"FE ID" is added as criteria and will be used for authentication.
-
Clarification on "application type" is added.  It is specified clearly that the application type is used to identify the right user data view for the FE. 
-
"Requested user" is added. The requested user is the user which FE wants to operate on.  For instance, this criteria can be used for the UDR to block the data of a user being accessed. 
The logic of this PCR can be illustrated like the following diagram, in which the "structure" means the way the user data items are correlated to each other, e.g. LDAP DIT, and the "constraints" includes restrictions like what operation (query, create, delete, update, subscription/notification) can or can’t be done on what user data item. Basically, the "user data set" is "the user data which are requested" criteria, the "constraints" is "the request type". 
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3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.335 v0.2.0.
* * * First Change * * * *

5.2
Requirements

The following points are considered as requirements for the purpose of these procedures.

1.
It shall be possible for an authorized Front End to read relevant user data stored in the UDR.

2.
It shall be possible for an authorized Front End to modify (i.e. create, update, and delete) relevant user data stored in the UDR.

3.
The UDR shall support notifications to the related Front Ends about changes of user data which they have subscribed to. Specifically, the UDR shall allow applications to subscribe to specific events on specific data of specific users.
4.
The UDR shall support controlled access. Accordingly, UDR shall authenticate and authorize Application Front Ends. The authentication and authorization shall be based on the following criteria:
-
Front End identifier: FE ID is used for authentication, and FEs connecting to the same UDR should be allocated with  different FE IDs.
-
Application type: Application type decides what user data view is exposed to the FE. 

-
Front End cluster identifier: A Front End cluster contains one or more Front Ends, each of which has different FE ID.  
-
the user data which are requested
-
the request type (e.g. query, modify)
-
Requested user 

5.
Access to the UDR shall be independent of the structure of the data models, i.e. the changes in the data models shall not affect these procedures.
6.
It shall be possible to present different views on the user data to the different applications which require access.

7.
A group of Front Ends (or a single Front End) for a specific application type shall be distinguished by a unique Front End cluster identifier.

Editor’s note: it is FFS if the Front End cluster identifier must be globally unique.

8.
The UDR may store the current Front End cluster identifier as part of the user data and may use this information to determine which Front Ends should be used for notifications.



























