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1. Introduction
In the Seville meeting, a LS was sent to SA2 (see C4-092534) regarding the basic set of mandatory functions/packages in Ix/Iq and that any decisions in CT4 in this area not be inhibited by the current stage 2 specification in SA2. The proposed set of mandatory functions in the LS were :- 

-
Gate management

-
Bandwidth Policing

-
IP Realm Handling

-
Differentiated Service (QoS) marking

-
RTCP Handling control

The LS was discussed in the recent SA2 meeting and a response LS sent to CT4 (see S2-096021). The SA2 response asks CT4 to continue the work to define a mandatory set of packages and properties and to inform SA2 this work is complete so that SA2 can update TS 23.228 to align with the CT4 decisions.  
2. Reason for Change
It is proposed to define the cited set of functions as being mandatory for both TrGW and IMS-AGW. 
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.334 V0.3.0.
* * * First Change * * * *  
5.5
Remote Source Address/Port Filtering
The IMS-ALG may support policing of the remote source address/port of incoming media flow(s), however the feature shall be supported by the IMS-AGW. 

a) 
The IMS-ALG may determine that the source address/port of received media packets should be policed. 

When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the IMS-AGW that screening of source address and/or port of received media packets is required.  

If such screening is applicable, the IMS-AGW shall check the source address and/or port of all received media packets and silently discard any packets that do not conform to the expected source address and/or port.   
5.6
Traffic Policing

The IMS-ALG may support traffic policing of incoming media flows, however the feature shall be supported by the IMS-AGW.

a) 
The IMS-ALG may require the IMS-AGW to police the media flows to ensure that they conform to the expected data flow rates.   

When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the IMS-AGW that policing of the related media streams is required.  

If such policing is requested, the IMS-AGW shall police the media streams and discard packets that exceed the expected data flow rates.   

For RTP flows where RTCP resources are reserved together with the RTP resources (see subclause 5.9), the expected data flow rate shall include the bandwidth used by RTP and RTCP together.   
5.7
Hanging Termination Detection

The IMS-ALG, when requesting the IMS-AGW to reserve an AGW connection point, shall indicate to the IMS-AGW to perform detection of hanging terminations. 

The IMS-AGW shall determine a termination to be hanging if there is no signalling sent/received within a specified period. 

On being informed of the hanging termination, the IMS-ALG shall check/determine whether the cited termination is valid and initiate any appropriate corrective action.

5.8
QoS Packet Marking

The IMS-ALG may influence the setting of the DiffServ Code Point (DSCP) for media packets sent on a termination, however the feature shall be supported by the IMS-AGW. 


If the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the IMS-AGW that the DSCP of outgoing media packets shall be explicitly set or copied from the DSCP of the corresponding received packet.  

If such modification of the DSCP is required by the IMS-ALG, the IMS-AGW shall set the DSCP for outgoing packets on a termination.   

5.9
Handling of RTCP streams
When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources for an RTP flow, the IMS-ALG may indicate to the IMS-AGW whether to reserve corresponding RTCP resources. The feature shall be supported by the IMS-AGW.
If the IMS-AGW receives the indication to reserve RTCP resources, it shall when allocating a local port for an RTP flow also reserve a consecutive local port for the associated RTCP flow. 

If the IMS-AGW receives the indication to not reserve RTCP resources, or if it does not receive any indication at all, it shall not allocate an RTCP port when allocating a port for an RTP flow. The IMS-AGW shall not send any RTCP packets and shall silently discard any received RTCP packets.


When RTCP resources are requested, the IMS-ALG may also specify: 

- the remote RTCP port, and optionally the remote address, where to send RTCP packets; if not specified, the IMS-AGW shall send RCTP packets to the port contiguous to the remote RTP port;  
- bandwith allocation requirements for RTCP, if the RTCP bandwidth level for the session is different than the default RTCP bandwidth as specified in RFC 3556 [6].  

NOTE: In line with the recommendations of RFC 3605 [7], separate address or non-contiguous RTCP port numbers will not be allocated by the IMS-ALG / IMS-AGW.

The IMS-AGW shall return an error if it can not allocate the requested RTCP resources.
* * * Next Change * * * *

6.2.4
Remote Source Address/Port Filtering

This procedure is identical to that of subclause 6.2.1 apart from the IMS-ALG optionally specifying the required IP address and/or port to be used to screen received media packets on a termination.  

This subclause considers when the IMS-ALG is acting as an Entry point and remote source transport address filtering is required towards the external network. 
As a security related option, on request from the IMS-ALG, filtering may be enabled to check/validate the source address or source address and port number of incoming packets from the external network. If the IMS-ALG requests address filtering, it may additionally provide an address specification, which may identify either a single address or a range of addresses, against which filtering is to be performed. The absence of such an address specification in the request shall implicitly request filtering against the IP address of the remote connection address. In addition to address filtering, the IMS-ALG may also request port filtering. If the IMS-ALG requests port filtering, it may additionally include either a port or a range of ports, against which filtering is to be performed. The absence of a port specification in the request shall implicitly request filtering against the port of the remote connection address.
If the IMS-AGW is requested to apply source IP address and possibly source port filtering, it shall only pass incoming IP packets from the identified source, and discard IP packets from other sources.
If remote source address filtering is required for the created termination, then the IMS-ALG shall include the information element "Remote source address filtering" in the request sent to the IMS-AGW. In addition, it may also include the information element "Remote source address mask" in order to request filtering of a range of addresses.  
If remote source port filtering is required for the created termination (in addition to remote source address filtering), then the IMS-ALG shall include the information element "Remote source port filtering" in the request sent to the IMS-AGW. It may also include one of the information elements "Remote source port" or "Remote source port range".
Subsequently, the IMS-AGW shall apply filtering as requested to the packets arriving from the external network. Any packet arriving, which does not meet the filtering requirement, shall be discarded. 

* * * End of Changes * * * *

