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1. Introduction
<Introduction part (optional)>

2. Reason for Change
UDC architecture allows various Application Front-Ends to access data stored in UDR, in particular third party applications. To ensure a high level of security in the access to data, authentication and authorization mechanism shall be offered on the Ud interface, as indicated in clause 5.2 Requirements. They are partially addressed in information flows clauses that describe a step named “perform access control”  but it is related to an authorization to access requested data rather than an authentication of the FE.

It is considered that to have an authentication phase each time a data access is performed will negatively impact the performances. 

 So it is proposed to specify an authentication flow happening before other access data flows such as query , update are used. 
It is considered that SA3 should be consulted on this procedure through a LS.   

Note: Standardized protocols dealing with data access such as LDAP offer an authentication procedure.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to add a subclause describing an authentication information flow.
* * * First Change * * * *

5.X Authentication

To secure access data to UDR, an authentication procedure shall be available over the Ud reference point.

The authentication procedure is used by a FE in order to be authenticated by the UDR.
When used, the FE shall execute the authentication procedure before issuing access data requests such as Query data, Update Data requests etc.

It is a configuration matter to define the FEs for which an authentication by the UDR is required before they issue access data requests.

The information flow for Authentication procedure is shown in figure 5.X-1.
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Figure 5.X-1: Authentication procedure
1.
An Application Front End that needs to be authenticated by the UDR, sends a Authentication Request message to the UDR using the Ud interface. The Authentication Request message shall include:

-
FE identity 
-
Authentication method and associated authentication information

2.
The UDR performs authentication to check whether the FE is allowed to access the UDR. It may require additional authentication exchanges of messages with the FE  

3.
The UDR responds with Authentication Ack message to the FE.
Editor’s note: SA3 should be consulted on this procedure through a LS.
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