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1. Overall Description:

CT4 thanks SA3 for the Liaison received in C4-092445 regarding IMS Media Plane Security.

CT4 discussed the three solutions specified in 3GPP TS 33.328 and confirm that there is impact to the Iq Interface (IMS-ALG to IMS-AGW) in order to transfer security parameters for the End-to-Middle Security method.
CT4 discussed whether for the end-to-end solution with SDES and KMS, if transcoding of encrypted media by the network should be supported, or if encrypted media are required to be passed without modification through the network. CT4 would like to ask SA3 to clarify this.
If transcoding of encrypted media needs to be supported, there may be some impact to the Ix Interface (IBCF to TrGW) and Mp Interface (MRFC to MRFP).  CT4's understanding is that in order to perform transcoding the TrGW or MRFP must de-encrypt the user plane, perform the transcoding on an unencrypted user plane, and then re-encrypt the user plane.  CT4 ask SA3 to confirm this understanding.  Can SA3 also confirm that for the End-to-End SDES solution, the security parameters are transferred to the IBCF or MRFC using the SIP/SDP signalling?  Also can SA3 confirm that for the End-to-End KMS solution, that the IBCF or MRFC would need to implement the GBA interface in order to contact the Key Management Server?
If encrypted media is required to be passed transparently through the network for end-to-end encryption, there also will be some impacts to IBCF procedures and there may be some impacts to the Ix Interface to ensure that the TrGW acts in media-agnostic mode.  Impacts on the MRF could be entirely avoided, as the IMS network could be configured in such a manner that no MRF is inserted into the call flow for end-to-end encryption. Is there any default behaviour described (e.g. reject the call attempt, fall-back to end-to-middle solution, fall-back to no media plane security, etc.) for when end-to-end security is requested but transcoding is required in a call, for instance there is a mismatch in the codecs? 
In regards to the interface between the UE and the Key Management Server, CT4 ask SA3 to clarify whether they are defining the impacts to GBA or whether this should be under the remit of one of the CT Working Groups.

In regards to the timeframe for completion within Release 9 and which of the solutions may be achieved, CT4 acknowledge that the work required for this feature has dependencies on the work required by CT1, and are therefore bound by the timescales set by CT1.  To this end CT4 have Endorsed the attached Work Item that CT1 have the leadership for, with the work targeted to be complete by CT#47 (March 2010).
2. Actions:

To SA3:
ACTION: 
CT4 asks SA3 to:-
· Provide feedback to the questions above. 
· Take note of the timescales for the completion of the work within CT4.

3. Date of Next CT4 Meetings:

CT4#46 (bis meeting)
12th – 16th October 2009

Phoenix, US

CT4#47
09th – 13th November 2009
Beijing, China
