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1. Introduction

This paper clarifies what criteria are necessary for the UDR to authenticate and authorize an application front-end.
2. Reason for Change

The UDR shall support controlled access for all kinds of application front-ends, especially third party applications and non-trusted front-ends. Access control should be based on some criteria. Above of all, the UDR shall check what the application front-end is, i.e. wondering whether the application front-end is trusted or not. Then the UDR need to further check authorization of the application front-end and present data views depending on authorization.
Application front-end identity is uniquely identified an application front-end in the network. It has the same function of the entity’s identifier, e.g. HLR number. 
Application type indicates applications supporting by the application front-end. An application front-end can support multiple applications and interfaces. Application type may be a single application (e.g. HLR application) or a set of applications (e.g. HSS application, provisioning application, etc). Therefore application type informs the UDR what type of data can be handled in the application front-end.
Application identifier identifies a cluster of application front-ends with the same application type. It includes one or more application front-ends. The operator may provide a same data view for a set of application front-ends with one application identifier. However it is possible for the operator to provide different data views for application front-ends with one application identifier. 
For example, HLR-FEs can be virtually divided into different groups due to administration benefit. Some HLR-FEs in one group are responsible for a province users’ data, other HLR-FEs in another group are responsible for another province users’ data. HLR-FEs in different groups have no right to access other province users’ data which are not belonging to their group. These rules can be made by operator.

Although one cluster identified by application id can be divided into some small groups, each group with a different application id can be provided a different data view by the UDR. In some sense application id can be replaced by application type, e.g. application type HLR-FE-1-LAN1 is different from application type HLR-FE-2-LAN2. 
But application front-end id is not replaced by application id or application type since application front-end id is independent on application type. Application front-end id is used by the UDR to authenticate access request entity which maybe supporting more than one application.
Similarly, the users which are requested are different from the user data which are requested. The former indicates which user can be requested, it is identified by user id, e.g. IMSI, and the latter indicates which data belonging to the user can be requested.
3. Conclusions

Some requirements are changed as below:
1) Application identifier should be changed to application front-end identifier.

2) It is possible for the UDR to authorize the application front-end access control according to the users which are request.
3) It is possible for the UDR to present different data views for application front-ends supporting the same application type.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.335 v0.1.0.
* * * First Change * * * *

5.2
Requirements

The following points are considered as requirements for the purpose of these procedures.

1.
It shall be possible for an authorized Front end to read relevant user data stored in the UDR.

2.
It shall be possible for an authorized Front end to modify (i.e. create, update, and delete) relevant user data stored in the UDR.

3.
The UDR shall support notifications to the related front ends about changes of user data which they have subscribed to. Specifically, the UDR shall allow applications to subscribe to specific events on specific data of specific users.
4.
The UDR shall support controlled access. Accordingly, UDR shall authenticate and authorize application front ends. The authentication and authorization shall be based on the following criteria:

· application type

· application front-end identity
· the users which are requested
· the user data which are requested

· the request type (e.g. query, modify)

5.
Access to the UDR shall be independent of the structure of the data models, i.e. the changes in the data models shall not affect these procedures.
6.
It shall be possible to present different views on the user data to the same application or different applications which require access.
* * * End of Change * * * *
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