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1. Introduction

In 3GPP systems, a 3GPP AAA server may support the following interfaces: S6b, SWm, SWa, STa for EPS and Wa, Wm for I-WLAN. Additionally, the 3GPP AAA server may also support two interfaces towards a HSS: SWx and Wx.
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2. Discussion
What happens on SWx/Wx?

Two main procedures are performed over SWx, reusing the procedures defined for Wx: 

1. Authentication Procedure: It is invoked by a 3GPP AAA server when a new set of authentication information (AVs) is to be retrieved from a HSS.

2. Location Management Procedures. In particular, the UE/PDN Registration/DeRegistration Notification is invoked by the 3GPP AAA server after a new subscriber has been authenticated by the 3GPP AAA server.
Therefore, when a UE queries access to a PDN through non-3GPP IP Access, the 3GPP AAA server uses two procedures with the HSS.
What happens on STa, S6b, H2, SWa, Wa?
According to 3GPP TS 29.234v8.0.0 and 3GPP TS 29.273v8.0.0, procedures concerning Authentication and Authorization are coupled within the same procedure. This is illustrated on the figure right below. The first AAA message sent by the PGW indicates AUTHENTICATE_AUTHORIZE.
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Figure‑1: S6b Call Flows
What happens on SWm/Wm ?
According to 3GPP TS 29.234v8.0.0 and 3GPP TS 29.273v8.0.0, procedures concerning Authentication and Authorization are de-coupled. The Authentication procedure uses Diameter EAP Application (RFC 4072) while the Authorization procedure uses Diameter NASREQ Application (RFC 4005). Thus, Authentication and Authorization are performed in two distinct procedures.

This is illustrated on the figure below. The first message sent by the ePDG indicates AUTHENTICATE_ONLY. Then, it has a specific procedure for Authorization.
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Figure‑2: SWm Call Flows
3. Decision 1

It appears that the 3GPP AAA server has two different behaviours towards its AAA clients (e.g. PDN GW, ePDG) which seem undesirable. Orange would like that the 3GPP CT4 WG reconsiders these two behaviours and at least decides to align them in one direction.

Option 1:
Do nothing.
Option 2:
SWm/Wm procedures are aligned with procedures defined for other related AAA interfaces which permits a consistent behaviour of the 3GPP AAA server whatever the interface. 

Orange preference: Option 2.

4. Decision 2

The second decision is whether SWm/Wm procedures shall be aligned with SWa/STa/S6b procedures or the other way round:
Option 1: Combine AUTHENTICATION and AUTHORIZATION on SWm/Wm

Option 2: Decouple AUTHENTICATION and AUTHORIZATION on SWa/STa/S6b

Pros and Cons:
In favour of Option 2: Having two separate procedures over all the interfaces permits to align them on SWx/Wx procedures (see Figure-2).

In favour of Option 1: Having one procedure seems more efficient on the interface and reduces the signalling over the interfaces between AAA clients and the 3GPP AAA servers (see Figure 1). The 3GPP servers will act in that case such as the S-CSCF regarding the Gm and Cx interfaces: registration and authentication procedures are performed in the same request handling over Gm and two distinct procedures are performed over Cx (exchange MAR/MAA for authentication and exchange SAR/SAA for registration/profile handling).
Orange preference: Option 1.
3. Proposal

The CT4 WG should decide on the best approach for performing authentication and authorization procedures. 

Orange is in favour of combine AUTHENTICATION and AUTHORIZATION on SWm/Wm and will provide CRs to modify the related specifications.. 
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