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	29.274 and 29.275 will require the addition of the node ID field in the CSID . The maximum number of CSID per PDN needs to be added to the PDN Connection Set Response. 29.274 will require the IE to be added to S5/S8 and S11 messages (as optional IEs for MME and PGW and conditional for SGW) in addition to the current Create Session Request/Response. 
Ideally 23.401 section 5.3 information storage should have a row for the FQ-CSID included in the MME, PGW and SGW sections. That was already true before this CR/ Also, alignment with 23.401 is not strictly required since 23.401 does not specify procedures or data structures required for recovery and restoration (i.e. 23.007).

TS 29.274 and TS 29.274 may choose to implement another node identifier than an IP address. However, the node identifier employed must be such that distinct nodes shall not share the same node identifier and the formats must be compatable between the two specifications (specifically, the PGW and MME node ID must be mapable between the two S5/S8 formats since the SGW must relay the information between S11 GTP and PMIPv6).  



* * * First Change * * * *

14.3 Partial Failure Handling at MME

14.3.1 General

A partial failure is where a hardware or software failure affects a significant number of PDN connections while the rest of the PDN connections are unaffected. When it is impossible to recover the affected PDN connections (for example,  using implementation-specific session redundancy procedures), it is useful to inform the peer nodes about the affected PDN connections for recovery. Such a notification could be performed using an identifier that represents a large set of PDN connections rather than on individual PDN connection basis. 

A PDN Connection Set Identifier (CSID) shall identify a set of PDN connections that may belong to an arbitrary number of UEs. A CSID is an opaque parameter local to a node. Each node maintains a local mapping of CSID to its internal resources which may be represented by resource identifiers. When one or more of those resources fail, the corresponding one or more fully qualified CSIDs are signalled to the peer nodes. The fully qualified CSID (FQ-CSID) is the combination of the node identity and the CSID assigned by the node which together globally identities a resource that could fail. 
NOTE 1:
The node identifier is required since two different nodes of the same type may use the same CSID value, and a partial fault in one node should not cause completely unrelated PDN connections to be removed.  
The node identifier is an IP address of the node (IPv4 or IPv6) provisioned by the operator on the node but not shared with another node.  
NOTE 2:
The IP address used need not be routable since it is used only for node identification. It may be an existing IP address of the node such as the PGW S5/S8 control plane IP address for a PGW. For roaming support the IP addreses should be global or at least unique within the GRX network and operator's own core network.  If roaming support is not required the IP addresses need to be unique only within the operator's own core network. 
Editor's Note:
  This note may be removed when the needed updates to add the node identifier with the CSID are made to 3GPP TS 29.274 [13] and 3GPP TS 29.275 [14].Using control plane IP addresses allows the storage of the node identifier implicitly in the MME,SGW, and PGW since the control plane IP addresses are already stored in those nodes for every PDN connection though the PGW currently does not have the MME control plane IP address. 
A FQ-CSID is established and stored at the time of PDN connection set up, and used later on during partial failure handling messages defined in 3GPP TS 29.274 [13] and 3GPP TS 29.275 [16]. Each node, including the MME and the PGW, shall maintain the FQ-CSID provided by every other node. Hence, the SGW shall forward the FQ-CSID provided by the MME to the PGW. Similarly, the SGW shall forward the FQ-CSID provided by the PGW to the MME.

A node may choose not to generate CSIDs during a PDN connection establishment. How many FQ-CSIDs are generated by a node for a particular PDN connection is an implementation decision. However, all nodes (i.e., MME, SGW, and PGW) shall support the partial failure handling messages defined in 3GPP TS 29.274 [13] and 3GPP TS 29.275 [16].  
A PGW receiving FQ-CSIDs on S5/S8 shall store at least the first SGW FQ-CSID for a PDN connection. A MME receiving FQ-CSIDs on S11 shall store at least the first SGW FQ-CSID and first PGW FQ-CSID for a PDN connection.  A SGW receiving FQ-CSIDs on S5/S8 and S11 shall store at least the first PGW FQ-CSID and the first MME FQ-CSID for a PDN connection.   
How many FQ-CSIDs beyond the minimum are stored for PDN connections by a receiving node is an implementation decision. This maximum is given in the MAX_CSID_PER_PDN field in the Delete PDN Connection Set Response or BRA for PMIPv6. The first FQ-CSID in a message shall be stored up to the MAX_CSID_PER_PDN limit. 
Editor's Note:
  This note may be removed when the needed updates to add the MAX_CSID_PER_PDN to the Delete PDN Connection Response and BRA are made to 3GPP TS 29.274 [13] and 3GPP TS 29.275 [14].  
These general procedures, identifiers and definitions apply to partial fault handling by the PGW and SGW as well unless otherwise stated. 

14.3.2 Procedures during PDN Connection Establishment

During a PDN connection establishment, the MME  may provide its FQ-CSID for that particular PDN connection to the SGW. The MME shall store the CSIDs provided by the SGW and the PGW in its PDN Connection table maintained as part of MME MM and EPS Bearer Contexts as specified in 3GPP TS 23.401 [15] in Table 5.6.2-15.7.2-1. 
The MME can have a maximum number of stored CSIDs per PDN connection. That maximum may be no smaller than 1 for the SGW FQ-CSIDs and may be no smaller than 1 for the PGW FQ-CSIDs with the limits as independent. 
14.3.3 Procedures during MME Partial Failure

When an MME detects that it has undergone a partial failure, it shall verify that one or more corresponding CSID(s) are present for the component undergoing a partial fault. If no CSID are currently assigned to the component, the MME shall treat the partial failure as a full node failure  if the impact of the component is majorand the following does not apply. When one or more CSIDs are currently assigned, the MME shall perform the following:. 
The MME may perform implementation-specific operations to clean up any residual state associated with the CSID(s).

The MME shall send the GTPv2 Delete PDN Connection Set Request containing all the FQ-CSIDs of the component failing to the SGW. 

Upon receiving a GTPv2 Delete PDN Connection Set Response message with Cause value "Success", and MAX_CSID_PER_PDN value of "N" the MME shall conclude that its peer has marked for deletion  the PDN connections corresponding to the CSID(s) present in the GTPv2 Delete PDN Connection Set Request message provided the CSID was in the first "N" FQ-CSID values during PDN Connection Establishment/Modification.


NOTE:
PDN connections on PGW or SGW nodes that chose not to store the FQ-CSID due to storage limit will not be cleared on such nodes by partial fault handling. The MME is not required to perform further recovery actions for PDN connections impacted by such CSID.
14.3.4 Procedures during a Peer’s Partial Failure 

When an MME receives a GTPv2 Delete PDN Connection Set Request message from an SGW, the MME shall retrieve all the PDN connections corresponding to each of the FQ-CSIDs present in the message. The MME shall delete all the retrieved PDN connections and the associated resources. Other implementation-specific actions may be performed. 

As a response, the MME shall send a GTPv2 Delete PDN Connection Set Response message with appropriate Cause value and for each type (SGW and PGW) the number of FQ-CSID that the MME can store in the MAX_CSID_PER_PDN fields to the SGW. 
NOTE:
As an optional optimization, the MME may check the FQ-CSID values received from the SGW over S11 to see if any have been processed in the very recent past (order of N3*T3 seconds). If so, then the FQ-CSID need not be processed again (other than sending the response). This is required to avoid unnecessary processing of repeated messages from multiple SGWs and multiple interfaces in the network relaying faults from the same PGW.
14.3.x Procedures during PDN Connection Removal or modification
During a S11 procedure impacting an existing PDN connection (e.g. mobility management, bearer creation/deletion/update):
1)
The MME may change one of more of its own CSID value(s) and if changed shall include all MME FQ-CSID value(s) in at least one S11 message of the procedure.
2)
The MME may receive FQ-CSID value(s) of a PGW and shall overwrite the current stored PGW FQ-CSID value(s) with the received value(s). 

3)
The MME may receive FQ-CSID value(s) of a PGW and shall overwrite the current stored PGW FQ-CSID value(s) with the received value(s). 

During a S11 procedure removing an existing PDN connection the MME simply removes the PDN data and the data under it including any stored FQ-CSID values(s) of the PGW and SGW or pointers to such data.  
* * * Next Change * * * *

16.2 Partial Failure Handling at SGW

16.2.1 General

See Section 14.3.1

In addition, the following applies. The SGW may receive Delete PDN Connection Set Request/Reply messages from MME or the PGW. The SGW shall forward such messages to the appropriate peer. 

16.2.2 Procedures during PDN Connection Establishment 
During a PDN connection establishment, the SGW may provide its CSID for that particular PDN connection to the PGW. Similarly, the SGW may provide a FQ-CSID for that particular PDN connection to the MME. The SGW shall store the FQ-CSIDs provided by the PGW and the MME for that particular PDN connection in its PDN Connection table maintained as part of EPS Bearer Contexts as specified in 3GPP TS 23.401 [15] in Table 5.7.3-1. The SGW shall forward the FQ-CSID provided by the MME to the PGW. Similarly, the SGW shall forward the FQ-CSID provided by the PGW to the MME.
The SGW can have a maximum number of stored CSIDs per PDN connection. That maximum may be no smaller than 1 for the PGW FQ-CSIDs and no smaller than 1 for the MME FQ-CSIDs. 

16.2.3 Procedures during SGW Partial Failure

When an SGW detects that it has undergone a partial failure, it shall verify that one or more corresponding CSID(s) are present for the component undergoing a partial fault. If no CSID are currently assigned to the component, the SGW shall treat the partial failure as a full node failure if the impact of the component is major and the following does not apply. When one or more CSIDs are currently assigned , the SGW shall perform the following.

The SGW may perform implementation-specific operations to clean up any residual state associated with the CSID(s).

The SGW shall send the GTPv2 Delete PDN Connection Set Request containing  all the FQ-CSIDs of the component failing to the MME. The SGW shall send the GTPv2 Delete PDN Connection Set Request (or PMIP6 Bulk Binding Revocation Indication) message containing one or more of its own FQ-CSIDs to the PGW.

Upon receiving a GTPv2 Delete PDN Connection Set Response message with Cause value "Success"  and MAX_CSID_PER_PDN value of "N" , the SGW shall conclude that the PGW or the MME has marked for deletion the PDN connections corresponding to the CSID(s) present in the GTPv2 Delete PDN Connection Set Request message provided the CSID was in the first "N" FQ-CSID values during PDN Connection Establishment/Modification.   . Similarly, upon receiving a PMIP6 Bulk Binding Revocation Acknowledgment message, the SGW shall conclude that the PGW has marked for deletion  the PDN connections corresponding to the previously stored CSID(s) present in the PMIP6 Binding Revocation Indication message.
NOTE:
PDN connections on PGW or MME nodes that chose not to store the FQ-CSID due to storage limit will not be cleared on such nodes by partial fault handling. The SGW is not required to perform further recovery actions for PDN connections impacted by such CSID.

16.2.4 Procedures during a Peer’s Partial Failure

When an SGW receives a GTPv2 Delete PDN Connection Set Request message from an MME, the SGW shall retrieve all the PDN connections corresponding to each of the CSIDs present in the message. The SGW shall send a GTPv2 Delete PDN Connection Set Request (or PMIP6 Bulk Binding Revocation Indication) message to the PGW containing one or more FQ-CSIDs provided by the MME. The SGW shall then delete all the retrieved PDN connections and the associated resources. Other implementation-specific actions may be performed.
As a response, the SGW shall send a GTPv2 Delete PDN Connection Set Response message with an appropriate Cause value and the number of MME FQ-CSID per PDN that the SGW can store in MAX_CSID_PER_PDN to the MME.

When an SGW receives a GTPv2 Delete PDN Connection Set Request (or PMIP6 Bulk Binding Revocation Indication) message from a PGW, the SGW shall retrieve all the PDN connections corresponding to each of the FQ-CSIDs present in the message. The SGW shall send a GTPv2 Delete PDN Connection Set Request message to the MME containing the FQ-CSIDs provided by the PGW. The SGW shall then delete all the retrieved PDN connections and the associated resources. Other implementation-specific actions may be performed.

As a response, the SGW shall send a GTPv2 Delete PDN Connection Set Response message with an appropriate Cause value and the number of PGW FQ-CSID per PDN that the SGW can store in MAX_CSID_PER_PDN  to the PGW. On PMIP6-based S5/S8 interface, the SGW shall send a PMIP6 Bulk Binding Revocation Acknowledgment message with the MAX_CSID_PER_PDN value.
The SGW shall check the FQ-CSID values received to see if any have been processed in the very recent past (order of N3*T3 seconds). If so, then the FQ-CSID shall not be processed again (other than sending the response). This is required to avoid unnecessary processing of repeated messages over multiple interfaces in the network and also to avoid excessive relaying of the same fault between the PGW and MME nodes over the same SGW.
16.2.x Procedures during PDN Connection Removal or modification

During a S11 or S5/S8 procedure impacting an existing PDN connection (e.g. mobility management, bearer creation/deletion/update):

1)
The SGW may change one of more of its own CSID value(s) and if changed shall include all SGW FQ-CSID value(s) in at least one S11 message of the procedure and one S5/S8 message of the procedure.

2)
The SGW may receive FQ-CSID value(s) of a PGW over S5/S8 and shall overwrite the current stored PGW FQ-CSID value(s) with the received value(s).  It relays the FQ-CSID value(s) to the MME over S11. 
3)
The SGW may receive FQ-CSID value(s) of a MME over S11 and shall overwrite the current stored MME value(s) with the received value(s).  It relays the FQ-CSID value(s) to the PGW over S5/S8. 

During a S11 or S5/S8 procedure removing an existing PDN connection the MME simply removes the PDN data and the data under it including any stored FQ-CSID values(s) of the PGW and SGW or pointers to such data.  

* * * Next Change * * * *

17.2 Partial Failure Handling at PGW

17.2.1 General

See Section 14.3.1

17.2.2 Procedures during PDN Connection Establishment

During a PDN connection establishment, the PGW may provide its FQ-CSID for that particular PDN connection to the SGW. The PGW shall store the FQ-CSID provided by the SGW and the MME in the PDN Connection table maintained as part of P-GW Context as specified in 3GPP TS 23.401 [15] in Table 5.7.3-1 . 
The PGW can have a maximum number of stored CSIDs per PDN connection. That maximum may be no smaller than 1 for the SGW FQ-CSIDs and may be as low as 0 for the MME FQ-CSIDs. 


17.2.3 Procedures during PGW Partial Failure

When a PGW detects that it has undergone a partial failure, it shall verify that one or more corresponding CSID(s) are present. If no CSID is in store, the PGW shall treat the partial failure as a full node failure and the following does not apply. When one or more CSIDs are present, the PGW shall perform the following. 

The PGW may perform implementation-specific operations to clean up any residual state associated with the CSID(s).

The PGW shall send the GTPv2 Delete PDN Connection Set Request (or PMIP6 Bulk Binding Revocation Indication) message containing one or more of its own FQ-CSIDs to the SGW.

Upon receiving a GTPV2 Delete PDN Connection Set Response message with Cause value "Success", and MAX_CSID_PER_PDN value of "N" the PGW shall conclude that the SGW has marked for deletion  the PDN connections corresponding to the FQ-CSID(s) present in the GTPv2 Delete PDN Connection Set Request message provided the CSID was in the first "N" FQ-CSID values during PDN Connection Establishment/Modification. Similarly, upon receiving a PMIP6 Bulk Binding Revocation Acknowledgment message, the PGW shall conclude that the SGW has marked for deletion   the PDN connections corresponding to the previous stored FQ-CSID(s) present in the PMIP6 Bulk Binding Revocation Indication message.


NOTE:
PDN connections on MME or SGW nodes that chose not to store the FQ-CSID due to storage limit will not be cleared on such nodes by partial fault handling. The PGW is not required to perform further recovery actions for PDN connections impacted by such CSID.

17.2.4 Procedures during a Peer’s Partial Failure 

When a PGW receives a GTPv2 Delete PDN Connection Set Request (or PMIP6 Bulk Binding Revocation Indication) message from an SGW, the PGW shall retrieve all the PDN connections corresponding to each of the FQ-CSIDs present in the message. The PGW shall delete all the retrieved PDN connections and the associated resources. Other implementation-specific actions may be performed.

As a response, the PGW shall send a GTPv2 Delete PDN Connection Set Response message with appropriate Cause value and for each type (SGW and MME) the number of FQ-CSID that the PGW can store in the MAX_CSID_PER_PDN fields to the SGW. On PMIP6-based S5/S8 interface, the SGW shall send a PMIP6 Bulk Binding Revocation Acknowledgment message with the MAX_CSID_PER_PDN value.
NOTE:
As an optional optimization, the PGW may check the FQ-CSID values received from the SGW over S11 to see if any have been processed in the very recent past ( order of N3*T3 seconds). If so, then the FQ-CSID need not be processed again (other than sending the response).  This is required to avoid unnecessary internal processing of repeated messages from multiple SGWs and multiple interfaces in the network relaying faults from the same MME.

17.2.x Procedures during PDN Connection Removal or modificaton

During a S5/S8 procedure impacting an existing PDN connection (e.g. mobility management, bearer creation/deletion/update):

1)
The PGW may change one of more of its own CSID value(s) and if changed shall include all PGW FQ-CSID value(s) in at least one S5/S8 message of the procedure.

2)
The PGW may receive FQ-CSID value(s) of a SGW over S5/S8 and shall overwrite the current stored SGW FQ-CSID value(s) with the received value(s).

3)
The PGW may receive FQ-CSID value(s) of a MME over S5/S8 and shall overwrite the current stored MME FQ-CSID value(s) with the received value(s).

During a S5/S8 procedure removing an existing PDN connection the PGW simply removes the PDN data and the data under it including any stored FQ-CSID values(s) of the MME and SGW or pointers to such data.  
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