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Introduction

This document aims to explain why a receiver aiming to interoperate with existing SIP over SCTP associations needs to be prepared to receive requests from ephemeral, i.e. non-published, ports, by showing a couple of relevant IETF quotations.
Among other issues, the mechanism for locating SIP servers in RFC 3263 would otherwise be prohibited.

RFC 3261
8.2.1 Receiving Requests

   A server SHOULD be prepared to receive requests on any IP address,

   port and transport combination that can be the result of a DNS lookup

   on a SIP or SIPS URI [4] that is handed out for the purposes of

   communicating with that server.

18 Transport

    The transport layer is responsible for managing persistent

   connections for transport protocols like TCP and SCTP, or TLS over

   those, including ones opened to the transport layer.  This includes

   connections opened by the client or server transports, so that

   connections are shared between client and server transport functions.

   These connections are indexed by the tuple formed from the address,

   port, and transport protocol at the far end of the connection.  When

   a connection is opened by the transport layer, this index is set to

   the destination IP, port and transport.  When the connection is

   accepted by the transport layer, this index is set to the source IP

   address, port number, and transport.  Note that, because the source

   port is often ephemeral, but it cannot be known whether it is

   ephemeral or selected through procedures in [4], connections accepted

   by the transport layer will frequently not be reused.  The result is

   that two proxies in a "peering" relationship using a connection-

   oriented transport frequently will have two connections in use, one

   for transactions initiated in each direction.

 

...    [4]  Rosenberg, J. and H. Schulzrinne, "SIP: Locating SIP Servers",
        RFC 3263, June 2002.
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ABSTRACT

   A single connection should not be reused for the TCP

   or SCTP transport between two peers, and this document provides

   insight into why this is the case.  As a remedy, it suggests using

   two TCP connections (or two SCTP associations), each opened pro-

   actively towards the recipient by the sender.  

3.  Introduction

   SIP [1] entities can communicate using either unreliable/

   connectionless (e.g., UDP) or reliable/connection-oriented (e.g.,

   TCP, SCTP [14]) transport protocols.  When SIP entities use a

   connection-oriented protocol (such as TCP or SCTP) to send a request,

   they typically originate their connections from an ephemeral port.

   In the following example, A listens for SIP requests over TLS [3] on

   TCP port 5061 (the default port for SIP over TLS over TCP), but uses

   an ephemeral port (port 8293) for a new connection to B. These

   entities could be SIP User Agents or SIP Proxy Servers.

          +-----------+ 8293 (UAC)      5061 (UAS) +-----------+

          |           |--------------------------->|           |

          |  Entity   |                            |  Entity   |

          |     A     |                            |     B     |

          |           | 5061 (UAS)                 |           |

          +-----------+                            +-----------+

       Figure 1: Uni-directional connection for requests from A to B

   The SIP protocol includes the notion of a persistent connection,

   which is a mechanisms to insure that responses to a request reuse the

   existing connection that is typically still available, as well as

   reusing the existing connections for other requests sent by the

   originator of the connection.  However, new requests sent in the

   backwards direction -- in the example above, requests from B destined

   to A -- are unlikely to reuse the existing connection.  This

   frequently causes a pair of SIP entities to use one connection for

   requests sent in each direction, as shown below.

          +-----------+ 8293              5061 +-----------+

          |           |.......................>|           |

          |  Entity   |                        |  Entity   |

          |     A     | 5061              9741 |     B     |

          |           |<-----------------------|           |

          +-----------+                        +-----------+

          Figure 2: Two connections for requests between A and B.

   While this is adequate for TCP, TLS connections can be reused to send

   requests in the backwards direction since each end can be

   authenticated when the connection is initially set up.  Once the

   authentication step has been performed, the situation can thought to

   resemble the picture in Figure 1 except that the connection opened

   from A to B is shared: when A wants to send a request to B, it will

   reuse this connection, and when B wants to send a request to A, it

   will reuse the same connection.

