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1. Reason for Change
This paper addresses the following editorial errors in the spec:

1. Scope was updated.
2. Definitions adjusted.
3. 'To be edited' statements were replaces in couple of places.

4. A statement that "Optionally, IPv6 compliant with RFC 2460 [a1] also may be used for delivering a GTP-PDU to a GTP entity" was added.
5. It is clarified that GTP for Control Plane contains both GTP-C proper and S101/Sv interface specific protocol flavours. Text in clause 5 was rearranged accordingly.

6. A text from 29.060 on the Usage of the GTP-C Header was copied into subclause 5.4.
7. Two subclauses, "Reliable Delivery of Signalling Messages" and "Error handling" have the same number 7.6. This was fixed.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 29.274v1.2.0.
* * * First Change * * * *

1
Scope

The present document specifies the stage 3 of the control plane of the GPRS Tunnelling Protocol, Version 2 for Evolved Packet System interfaces (GTPv2-C).

In this document, unless otherwise specified the S5 interface refers always to "GTP-based S5" and S8 interface refers always to "GTP-based S8" interface. 

GTPv2-C shall be used across the following signalling interfaces: S3, S4, S5, S8, S10, S11, S16.

GTPv2-C based protocols shall be used across Sv (3GPP TS 29.280 [x]) and S101 (3GPP TS 29.276 [x] interfaces.

* * * Next Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

GTP-PDU: GTP Protocol Data Unit is either a GTP-C Message or a GTP-U Message. GTP-U Message may be either a signalling message across the user plane tunnel, or a G-PDU (see clause 6).

· Signalling Message: any GTP-PDU (GTP-C or GTP-U) except the G-PDU.

· G-PDU: GTP user plane message, which carries the original packet (payload). G-PDU consists of GTP-U header and a T-PDU. 

· T-PDU: original packet, for example an IP datagram, from an UE or a network node in an external packet data network. A T-PDU is the payload that is tunnelled in the GTP-U tunnel.

· GTP-C Message: GTP control plane message type of a GTP-PDU. GTP-C message consists of GTP-C header, which is followed by zero or more information elements.

· GTP-U Message: GTP user plane message. The user plane messages are used to carry user data packets, and also signalling messages e.g. for path management and error indication. Therefore, GTP-U message consists of GTP-U header, which is followed by either a T-PDU, or zero or more information elements.

GTP Tunnel: A GTP tunnel is unidirectional and is identified in each node with a TEID, an IP address and a UDP port number (see subclause "GTP Tunnel").

Path: A path is unidirectional and is identified in each node with an IP address and a UDP port number. (see subclause "GTP Path").

Tunnel Endpoint: A tunnel endpoint is identified with a TEID, an IP address and a UDP port number (see subclause "GTP Tunnel").

Tunnel Endpoint Identifier (TEID): unambiguously identifies a tunnel endpoint in scope of a path (see subclause "GTP Tunnel"). 


* * * Next Change * * * *

4
General

The present document defines Version 2 of the GPRS Tunnelling Protocol for Control Plane (GTPv2-C). GTPv2-C and related protocols are used across the interfaces, which are specified in the clause "Scope".
4.1
GTP Path

A path is identified in each node with an IP address and a UDP port number. A path may be used to multiplex GTP tunnels.

4.2
GTP Tunnel

GTP tunnels are used between two nodes communicating over a GTP based interface, to separate traffic into different communication flows. 

A GTP tunnel is identified in each node with a TEID, an IP address and a UDP port number. The receiving end side of a GTP tunnel locally assigns the TEID value the transmitting side has to use. The TEID values are exchanged between tunnel endpoints using GTP-C or S1-MME messages.

The criteria defining when the same or different GTP tunnels shall be used between to nodes differs between the control and the user plane, and also between interfaces.

For the control plane, for each end-point of a GTP-C tunnel:

· The TEID-C is unique per PDN-Connection on GTP based S5 and S8. The same tunnel is shared for the control messages related to all bearers associated to the PDN-Connection. A TEID-C on S5/S8 interface is released after all its associated EPS bearers are deleted.
· There is only one pair of TEID-Cs per UE on each of the S3 and the S10 interfaces. The same tunnel is shared for the control messages related to the same UE operation. A TEID-C on S3/S10 interface is released after its associated UE context is removed or the UE is detached.
Editor's Note: It is FFS what TEID-C granularity to use on other interfaces.

Editor's Note: It is FFS if GTP-C tunnels per user are required for any interface.

For GTP-U, a TEID-U is used according to 3GPP TS 29.281 [x].
NOTE:
GTP-U is based on GTP version 1.

4.3
Protocol stack

Protocol stack for GTPv2 is depicted in Figure 4.3.
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Figure 4.3: GTPv2 stack

GTPv2 headers are specified in respective clauses of this specification.

4.3.1
UDP header and port numbers

A User Datagram Protocol (UDP) compliant with RFC 768 [7] shall be used.

4.3.1.1
Request Messages

The UDP Destination Port number for GTP-C request messages is 2123. It is the registered port number for GTP-C. 

The UDP Source Port is a locally allocated port number at the sending GTP entity.

4.3.1.2
Response Messages

The UDP Destination Port value shall be the value of the UDP Source Port of the corresponding request message.

The UDP Source Port shall be the value from the UDP Destination Port of the corresponding request message.

4.3.1.3
Version Not Supported Indication

The UDP Destination Port number for the Version Not Supported Indication shall be the UDP source port of the GTP packet that triggered the GTPv2 entity to send this message. 

The UDP Source Port number for the Version Not Supported Indication shall be the UDP destination port of the GTP packet that triggered the GTPv2 entity to send this message.

4.3.2
IP header and IP addresses

An Internet Protocol (IPv4) compliant with RFC 791 [6] shall be used. Optionally, IPv6 compliant with RFC 2460 [a1] also may be used for delivering a GTP-PDU to a GTP entity.
4.3.2.1
Request Messages

The IP Source Address shall be an IP address of the source GTPv2 entity from which the message is originating.

The IP Destination Address in a GTP request message shall be an IP address of the destination GTPv2 entity.

4.3.2.2
Response Messages

The IP Source Address shall be copied from the IP destination address of the GTP request message to which this GTPv2 entity is replying. 

The IP Destination Address shall be copied from the IP Source Address of the GTP request message to which this GTPv2 entity is replying.

4.3.2.3
Version Not Supported Indication

The IP Source Address for the Version Not Supported Indication shall be set to the IP destination address of the GTP message that triggered the GTPv2 entity to send this message. 

The IP Destination Address for the Version Not Supported Indication shall be set to the IP source address of the GTP message that triggered the GTPv2 entity to send this message.

* * * Next Change * * * *

5
GTP Header for Contol Plane
GTP header for Control Plane shall be used for GTPv2-C protocol proper and for other GTP based control plane protocols, e.g. S101 (3GPP TS 29.276 [x]) and Sv (3GPP TS 29.280 [x]).
5.1
General format

Control Plane GTP uses a variable length header. Control Plane GTP header length shall be a multiple of 4 octets. Figure 5.1 illustrates the format of the GTPv2-C Header. 

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	0
	T
	E
	S
	0

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5 - n
	
	These octets are present in the header if either of the T, S or E flags is set to ‘1’. Therefore, if present the octets contain either a TEID, or a Sequence Number and two spare octets, or an Extension Header(s), or any combination of these. If T flag is set to 1, then TEID shall be placed into octets 5-8. If S flag is set to 1, then SN shall be placed either after the TEID, or if TEID is not present, then into octets 5-6 and shall be followed by two spare octets. An Extension Header shall be placed only after the TEID and/or two spare octets.


Figure 5.1: General format of GTPv2 Header for Control Plane
Octet 1 of the GTPv2 header shall contain the following fields:

-
Bits 6-8 represent the Version field. This field shall be used to determine the version of the GTP-C protocol. The version number shall be set to binary '010'.
-
Bit 5 is not used in this version of the specification. It shall be set to 0 by the sending entity.
-
Bit 4 represents the TEID flag (T). T flag shall be used to signal the presence of the TEID field in the GTP-C header. If T flag is set to 0, then the TEID field is not present in the GTP-C header at all (i.e. the given GTP-C header may even be 4 octets long). If T flag is set to 1, then the TEID field immediately follows the Length field in octets 5 – 8.

-
Bit 3 represents the Extension Header flag (E). E flag shall be used to signal the presence of the GTP-C Extension Header field in the GTP-C header. If E flag is set to 1, then the GTP-C header is longer than 8 octets and the Extension Header value shall be inserted either right after TEID field (if the S flag is set to 0) or right after two spare octets (if the S flag is set to 1). If E flag is set to 0, then the Extension Header field shall not be present in the GTP-C header at all (i.e. the given GTP header could be 8 octets long).
-
Bit 2 represents the Sequence number flag (S). S flag shall be used to signal the presence of the GTP-C Sequence Number field and two spare octets in the GTP-C header. If S flag is set to 1, then the GTP-C header is longer than 8 octets and the Sequence Number value shall be inserted into octets 9 and 10 (right after TEID field in octets 4-8). Two spare octets shall follow the Sequence Number field. If S flag is set to 0, then the Sequence Number field and two spare octets shall not be present in the GTP-C header at all (i.e. the given GTP-C header could be 8 octets long).



-
Bit 1 is not used in this version of the specification. It shall be set to 0 by the sending entity.






5.2
Control Plane GTP Extension Header

5.2.1
General format of the GTP Extension Header

Control Plane GTP Extension Header is a variable length header. The length of the Extension Header shall be a multiple of 4 octets. The Extension Header shall be at least 4 octets long.  Figure 5.2.1a illustrates the format of the Extension Header.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	
	
	
	
	
	

	
	
	

	1
	
	Extension Header Type
	NEH

	2
	
	Spare (all bits set to 0)
	Extension Header Length

	3 – 4n
	
	The actual value of the Extension header and a padding, if necessary (n = 1, 2, … m)


Figure 5.2.1a: The format of the Extension Header

The Extension Header contains the following fields:

· Bits 2-8 of octet 1 represent the Extension Header Type field.

· Bit 1 of octet 1 represents the Next Extension Header (NEH) flag. If the NEH flag is set to 1, another Extension Header follows the given one. Otherwise, the given Extension Header is the last field of the GTPv2-C header.

· Bits 1-6 of octet 2 represent the overall length of the Extension Header (including first 2 octets) in units of 4 octets. This field shall be used to determine the overall length of the Extension Header and provides for the value range of 4 – 252 octets (decimal).

· Bits 7-8 of octet 2 are spare bits. They shall be sent as binary '0'. The receiver shall not evaluate them.

Octets 3-4n (n = 1, 2, … m) of the Extension Header shall contain the following fields:

-
The actual value of the Extension Header.

-
Padding, if necessary

Bits 7 and 8 of the Extension Header Type define how the receiving entity shall handle unknown Extension Types. The receiving entity of an extension header of unknown type but marked as 'comprehension not required' for that receiving entity shall continue handle next extension header (using the Extension Header Length field to identify its location in the GTP-PDU).

The receiving entity of an extension header of unknown type but marked as 'comprehension required' for that receiving entity shall:

-
If the message with the unknown extension header was a request, send a response message back with CAUSE set to "unknown mandatory extension header".

-
Send a Supported Extension Headers Notification to the originator of the GTP PDU.

-
Log an error.

Bits 7 and 8 of the Extension Header Type have the following meaning:

	Bits

8      7
	Meaning

	0       0
	Comprehension of this extension header is not required. An Intermediate Node shall forward it to any Receiver Endpoint

	0       1
	Comprehension of this extension header is not required. An Intermediate Node shall discard the Extension Header Content and not forward it to any Receiver Endpoint. Other extension headers shall be treated independently of this extension header. 

	1       0
	Comprehension of this extension header is required by the Endpoint Receiver but not by an Intermediate Node. An Intermediate Node shall forward the whole field to the Endpoint Receiver.

	1        1
	Comprehension of this header type is required by recipient (either Endpoint Receiver or Intermediate Node)


Figure 5.21b: Definition of bits 7 and 8 of the Extension Header Type

An Endpoint Receiver is the ultimate receiver of the GTP-PDU (e.g. a MME or a P-GW). An Intermediate Node is a node that handles GTP but is not the ultimate endpoint (e.g. an S-GW for some of GTP-C messages signalled from MME to P-GW via S-GW or vice versa).

Editor’s Note: It is FFS if “Comprehension Required” flag can be independent of the extension header type and dynamically set by the sending entity per procedure. By this way, only 5 bits are left for “Extension Header Type” (0-31)

5.2.2
Extension Header types

Editor’s note: it is FFS if the receiving entity should notify the sending entity about discarded EH, or not.

5.3
GTPv2-C Header

Octet 2-8 of the GTPv2-C header shall contain the following fields:

-
Message Type field. This field shall indicate the type of GTP-C message. 

-
Length field. This field shall indicate the length of the message in octets excluding the mandatory part of the GTP-C header (the first 4 octets). The TEID (if present), Sequence Number and Extension Header(s) shall be included in the length count.

-
Tunnel Endpoint Identifier (TEID) field. If present, this field shall unambiguously identify a tunnel endpoint in the receiving GTP-C protocol entity.

5.3.1
GTP-C header for Echo and Version Not Supported messages

GTPv2-C message header for Echo Request, Echo Response and Version Not Supported Indication messages shall not contain TEID field, but the Sequence Number fields, followed by two spare octets as depicted in figure 5.3.1.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	FFS
	T=0
	E=0
	S=1
	FFS

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5
	
	Sequence Number (1st Octet)

	6
	
	Sequence Number (2nd Octet)

	7
	
	Spare

	8
	
	Spare


Figure 5.3.1: The format of Echo and Version Not Supported message Header

5.3.2
EPC specific GTP-C header

Apart from Echo Request, Echo Response and Version Not Supported Indication messages the GTP-C message header shall contain TEID and Sequence Number fields, followed by two spare octets. Typical GTP-C header is depicted in figure 5.3.2.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	FFS
	T=1
	E
	S=1
	FFS

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5
	
	Tunnel Endpoint Identifier (1st Octet)

	6
	
	Tunnel Endpoint Identifier (2nd Octet)

	7
	
	Tunnel Endpoint Identifier (3rd Octet)

	8
	
	Tunnel Endpoint Identifier (4th Octet)

	9
	
	Sequence Number (1st Octet)

	10
	
	Sequence Number (2nd Octet)

	11
	
	Spare

	12
	
	Spare

	13 - n
	
	These octets are present in the header if E flag is set to ‘1’ and contain one or more Extension Headers.


Figure 5.3.2: The format of EPC specific GTPv2 Control Plane message Header
5.4
Usage of the GTP-C Header

The following was copied fro 29.060 and needs adjustments.
For control plane messages the GTP header shall be used as specified in clause 6 with the following clarifications and additions:

-
Version shall be set to decimal 1 ('001').

-
Protocol Type flag (PT) shall be set to '1'.

-
Sequence number flag (S) shall be set to '1'.

-
N-PDU Number flag (PN) shall be set to '0'. A GTP-C receiver shall not return an error if this flag is set to '1'.

-
Message Type shall be set to the unique value that is used for each type of control plane message. Valid message types are marked with an x in the GTP-C column in table 1.

-
Length shall be the length in octets of the payload, i.e. the rest of the packet following the mandatory part of the GTP header (that is the first 8 octets). The Sequence Number, the N-PDU Number or any Extension headers shall be considered to be part of the payload, i.e. included in the length count.

-
The Tunnel Endpoint Identifier is set by the sending entity to the value requested by the corresponding entity (SGSN or GGSN); it identifies all the PDP Contexts with the same PDP address and APN (for Tunnel Management messages) or it identifies each MS and its associated context data (for messages not related to Tunnel Management), except for the following cases:

· The Create PDP Context Request message and the Create MBMS Context Request message for a given MS sent to a specific GGSN shall have the Tunnel Endpoint Identifier set to all zeroes, if the SGSN has not been assigned a Tunnel Endpoint Identifier Control Plane by the GGSN.
· The Identification Request/Response messages, where the Tunnel Endpoint Identifier shall be set to all zeroes.

· The SGSN Context Request message, where the Tunnel Endpoint Identifier shall be set to all zeroes.

· The Echo Request/Response, Supported Extension Headers notification and the Version Not Supported messages, where the Tunnel Endpoint Identifier shall be set to all zeroes.

· The Forward Relocation Request message, where the Tunnel Endpoint Identifier shall be set to all zeroes.

· The PDU Notification Request message, where the Tunnel Endpoint Identifier shall be set to all zeroes.

· The MBMS Notification Request message, where the Tunnel Endpoint Identifier shall be set to all zeroes.

· The RAN Information Relay message, where the Tunnel Endpoint Identifier shall be set to all zeroes.

· The Relocation Cancel Request message where the Tunnel Endpoint Identifier shall be set to all zeroes, except for the case where the old SGSN has already been assigned the Tunnel Endpoint Identifier Control Plane of the new SGSN.
· All Location Management messages, where the Tunnel Endpoint Identifier shall be set to all zeroes.

· If a GSN receives a GTP-C message requesting action related to a PDP context that the sending node believes is in existence, but that is not recognised by the receiving node, the receiving node shall send back to the source of the message, a response with the appropriate cause value (either 'Non-existent' or 'Context not found').  The Tunnel Endoint Identifier used in the response message shall be set to all zeroes. 

· The MBMS Registration Request message , if successful assignment of Tunnel Endpoint Identifier Control Plane has not been confirmed, and, for MBMS Broadcast, the MBMS Session Start Request message, where the Tunnel Endpoint Identifier shall be set to all zeroes.

· The MS Info Change Reporting messages, where the Tunnel Endpoint Identifier shall be set to all zeroes.


The GSN Address for Control Plane set in the request message could be different from the IP Source address of the message. The Tunnel Endpoint Identifier notified in the request message is also used in this case for sending the corresponding response message.
-
Sequence Number shall be a message number valid for a path. Within a given set of contiguous Sequence Numbers from 0 to 65535, a given Sequence Number shall, if used, unambiguously define a GTP control plane request message sent on the path (see section Reliable delivery of signalling messages). The Sequence Number in a control plane response message shall be copied from the control plane request message that the GSN is replying to. For GTP-C messages not having a defined response message for a request message, i.e. for messages Version Not Supported, RAN Information Relay and Supported Extension Headers Notification, the Sequence Number shall be ignored by the receiver.

-
N-PDU Number shall not be interpreted.

The GTP-C header may be followed by subsequent information elements dependent on the type of control plane message. Only one information element of each type is allowed in a single control plane message, except for the Authentication Triplet, the PDP Context, the Tunnel Endpoint Identifier Data II, NSAPI, PS Handover  XID Parameters, Packet Flow ID, and PDU Numbers information element where several occurrences of each type are allowed.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 – m
	GTP header
	

	
	m - n
	Information Element(s)
	

	
	
	
	


Figure 64: GTP Header followed by subsequent Information Elements
* * * Next Change * * * *

7.6
Reliable Delivery of Signalling Messages

Each path maintains a queue with signalling messages to be sent to the peer. The message at the front of the queue, if it is a request for which a response has been defined, shall be sent with a Sequence Number, and shall be held in a path list until a response is received. The same provision is applicable to notification messages with an associated acknowledge message. Each path has its own list. The Sequence Number shall be unique for each outstanding request message sourced from the same IP/UDP endpoint. A node running GTP may have several outstanding requests while waiting for responses. A single request shall be answered with a single response, regardless whether it is per UE, per APN, or per bearer. A request / response pair of messages shall have the same sequence number.

The Sequence Number shall be unique for each outstanding notification message sourced from the same IP/UDP endpoint. A node running GTP may have several outstanding notifications while waiting for acknowledge messages. A single notification shall be answered with a single acknowledge, regardless whether it is per UE, per APN, or per bearer. A notification / acknowledge pair of messages shall have the same sequence number.

In the specific case of GTP Command Messages which do not have an explicit response, but which trigger a Request Message, the sequence number used by Command Message shall be the same for all three messages: the Command, the triggered Request and the corresponding Response messages.

A sequence number used for a Command Message and its associated messages shall have the most significant bit set to 1. A sequence number used for a Request Message not triggered by a Command Message shall have the most significant bit set to 0.

This setting of the most significant bit of the sequence number is done to avoid potential clashes between the sequence number selected for a Command Message, and the sequence number selected by a GTP peer for a Request Message which was not triggered by a Command Message.

A timer shall be started when a signalling request message (for which a response has been defined) is sent. A signalling message request or response has probably been lost if a response has not been received before the timer expires. 

A timer shall be started when a notification message (for which an acknowledge messages has been defined) is sent. A notification or acknowledge message has probably been lost if a response has not been received before the timer expires.

A timer shall be started when a command message is sent. A command or request message has probably been lost if a request has not been received before the timer expires.
Editor's Note: it is FFS how many response timers are needed and how the timers shall be handled.

Once a timer expires, the request is then retransmitted if the total number of request attempts is less than N3‑REQUESTS times. The timer shall be implemented in the control plane application as well as user plane application for Echo Request / Echo Response. The timers and the number of retries (N3-REQUESTS) shall be configurable per procedure. 

Editor's Note: In case of a node shall send a response message based on the response of another GTP message, the total waiting time of the inner loop response should be smaller than the waiting time of the outer loop response. 

All received request messages shall be responded to and all response messages associated with a certain request shall always include the same information. Duplicated response messages shall be discarded. A response message without a matching outstanding request should be considered as a duplicate.

If a GTPv2 node is not successful with the transfer of a signalling message, e.g. a Create Bearer Context Request message, it shall inform the upper layer of the unsuccessful transfer so that the controlling upper entity may take the necessary measures.
7.7
Error Handling

To be edited

7.7.1 
Protocol Errors

A protocol error is defined as a message or Information Element received from a peer entity with unknown, unforeseen or erroneous content. The term silently discarded is used in the following subclauses to mean that the receiving GTP entity's implementation shall discard the message without further processing, or if possible discard the optional IE and continue processing. The receiving entity should however log the event including the erroneous message and should include the error in a statistical counter. Silently Discarding a message or IE(s) within a message should only be used for messages or IE(s) that can be safely ignored.

Editor's Note: It is FFS how this principle is specified.

A receiving node may deviate from the required error handling requirements, in the case of sending back messages with cause values, in order to limit traffic load or mitigate against a denial-of-service attack. 

An information element with 'Mandatory' in the 'Presence requirement' column of a message definition shall always be present in that message.

Editor's note: The semantic conditions for presence of Information Element i.e. whether an IE is: mandatorially present, conditionally present, optionally present or mandatorily absent, needs consideration.

The Error Indication and Version Not Supported Indication messages shall be considered as Responses for the purpose of this subclause.

The subclauses 7.7.2 to 7.7.14 shall be applied in decreasing priority.

Editor's note: It needs to be determined whether we keep this type of decreasing priority order of errors.

7.7.2 
Different GTP Versions

If a receiving peer node receives a GTP message of an unsupported version, that node shall return a GTP Version Not Supported Indication message indicating in the Version field of the GTP header the latest GTP version that that node supports. The received GTP-PDU shall then be discarded.

Editor's note: We may want to send all Versions that are supported in the same way as the CER/CEA interchange of Diameter. As S101 etc. will use GTP so this version is considered as another application of GTPv2 so if GTPv2 is supported must we also support S101? Or can they be supported independently?

7.7.3 
GTP Message Too Short

When a GTP message is received, and it is too short to contain the GTP header for the GTP version that the sender claims to use, the GTP-PDU message shall be silently discarded.

Editor's note: Do we want to keep it this way?

7.7.4 
Unknown GTP Signalling Message

When a message using a Message Type value defining an Unknown GTP signalling message is received, it shall be silently discarded.

Editor's note: Do we want to keep it this way?

7.7.5 
Unexpected GTP Signalling Message

When an unexpected GTP control plane message is received, e.g. a Response message for which there is no corresponding outstanding Request it shall be silently discarded but only when it is safe to do this.

Editor's note: We may want to reconsider this handling for all scenarios.

7.7.6 
Missing Mandatory Information Elements

The receiver of a GTP signalling Request message with a missing mandatory information element shall discard the request, it should log the error, and shall send a Response with Cause set to 'Mandatory IE missing' together with a value of the missing mandatory IE.

The receiver of a Response with a missing mandatory information element shall notify the upper layer and should log the error.

7.7.7 
Invalid Length

TLV format information element shall have a variable length. In a received GTP signalling message Request, a mandatory TLV format information element may have a Length different from the Length defined in the version that this message claims to use. In this case, this information element shall be discarded, the error should be logged, and a Response shall be sent with Cause set to 'Mandatory IE incorrect' together with a copy of the offending mandatory IE.

In a received GTP signalling Response message, if a mandatory TLV format information element has a Length different from the Length defined in the version that this message claims to use, then the requesting entity shall treat the GTP signalling procedure as having failed. A message shall be sent with Cause set to 'Mandatory IE incorrect' together with a copy of the offending mandatory IE.

7.7.8 
Invalid Mandatory Information Element

The receiver of a GTP signalling message Request including a mandatory information element with a Value that is not in the range defined for this information element value shall discard the request, should log the error, and shall send a response with Cause set to 'Mandatory IE incorrect' together with a copy of the offending mandatory IE.

The receiver of a GTP signalling message Response including a mandatory information element with a Value that is not in the range defined for this information element shall notify the upper layer that a message with this sequence number has been received and should log the error. It shall send a response with Cause set to 'Mandatory IE incorrect' together with a copy of the offending mandatory IE.

If a GSN receives an information element with a value which is shown as reserved, it shall treat that information element as invalid and should log the error. It shall send a response with Cause set to 'Reserved Message Value Received' together with a copy of the offending message.

The principle is: the use of reserved values invokes error handling; the use of spare values can be silently discarded and so in the case of IEs with spare values used, processing shall be continued ignoring the spare values.

7.7.9 
Invalid Optional Information Element

The receiver of a GTP signalling message including an optional information element with a Value that is not in the range defined for this information element value shall discard this IE, should log the error, send a Cause value back with the offending IE but shall treat the rest of the message as if this IE was absent and continue processing.

If a GTP entity receives an information element with a value which is shown as reserved, it shall treat that information element as not being in the range defined for the information element.

Editor's note: The action taken depends if the value is Spare or Reserved. If reserved value is used in an optional IE then a cause shall be sent back with the offending IE. Processing can still continue if the optional IE is not required to achieve a successful outcome.

The receiver shall not check the content of an information element field that is defined as 'spare'.

Editor's note: It silently discards this but if this value is required to continue operation i.e. a conditional IE then this may not be true.

7.7.10 
Unknown Information Element

An information element with an unknown Type value shall be ignored by the receiver of the message. Tthis information element shall be skipped using its Length value. 

If the receiving node cannot interpret the rest of the message because of the ignored information element, the receiving node shall discard the message, it should log the error and shall send a Cause value set to 'Invalid message format' together with the offending IE. If the message was a Request, it shall return a response with Cause set to 'Invalid message format' together with the offending IE.

7.7.11 
Out of Sequence Information Elements

If two or more information elements are out of sequence in a message, the receiving node shall discard the message and should log the error. In addition, if the message was a Request, the receiving node shall return a Response with Cause set to 'Invalid message format'.

Editor's note: Do we want to keep it this way or can we send IEs in any order?

7.7.12 
Unexpected Information Element

An information element with a Type value which is defined in section x.x of the present specification but is not expected in the received GTP signalling message shall be ignored (skipped) and the rest of the message processed as if this information element was not present. 

7.7.13 
Repeated Information Elements

If an information element is repeated in a GTP signalling message in which repetition of the information element is not specified, only the contents of the information element appearing first shall be handled and all subsequent repetitions of the information element shall be ignored. When repetition of information elements is specified, only the contents of specified repeated information elements shall be handled.

Editor's note: Processing shall be continued but a Cause value shall be sent back a value set to "unexpected repeated IE" together with the repeated IE. When repetition of information elements is specified, only the contents of specified repeated information elements shall be handled.

7.7.14 
Incorrect Optional Information Elements

All optional information elements that are incorrect in a GTP signalling message shall be treated as not present in the message. However, if the receiving node cannot handle the message correctly because of the incorrect information element, the receiving node should log the error and shall return a response with Cause set to 'Optional IE incorrect' together with the offending IE.

7.8
Path Failure

 A path counter shall be reset each time a response is received on the path and incremented when the T3-RESPONSE timer expires for any message sent on the path. 
Editor's note:  It is FFS how to set the timer mentioned above. The above statement should be revisited when there is a solid solution on signaling message retransmission.
Editor's note: When an MS detaches, all ongoing GTP control plane procedures related to this MS shall be aborted. The MME shall send a Delete PDP Context Request messages for all active PDP contexts to the peer PDNs. This will have to be investigated as it. This will have to be investigated as it looks like stage 2 matter.

7.9
Restoration and Recovery

To be edited

Editor's note: This should be considered separately.

7.10
Fallback to GTPv1 mechanism

An EPC entity shall assume that each GTP processing node that it is about to communicate with is GTPv2 capable, i.e. before the first GTP tunnel is setup for a given UE/node, the EPC node shall always send a version 2 message to a peer node. 

A GTPv2 entity shall fallback to GTPv1 only if:

-
a "Version Not Supported" message in GTPv1 format as specified in 3GPP TS 29.060 [4] is received from the peer node;

-
Fallback to GTPv1 shall not occur on already established GTP tunnels without change of the peer nodes of the communication bearer.
* * * Next Change * * * *

<Proposed change in revision marks>

