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1. Introduction

The 3GPP AAA proxy is used for proxying information between trusted non-3GPP access gateway, ePDG, PDN-GW and the 3GPP AAA server. It works mainly as a Diameter proxy, however, there are exceptions, which shall be described in a harmonised way.
2. Reason for Change

Currently, the description of the detailed behaviour is not consequent; there are differences between the descriptions of similar functions, when refering to STa, SWm and S6b interfaces.
The 3GPP AAA Proxy the network element in the visited operator’s network that enforces roaming limitations and QoS policy limitations. However, these functions are currently specified only for the (interworking with) ePDG / SWm. 

For the S6b interface, it is specified that the 3GPP AAA proxy can store the service authorization information it receives from the 3GPP AAA Server and based on that, it may respond to a subsequent authorization request without invoking the 3GPP AAA Server. Clearly, such behaviour can simplify the AAA operations when roaming. However, we see several complications in connection with this functionality:
· One of the issues is that if we allow this functionality for the authorization requests received from the PDN GW, we should also allow it for those coming from a trusted non-3GPP GW or ePDG (both referred to as MAG below); otherwise, the 3GPP AAA Proxy should have a complete database of the network elements and serve the request depending on the source (Origin-Host) and type (PDN GW or other type of network element) of the request.
(Note: This is especially true for ePDG, which sends AAR requests for authorization, separate from the authentication.)
· If the 3GPP AAA Proxy stores the service authorization information received at the successful completion of the (authentication and) authorization from a MAG, the authorization request received from the PDN GW (after PBU) can be served without involving the 3GPP AAA Server. This also means that the HSS will not be updated with the PDN GW address assigned to the actual APN. Then, during a handover to the E-UTRAN, the MME would not know which PDN GW to select for the existing PDN connection(s) (if the actual procedure is an initial attach) or it would select another, old PDN GW (if the actual procedure is a handover).

· So the disputed functionality could be used only with such a limitation that the authorization information shall be assigned to the user and the network element that the authorization info was sent to. This requires a more complex storage of the information and also, in addition to that, it does makes the information becomes unusable in the most frequent potential use case.

· The use of the stored authorization information is also problematic if we consider a single network element (e,g. PDN GW) alone. When the AAA server sends a re-authorization request (RAR) in order to update the service authorization information, the Diameter client (e.g. PDN GW) has to send an AAR request. But with the disputed functionality, the AAA-Proxy would respond to this, based on the earlier (outdated) authorization data and by that, it would prevent the update. This could be avoided only if the 3GPP AAA Proxy invalidates or deletes the stored service authorization information, when receiving a RAR for the user – and according to the above – sent to the given network element. This again adds complexity. 
· As a final conclusion, we believe that this functionality (the 3GPP AAA Proxy storing the service authorization information and based on that, responding authorization requests on its own) raises far more issues than what it solves, so we propose NOT to specify this functionality, not even as an optional one.

3. Conclusions

The chapters describing the 3GPP AAA behaviour are to be extended and harmonized. 

The functionality for storing the service authorization data and using it to respond to authorization request is to be removed from the TS.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273, version 0.4.0.
* * * First Change * * * *

5.1.2.1.3
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy is required to handle roaming cases in which the trusted Non-3GPP GW is in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy, with the following additions.

On receipt of the first authentication and authorization request, the 3GPP AAA Proxy shall check locally configured information whether users from the HPLMN are allowed to access to the requested APN (if no APN is included, any APN) from this (V)PLMN. If not, the Experimental-Result-Code shall be set to DIAMETER_ERROR_ROAMING_NOT_ALLOWED and the authentication and authorization response shall be sent to the non-3GPP GW.
On receipt of the authentication and authorization answer that completes a successful authentication, the 3GPP AAA Proxy 
-
shall check locally configured information about using the chained S8-S2a option towards the given HPLMN. If chaining is required, the 3GPP AAA Proxy shall select a Serving GW from its network configuration database and shall include the Serving GW address in the response. 
-
shall check locally configured information for the maximum allowed static QoS parameters valid for visitors from the given HPLMN and modify the QoS parameters received from the 3GPP AAA Server, to enforce the policy limitations.
-
shall record the state of the connection (i.e. Authentication and Authorization Successful).
Exceptions not specified here shall be treated by 3GPP AAA Proxy as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and AA-A message sent to the trusted non-3GPP GW.

* * * Next Change * * * *

5.1.2.3.3
3GPP AAA Proxy Detailed Behaviour
The 3GPP AAA Proxy is required to handle roaming cases in which the Non-3GPP GW is in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy, with the following additions. 

When forwarding the authorization answer, the 3GPP AAA Proxy
-
shall check locally configured information for the maximum allowed static QoS parameters valid for visitors from the given HPLMN and modify the QoS parameters received from the 3GPP AAA Server, to enforce the policy limitations.

-
 shall record the state of the connection (i.e. Authentication and Authorization Successful).
* * * Next Change * * * *

7.1.2.1.3
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy shall be required to handle roaming cases in which the ePDG is in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy, with the following additions.

On receipt of the first authentication request, the 3GPP AAA Proxy shall check locally configured information whether users from the HPLMN are allowed to access any APN from this (V)PLMN. If not, the Experimental-Result-Code shall be set to DIAMETER_ERROR_ROAMING_NOT_ALLOWED and the authentication response shall be sent to the ePDG.

On receipt of the authentication answer that completes a successful authentication, the 3GPP AAA Proxy 

-
shall check locally configured information about using the chained S8-S2b option towards the given HPLMN. If chaining is required, the 3GPP AAA Proxy shall select a Serving GW from its network configuration database and shall include the Serving GW address in the response. 
-
shall check locally configured information for the maximum allowed static QoS parameters valid for visitors from the given HPLMN and modify the QoS parameters received from the 3GPP AAA Server, to enforce the policy limitations.
-
shall record the state of the connection (i.e. Authentication Successful).
Exceptions not specified here shall be treated by 3GPP AAA Proxy as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and AA-A message sent to the ePDG.
* * * Next Change * * * *

7.1.2.2.3
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy shall be required to handle roaming cases in which the PDG is in the VPLMN..The 3GPP AAA Proxy shall process act as a stateful proxy, with the following extensions.
On receipt of an authorization request, the 3GPP AAA Proxy shall check locally configured information whether users from the HPLMN are allowed to access to the APN requested from this (V)PLMN. If not, the Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED and the the AA-A message shall be sent to the PDG. In all other cases, the message shall be forwarded transparently to the 3GPP AAA Server.

On receipt of the authorization answer, the 3GPP AAA Proxy

-
shall check locally configured information for the maximum allowed static QoS parameters valid for visitors from the given HPLMN and modify the QoS parameters received from the 3GPP AAA Server, to enforce the policy limitations.

-
shall record the state of the connection (i.e. Authorization Successful).

Exceptions not specified here shall be treated by 3GPP AAA Proxy as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and AA-A message sent to the PDG.

* * * Next Change * * * *

9.1.2.1.4
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy is required to handle roaming cases in which the PDN GW is in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy.

On receipt of the authentication answer that completes a successful authentication, the 3GPP AAA Proxy shall record the state of the connection (i.e. Authentication Successful).

* * * Next Change * * * *

9.1.2.2.4
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy is required to handle roaming cases in which the PDN GW is located in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy.



On receipt of the authorization answer, the 3GPP AAA Proxy

-
shall check locally configured information for the maximum allowed static QoS parameters valid for visitors from the given HPLMN and modify the QoS parameters received from the 3GPP AAA Server, to enforce the policy limitations.

-
shall record the state of the connection (i.e. Authorization Successful)
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