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1. Introduction
This document provides missing information for the H.248 profile specification.
2. Reason for Change
Support for topology hiding is an explicit requirement from 23.228.
3. Conclusions

It is proposed to add a procedural overview (here: coming from Draft Ia V3).
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.238 V0.0.1.
*******
* * * First Change * * * *

5.17.1.17
Topology Hiding Function
Topology hiding may basically be related to the

a) hiding of “remote topology information”, i.e. the BGF provides local support for topology hiding to network elements “behind” the BGF

b) hiding of “local topology information”, i.e. provides local support for topology hiding of the BGF itself in one-way direction for the egress media-path (NOTE 1).

Topology hiding functions (THF) are required on SPDF (MGC) level for the IP signalling-path and on BGF (MG) level for the IP media-path, see [37] (NOTE 2). THF relates basically to the hiding of (network element) local address information (“network topology hiding”). Address information is primarily related to L3 addresses, which are used on IP layer and by IP application protocols (like SIP).

NOTE 2:
BGF related THF scenarios are e.g. outlined by Annex A.2 in [37]. For instance, the so-called Topology Hiding Gateway (THIG) function relates to a THF on IBCF (MGC) level for the IP signalling-path and on I-BGF (MG) level for the IP media-path in the IMS interconnect scenario (Fig. A.6 in [37]).

5.17.1.17.1
THF for the IP signalling path
The assumption by this H.248 profile specification (and decomposed gateway architecture) is a media-path decoupled signalling path. Any THF for the IP signalling-path is thus out of scope of this specification.

5.17.1.17.2
THF for the IP media /bearer path
5.17.1.17.2.1
THF on IP network protocol layer (L3)
5.17.1.17.2.1.1
THF on IP address information elements
THF in the IP media-path may be basically achieved by NAT within the end-to-end IP connection. Remote NAT devices may support the hiding of MG local IP addresses, i.e. LS(A) and LD(A) information (see also Figure 2a). 

MG-local THF support:

· hiding of “remote topology information” via MG-local NA(P)T (see clause 5.17.1.2) may used for hiding of remote IP address information (i.e. RS(A) or/and RD(A) information).

· hiding of “local topology information” via explicit source address setting capability (via gm package properties, see e.g. clause 5.18.1.1.3) with regards to the LS(A) value.

5.17.1.17.2.1.2
THF on other IP PCI elements and ICMP
THF on L3 is furthermore supported by:

· IP TTL value reset in B2BIH mode (NOTE: not in IPR mode)

· ICMP: there is an ICMP traffic flow for each IP interface, however, the ICMP flow does not appear as a flow component within H.248 IP Streams (because ICMP is an IP layer service, out of control of H.248).

5.17.1.17.2.2
THF above the IP layer
IP address information may be carried by media-path protocols above the IP layer.

5.17.1.17.2.2.1
THF for RTP as application level framing protocol
RTP packets may be forwarded transparently (e.g. in transport-protocol agnostic mode, see Annex G.2) or terminated like in media-aware BGF mode. Termination implies a Back-to-Back RTP Endsystem (B2BRE mode) because each H.248 IP termination provide an IP host and RTP endsystem function. Thus, RTCP packets are sourced/sinked by the BGF in that mode. The Source Description (SDES) RTCP packet is mandatory, as well as the SDES item ‘CNAME’ (Canonical End-Point Identifier).

RFC 3550 recommends that
The CNAME item SHOULD have the format "user@host", or "host" if a user name is not available as on single-user systems.  For both formats, "host" is either the fully qualified domain name of the host from which the real-time data originates … or the standard ASCII representation of the host's numeric address on the interface used for the RTP communication.

Such a CNAME format would advertise topology information via RTCP. THF for RTP/RTCP could be achieved e.g. either via SRTP (RFC 3711) or by just encrypting the SDES CNAME item (see clause 9.1/RFC 3550).

5.17.1.17.2.2.2
THF for MSRP
Void.
� 	Properties gm/esas and gm/lsa for LS(A) control, and gm/esps and gm/lsp for LS(P) control.





