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1. Introduction
This contribution defines the procedures for authorization over the S6b interface, when the UE is using PMIPv6. 
2. Reason for Change
Currently, the procedures for authorization were missing in the S6b interface.
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273 0.2.0
* * * First Change * * * *

9.2


Protocol

The S6b reference point shall be based on Diameter, as defined in IETF RFC 3588 [7] and contain the following additions and extensions:

· IETF RFC 4005 [4], which defines a Diameter protocol application used for Authentication, Authorization and Accounting (AAA) services in the Network Access Server (NAS) environment.

· IETF Darft draft-korhonen-dime-pmip6 [2], which defines a Diameter extensions and application for PMIPv6 MAG to AAA and LMA to AAA interfaces.

· IETF Draft draft-ietf-dime-qos-attributes [9], which defines attribute value pairs to convey QoS information between Diameter peers.
The LMA to 3GPP AAA server or the LMA to 3GPP AAA proxy communication shall use the LMA to AAA interface functionality defined in IETF Draft draft-korhonen-dime-pmip6 [2] to update the 3GPP AAA server with PDN GW identity, and optionally to retrieve mobility related parameters and static QoS profiles.

The PDN-GW acts as a LMA when the UE attaches to the EPC using the S2a and the S2b reference points.

In the case the UE attached to the EPC using the S2a or the S2b reference points, then the Application-Id to be advertised over the S6b reference point corresponds to the "Diameter Proxy Mobile IPv6" (PMIP6) Application-Id as defined in the IETF Darft draft-korhonen-dime-pmip6 [2].
For the communication between the PDN GW and HA, draft-ietf-dime-mip6-split [11] shall be used.

IKEv2 EAP-based initiator authentication is used for authenticating and authorizing the UE. In this case, the PDN GW or HA shall act as the NAS, as described in 3GPP TS 33.234 [10]. 

The Application-Id to be advertised over the S6b reference point corresponds to the DSMIPv6 "Diameter Mobile IPv6" Application-Id as defined in draft-ietf-dime-mip6-split [11].
* * * Next Change * * * *

9.3.2
Authorization Procedures
9.3.2.1
Authorization Request and Response
The S6b interface allows to update the 3GPP AAA server with the PDN GW identity utilized for the activated APN when the UE uses PMIP.  Additionally it may be used to update and retrieve other profile parameters as static QoS profile for EPS. 

This procedure is invoked by the PDN GW on receipt from the MAG of a PBU message. It performs PDN GW identity update and authorization download based on the reuse of NASREQ IETF RFC 4005 AAR and AAA commands and the Diameter extensions defined for PMIP in IETF Draft draft-korhonen-dime-pmip6.
Table 9.3.2.1: S6b Authorization Request
	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element contains the identity of the user.

	Request Type
	Auth-Request-Type
	M
	Defines whether authentication or authorization is required. 

AUTHORIZE_ONLY is required in this case.

	APN (See IETF RFC 2865)
	Called-Station-Id
	M
	Includes the APN that the user shall be connected to. 

	PDN GW Identity
	PDN-GW-Identity
	O
	It includes the FQDN and/or IP address(es) of the selected PDN GW. It shall be present only when a new PDN connection needs to be authorized.
Editor’s Note: The contents of this AVP is FFS.

	PMIP subscriber profile 
	MIP6-Feature-Vector
	O
	It includes the PMIP profile the PDN GW (LMA) is able to handle


Table 9.3.2.2: S6b Authorization Response
	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Result Code
	Result-Code / Experimental-Result-Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol or as per in NASREQ . 1xxx should be used for multi-round, 2xxx for success.

Experimental-Result AVP shall be used for S6b errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	MIP subscriber profile 
	MIP6-Feature-Vector
	O
	It includes the subscriber profile of the UE in terms of  PMIPv6 feature the UE is authorized to use

	Authorized 3GPP QoS profile
	FFS
	O
	This IE contains the QoS Profile authorized by the 3GPP AAA server for the requested APN based on the subscribed QoS parameters


9.3.2.2
PDN GW Detailed Behaviour

Editor’s note: In this sub-clause the detailed behaviour of the PDN GW for authorization procedures using PMIP is described.
9.3.2.3
3GPP AAA Server Detailed Behaviour

Editor’s note: In this sub-clause the detailed behaviour of the 3GPP AAA Server for authorization procedures using PMIP is described.
9.3.2.4
3GPP AAA Proxy Detailed Behaviour

Editor’s note: In this sub-clause the detailed behaviour of the 3GPP AAA Proxy for authorization procedures using PMIPv6 is described.
