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1. Reason for change
CT4#39 has reviewed a discussion on User Plane for GTPv2 (C4-081087) and agreed that (a) in Rel-8 GTPv2-U will be used across S1-U, S4, GTP based S5/S8 and X2 interfaces and (b) in Rel-8 it is FFS which version of GTP-U should be used across S12 interfaces.
Besides, it is proposed to copy GTPv2 user plane related statements from TR 29.803 and TS 29.060 into appropriate sections of TS 29.274.

SA2 sent an LS on Recovery and Restoration to CT4 (S2-084449), which offers removing all related matters from 23.060, and maintaining them only in stage 3 specs. If CT4 accepts the proposal, there will not be any error handling sections in 23.401 as well. This paper is based on an assumption that CT4 agrees on SA2 proposal.

GTPv1 did not specify how GTP-U entity shall treat G-PDU the header of which has Version value greater than 1. This paper proposes a solution for this in GTPv2-U.
2. Proposal

It is proposed to agree the following changes to 3GPP TR 29.803v0.7.0 and inform RAN3 about the final agreements.
* * * First Change * * * *

1
Scope

The present document specifies the stage 3 of the GPRS Tunnelling Protocol, Version 2 for Evolved Packet System interfaces. GTPv2 has two flavors, a control plane protocol (GTPv2-C) and the user plane protocol (GTPv2-U).

In this document, unless otherwise specified the S5 interface refers always to "GTP-based S5" and S8 interface refers always to "GTP-based S8" interface. 

GTPv2-C shall be used across the following control plane (signaling) interfaces: S3, S4, S5, S8, S10, S11 and S101.
GTPv2-U shall be used across the following user plane interfaces: S1-U, X2-U, S4, S5 and S8.
Editor’s note: GTP version selection for the user plane (GTPv2-U) across S12 is FFS.
* * * Next Change * * * *

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].




GTP-PDU: GTP Protocol Data Unit is either a GTP-C Message or a GTP-U Message. GTP-U Message may be either a signalling message across the user plane tunnel, or a G-PDU (see clause 6).
· Signalling Message: any GTP-PDU (GTP-C or GTP-U) except the G-PDU.
· G-PDU: GTP user plane message, which carries the original packet (payload). G-PDU consists of GTP-U header and a T-PDU. 

· T-PDU: original packet, for example an IP datagram, from an UE or a network node in an external packet data network. A T-PDU is the payload that is tunneled in the GTP-U tunnel.
· GTP-C Message: GTP control plane message type of a GTP-PDU. GTP-C message consists of GTP-C header, which is followed by zero or more information elements.

· GTP-U Message: GTP user plane message. The user plane messages are used to carry user data packets, and also signalling messages e.g. for path management and error indication. Therefore, GTP-U message consists of GTP-U header, which is followed by either a T-PDU, or zero or more information elements.
GTP Tunnel: A GTP tunnel is identified by two tunnel endpoints which share a TEID(see subclause 4.2).
Path: A pair of UDP/IP endpoints identify GTP path (see subclause 4.1).
Tunnel Endpoint: A tunnel endpoint is identified with a TEID, an IP address and a UDP port number (see subclause 4.2).
Tunnel Endpoint Identifier (TEID): unambiguously identifies a tunnel endpoint in scope of a path (see subclause 4.2). 
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

S1-U
Interface between SGW and eNB
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AMBR
Aggregate Maximum Bit Rate
APN
Access Point Name

APN-NI
Access Point Name Network Identifier

APN-OI
Access Point Name Operator Identifier

CR
Comprehension Required

EBI
EPS Bearer ID

eBN
Evolved Node B

EPC
Evolved Packet Core

EPS
Evolved Packet System

G-PDU
GTP-U non-signalling PDU

GPRS
General Packet Radio Service 

GTP
GPRS Tunnelling Protocol
GTP-PGU
GTP-C PDU or GTP-U PDU

GTPv2-C
GTP version 2, control plane

GTPv2-U
GTP version 2, user plane

IMSI
International Mobile Subscriber Identity

IP
Internet Protocol

L1
Layer 1

L2
Layer 2

MEI
Mobile Equipment Identity

MSISDN
Mobile Subscriber ISDN Number
PAA
PDN Address Allocation

PCO
Protocol Configuration Options

PDU
Protocol Data Unit
PDN
Packet Data Network or Public Data Network
PGW
PDN Gateway

QoS
Quality of Service
RAT
Radio Access Type
SGW
Serving Gateway

TEID
Tunnel Endpoint Identifier
TEID-C
Tunnel Endpoint Identifier, control plane
TEID-U
Tunnel Endpoint Identifier, user plane
TFT
Traffic Flow Template

UDP
User Datagram Protocol
ULI
User Location Info
* * * Next Change * * * *

4.1
GTP Path

 A path is identified in each node with an IP address and a UDP port number. A path may be used to multiplex GTP tunnels.
4.2
GTP Tunnel

GTP tunnels are used between two nodes communicating over a GTP based interface, to separate traffic into different communication flows. 

A GTP tunnel is identified by two tunnel endpoints. A tunnel endpoint is identified in each node with a TEID, an IP address and a UDP port number. A tunnel shares a TEID: The receiving end side of a GTP tunnel locally assigns the TEID value the transmitting side has to use. The TEID values are exchanged between tunnel endpoints using GTP-C or S1-MME messages.

The criteria defining when the same or different GTP tunnels shall be used between to nodes differs between the control and the user plane, and also between interfaces.

For the user plane, for each end-point of a GTP-U tunnel:

· on the X2 interface, the TEID-U is unique per bearer and direction. For bidirectional communication, two different GTP tunnels are used per bearer, one for downlink and one for uplink. On X2, GTP-U tunnels are only used for data forwarding during handover.
· on the S1-U interface, when GTP-U tunnels are used for data forwarding, the same applies as for the X2 interface
Editor's Note: uplink data forwarding for S1-U is still FFS and to be decided at RAN3
· in all other cases, the TEID-U is unique per bearer. The same tunnel is used for downlink and uplink traffic from the same bearer

Editor's note: This is in conflict to above TEID assignment procedure, because there is no longer a unique receiving end -> Either two unidirectional tunnels (like GTPv1) or adapt above TEID assignment description.
For the control plane, for each end-point of a GTP-C tunnel:

· The TEID-C is unique per PDN-Connection on GTP based S5 and S8. The same tunnel is shared for the control messages related to all bearers associated to the PDN-Connection
Editor's Note: It is FFS what TEID-C granularity to use on other interfaces.

Editor's Note: It is FFS if GTP-C tunnels per user are required for any interface.
GTP tunnel is independent from the GTP version of a GTP-PDU. Therefore the same tunnel endpoint (TEID, port number and IP address) may be used to receive and send both GTPv2 and GTPv1 GTP-PDUs.
4.3
Protocol stack

Protocol stack for GTPv2 is depicted in Figure 4.3.
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Figure 4.3: GTPv2 stack

GTPv2 headers are specified in respective clauses of this specification. 
* * * Next Change * * * *

5.3
GTP-U header and message formats
5.3.1
GTP-U Echo message format
GTPv2-U message header for Echo Request and Echo Response signaling messages shall not contain TEID field, but shall contain the Sequence Number fields, followed by two spare octets. GTPv2-U header in Echo message may be followed by one or more information elements (see subclause 8.1).
Generic GTPv2-U Echo message format is depicted in figure 5.3.1.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	FFS
	T=0
	E=0
	S=1
	FFS

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5
	
	Sequence Number (1st Octet)

	6
	
	Sequence Number (2nd Octet)

	7
	
	Spare

	8
	
	Spare

	

	9-n
	
	Information elements (see subclause 8.1)


Figure 5.3.1: The format of Echo message
5.3.2
EPC specific GTP-U message format
Apart from Echo Request and Echo Response messages, a typical GTPv2-U signalling message, or a G-PDU header shall contain TEID field. The header in a message shall be followed by either one or more information elements, or by G-PDU (see subclauses 8.2 and 8.3).

Typical GTPv2-U message format is depicted in figure 5.3.2.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	FFS
	T=1
	E=0
	S=0
	FFS

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5
	
	Tunnel Endpoint Identifier (1st Octet)

	6
	
	Tunnel Endpoint Identifier (2nd Octet)

	7
	
	Tunnel Endpoint Identifier (3rd Octet)

	8
	
	Tunnel Endpoint Identifier (4th Octet)

	

	9-n
	
	T-PDU (see subclause 8.3) or

Information Elements (see subclause 8.2)


Figure 5.3.2: The format of the typical GTPv2 User Plane message
Editor's note: It is FFS if extension headers or sequence numbers would become necessary for the user plane.
5.3.3
Usage of the GTP-U Header

To be edited

* * * Next Change * * * *

6
GTP Messages and Message Formats

 
GTP Protocol Data Unit (GTP-PDU) carries either a GTP Control Plane (GTP-C) message or a GTP User Plane (GTP-U) message. 
GTP-C message is sent across GTP control plane tunnel. In a message, GTP-C header is followed by zero or more information elements. GTP-C messages are used for the control plane path management, for the control plane tunnel management and for mobility management.
GTP-U message is sent across GTP user plane tunnel. GTP-U message however may be either a signalling message across the user plane tunnel, or a G-PDU message.

· GTP-U signalling messages are used for user plane path management, or for user plane tunnel management.
· G-PDU is a vanilla user plane message, which carries the original packet (T-PDU). In G-PDU message, GTP-U header is followed by a T-PDU. 

T-PDU is an original packet, for example an IP datagram, from an UE, or from a network node in an external packet data network.
6.1
Message Format and Type values

GTP defines a set of messages between two associated EPC network elements. The messages to be used are defined in the Table 6.1.

Table 6.1: Message types for GTPv2

	Message Type value (Decimal)
	Message
	Reference
	GTP-C
	GTP-U

	0
	Reserved
	
	
	

	1
	Echo Request
	
	X
	X

	2
	Echo Response
	
	X
	X

	3
	Version Not Supported
	
	X
	X

	4-30
	Reserved for other protocols (currently, for S101)
	
	
	

	31
	Create Bearer Request (currently only for default bearer activation across S11)
	
	X
	

	32
	Create Bearer Response (currently only for default bearer activation across S11)
	
	X
	

	33
	Delete Bearer Request
	
	X
	

	34
	Delete Bearer Response
	
	X
	

	35
	Update Bearer Request (currently only for default bearer activation across S11)
	
	X
	

	36
	Update Bearer Response (currently only for default bearer activation across S11)
	
	X
	

	37
	Create Forwarding Tunnel Request
	
	X
	

	38
	Create Forwarding Tunnel Response
	
	X
	

	39-239
	FFS
	
	X
	

	240-241
	Reserved for other protocols (currently, for GTP')
	
	
	

	242-249
	FFS
	
	
	

	250
	Error Indication. Reserved for GTPv2-U and this value shall not be used for other message types in the future protocol versions (if any)
	
	
	X

	251-253
	Reserved for GTPv2-U and these values shall not be used for other message types in the future protocol versions (if any)
	
	
	X

	254
	End Marker. Reserved for GTPv2-U and this value shall not be used for other message types in the future protocol versions (if any)
	
	
	X

	255
	User plane data (payload). G-PDU. Reserved for GTPv2-U and this value shall not be used for other message types in the future protocol versions (if any)
	
	
	X


* * * Next Change * * * *

8
GTP-U messages

To be edited

8.1
GTP-U signaling messages

8.1.1
Path Management Messages

Two path management messages are specified for GTP-U: Echo Request and Echo Response.

Editor’s note: It is FFS if GTP-U needs also Version Not Supported message.

8.1.1.1
Echo Request

A GTP-U entity may send an Echo Request to find out if the peer entity is alive. When and how often an Echo Request message may be sent is implementation specific but an Echo Request shall not be sent more often than every 60 s on each path. Table 8.1.1.1 specifies the information elements included in the Echo Request message.

Editor’s note: This is an implementation issue, but it is recommended that Echo Request should be sent only when a GTP-U entity has not received any G-PDU on the GTP-U path for a specific time.

The optional Private Extension contains vendor or operator specific information.

Table 8.1.1.1: Information Element in Echo Request

	Information elements
	P
	Condition / Comment
	CR
	IE Type

	Private Extension
	O
	None
	0
	Private Extension


8.1.1.2
Echo Response

A GTP-U shall be prepared to receive an Echo Request at any time and it shall reply with an Echo Response. Table 8.1.1.2 specifies the information element included in the Echo Response message.

The optional Private Extension contains vendor or operator specific information.

Editor’s note: It is FFS if Recovery is necessary for GTP-U Echo Response.

Table 8.1.1.2: Information Element in Echo Response

	Information elements
	P
	Condition / Comment
	CR
	IE Type

	Private Extension
	O
	None
	0
	Private Extension


8.2.1
Tunnel Management Messages

8.2.1.1
End Marker
End Marker message shall be sent during the inter eNodeB handover across S1-U and X2 interfaces. The End Marker message shall be sent for each GTPv2-U tunnel (multiple messages). The End Marker message indicates the end of the payload stream on a given tunnel, i.e. no G-PDU shall be expected after an End Marker message on this tunnel.  Table 8.2.1.1 specifies the information element included in the End Marker message.

The optional Private Extension contains vendor or operator specific information.
Table 8.2.1.1: Information Element in End Marker message
	Information elements
	P
	Condition / Comment
	CR
	IE Type

	Private Extension
	O
	None
	1
	Private Extension


8.2.1.2
Error Indication
A GTPv2 entity shall send an Error Indication to the other GTPv2 entity if the addressed TEID does not exist.
Editor's note: The above statement implies stateless behaviour. That is, GTP entity cannot 'remember' if it already has sent an Error Indication. Therefore, if the Error Indication message was lost, GTP entity will simply sends it if it receives G-PDU to unknown TEID. 
Table 8.2.1.2 specifies the information element included in the Error Indication message.

The optional Private Extension contains vendor or operator specific information.
Table 8.2.1.2: Information Elements in Error Indication message
	Information elements
	P
	Condition / Comment
	CR
	IE Type

	Tunnel Endpoint Identifier


	M
	The IE shall be populated by the TEID fetched from the G-PDU that triggered this procedure.
	1
	TEID-U

	Network Element Address


	M
	The IE shall be populated by the destination IP address fetched from the original P-PDU that triggered this procedure.
Editor's note: The above statement is copied form GTPv1 and looks like the statement in 4.2.2.4 is not quite in line.
	1
	IP-Address

	Private Extension
	O
	None
	1
	Private Extension


8.2
GTP-U non-signalling Messages (G-PDU)
 GTP-U message that is not dedicated to signalling across the user plane GTP tunnel is referred to as G-PDU. G-PDU consists of a GTP-U header and a T-PDU. 

T-PDU is an original packet, for example an IP datagram, that is received by GTP entity from either an UE or a network node in an external packet data network. 
8.3
Error Handling

To be edited
8.3.1
Error Indication handling
If an Error Indication is received, the receiving GTPv2-U entity shall no longer send PDUs towards the invalid TEID and it also may notify the Operation and Maintenance network element. In addition to these, if the invalid TEID is needed permanently for a bearer, the respective bearer context shall be deleted:
· If eNB receives an Error Indication from SGW, it shall notify MME about it.

· If SGW receives an Error Indication from eNB, it shall notify MME about it by sending bearer deactivation message.

· If SGW receives an Error Indication from PGW, it shall notify MME about it by sending bearer deactivation message.
· If an eNB receives an Error Indication from another eNB, it shall notify MME about it.
If the invalid TEID is only for temporary usage, i.e. for data forwarding purposes, the respective bearer context shall not be deleted.
8.3.2
Unsupported GTP-U version handling

If GTPv2-U entity receives a G-PDU, the header of which has the value of Version filed greater than 2, and if the G-PDU message type is known to the GTPv2-U entity, then GTPv2-U entity shall process the G-PDU.
Editor's note: This means that if ever GTPv3-U is specified, the coding of the GTPv3-U header for GTPv2-U messages (apart from the Version field) shall not change. That will ensure backward compatibility.
Otherwise, GTPv2-U Version Not Supported shall be sent.
8.3.3
Version Not Supported for user plane

FFS.
