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INTRODUCTION
This contribution proposes a way forward for each of the Editor’s notes remaining in TR 23.820 v1.1.0 so that this document may be sent for approval.
PROPOSAL

The proposed way forward for each of the Editor’s note is the following:

Subclause 6.3 between steps 5 and 6:

Editor’s Note: How to ascertain the P-CSCF1 failed is FFS.

This editor’s note refers to the Note above which points to the possibility that the failure of P-CSCF1 is detected before the S-CSCF forwards a SIP-Request to P-CSCF1. Since both the Note and the Editor’s note point to a possibility that is not essential for the alternative and that would require additional contributions, the proposal is to remove the Note and the editor’s note and to leave it up to any company interested in this possibility to bring forward the related contributions.

End of subclause 6.3 and 6.3.1:

Editor’s note: The issue on whether it is possible to send a NOTIFY through a P-CSCF that does not have information about the SUBSCRIBE that originated that NOTIFY needs to be checked by CT1.

Editor’s note: The issue on whether it is acceptable to send a non-protected SIP request to the UE in order to force an initial registration needs to be checked by SA3.
Since these questions were already sent to SA3 and CT1, the proposal is to replace these two notes with a note that indicates the concerns of those two groups with the alternative. This contribution needs to be reviewed during the meeting to reflect the response from CT1, which hasn’t been received yet.
End of subclause 6.5:

Editor’s note: The principle of having multiple SIP-AS names for the same service in the service profile will need to be agreed in SA2 in order to implement this.

Since this principle is not required for the proposed conclusion in the TR, this editor’s note could be changed to a note that indicates this.

End of subclause 7.1:

Editor’s Note: Although this is the base of the principles agreed, this conclusion needs further study.

There is going to be two CT4 meetings before the next CT Plenary in which interested companies can search for any issues with this conclusion. The proposal is to remove this note.

The resulting changes to the document are the following:

6.3
Second P-CSCF and deregistration from S-CSCF 

One possible solution for the P-CSCF service interruption is that the P-CSCF adds a second P-CSCF into the Path along with its own address when sending the register message to the S-CSCF. 

Note 1: How the second P-CSCF is selected is FFS. One possible way is that it could be pre-configured in the registered P-CSCF. The second P-CSCF can be found by the UE through the P-CSCF discovery procedure or it can be selected by the IMS network during the UE’s initial registration procedure.

When the P-CSCF fails the S-CSCF is able to send Notify to the UE to initiate a new register through the second P-CSCF by the UE’s subscription to the reg-event package. Since the second P-CSCF does not have the user data and security associations with the UE, it only needs to forward the Notify message to the UE without protection. When the UE receives the Notify not protected and even not from the P-CSCF it stored, but with the same subscription information such as CALL-ID it has, and because the subscription to the reg-event package is sent on the security association and no other entity could get this information, the UE could just trust it for this time and initiate a new registration. After the normal registration, the S-CSCF forwards the terminating call to the P-CSCF indicated in the Path. The restoration is shown as the following:
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Figure 6.3.1  Restoration during terminating procedure

1． The I-CSCF receives a terminating SIP Request.

2． The I-CSCF sends LIR to the HSS to request the S-CSCF name.

3． The HSS sends back the LIA with the S-CSCF name. 

4. The I-CSCF forwards the terminating SIP Request to the S-CSCF. The S-CSCF triggers the service for the user.

5. The S-CSCF forwards the terminating SIP Request to the P-CSCF1, but does not receive any response from the P-CSCF1. 



6. The S-CSCF sends NOTIFY to the P-CSCF2 which was stored together with the P-CSCF1 received in the Path header during registration to trigger the UE to initiate a new register.

7. The P-CSCF2 forwards the NOTIFY to the UE without protection.

8. The UE checks the message, if the subscription information is the same as the UE stored, initiates a new registration.
Note: The P-CSCF to which the UE sends the new REGISTER message may be the P-CSCF2 or the other P-CSCF which the UE finds during the normal P-CSCF discovery procedure. 

9. Normal registration procedure.

10-12. The S-CSCF may forward the terminating SIP Request to the P-CSCF indicated in the Path, and continue the normal terminating procedure.

The above procedure could also be used with a little change for service restoration if the P-CSCF that receives terminating request from the S-CSCF does not have the user data. In such a case, the P-CSCF could return a specific error to the S-CSCF. Then the S-CSCF constructs the NOTIFY message and sends by the original P-CSCF or the second P-CSCF mentioned above to trigger the UE to initiate a new register. The enhancement needed to the P-CSCF and UE about forwarding and receiving NOTIFY without protection is the same as the above.

Note 2: Sending a NOTIFY that does not have information about the SUBSCRIBE that originated that NOTIFY was considered as a potential door to a Denial of Service attack by SA3. This attack can be mitigated if IMS security is enforced.


6.3.1
Select Second P-CSCFs for the usage of restoration

The UE can negotiate the second P-CSCFs for the usage of restoration with the IMS network. It can be done during the UE’s initial registration procedure. The UE and the IMS network (eg. the S-CSCF) should store this second P-CSCF information. When the working P-CSCF fails, the S-CSCF can inform and force the UE to perform an initial registration through the previous selected second P-CSCF for restoration.

The second P-CSCF can be found by the UE through the P-CSCF discovery procedure or it can be selected by the IMS network during the UE’s initial registration procedure.

If the UE gets the second P-CSCF for restoration, it may carry this special P-CSCF information to the IMS network during the initial registration. And the IMS network should store it.

If, during initial registration, the UE doesn’t provide the second P-CSCF for restoration, the IMS network should selects someone for the UE, and notify the UE the selected P-CSCF. Both the S-CSCF and the UE should store this second P-CSCF information.

The initial registration procedure including second P-CSCF selected for restoration, is described as follows. 
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Figure 6.3.1.1 selecting second P-CSCF for restoration during initial registration procedure

1. The UE performs an initial registration, without carring any additional P-CSCF information for restoration. The UE sends a REGISTER request to the P-CSCF.

2. The P-CSCF forwards the REGISTER request to the I-CSCF.

3. The I-CSCF sends UAR to the HSS to explicitly query the S-CSCF capabilities.
4. The HSS sends back the UAA with the S-CSCF capabilities.
5. The I-CSCF selects a S-CSCF for the user, and forwards the REGISTER to the S-CSCF.

6. The S-CSCF sends MAR to request the user’s authentication data.

7. The S-CSCF checks that there is no second P-CSCF for restoration carried in the SIP signalling, so the S-CSCF selects and stores some one P-CSCF for the UE as restoration usage.

Note 1:
How to select the second P-CSCF is FFS. One possible way is that it could be pre-configured in the registered P-CSCF.
Note 2:
Both the S-CSCF and the P-CSCF in the registration procedure can select the second P-CSCF for restoration. The working P-CSCF can select a second P-CSCF and add this information in the path along with itself, and forwarding this information to the S-CSCF. The working S-CSCF can select second P-CSCF and don't need to add this information to the signalling path. 

Note 3:
How network entities select the second P-CSCF for restoration can be considered as implementation work, since the working P-CSCF may select visited network P-CSCF as restoration one, and the S-CSCF may select home network P-CSCF.

8. The S-CSCF sends MAR to request the user’s authentication data.

9. The HSS sends back the MAA with the authentication data.

10. The S-CSCF sends 401 towards the UE, including the selected second P-CSCF for restoration.

11. The UE retrives and stores the second P-CSCF for restoration usage. 

12. Normal authentication and registration procedure.

Note 4: How to inform the UE the selected second P-CSCF for restoration usage is FFS. One possible way is carring this information with the 401 challenge message, or with the 200 OK message. Or after the registration procedure successed, the S-CSCF and send a NOTIFY message to carry the second P-CSCF information.

Note 5: Sending a NOTIFY that does not have information about the SUBSCRIBE that originated that NOTIFY was consider as a potential door to a Denial of Service attack by SA3. This could be avoided if the operators could ensure their underlying access network is secure, e.g., by enabling the GPRS or UMTS encryption, or by activating IMS confidentiality protection.


6.5
Possible Solution for SIP-AS Service Restoration
One possible solution is to extend the initial Filter Criteria to contain more than one SIP-AS name or address with pre-configured priority order respectively. The S-CSCF is able to select one of the SIP Application Servers based on the matched Filter Criteria for the service request. When the selected high priority SIP-AS does not respond the service request or returns a failure response to the S-CSCF indicating no available resource, the S-CSCF may re-select a low priority SIP-AS, which could provide the same service to the user based on the matched Filter Criteria. The timer length and the re-selection times could be specified by the operator or the user. The restoration is shown as the following:
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Figure 6.5.1  Re-select the SIP-AS for the User if the Pre-Selected SIP-AS Failed

1. The S-CSCF assigned to the user receives a service request (the third party registration request, or the originating/terminating service request).
2. The S-CSCF checks the initial Filter Criteria and selects the highest priority SIP-AS1 in the matched Filter Criteria to provide services to the user.
3. The S-CSCF sends the service request to the selected SIP-AS1.
4. If the SIP-AS1 is in failure, the SIP-AS1 may return a failure response indicating no available resource, or the SIP-AS1 does not respond the service request until the timer in the S-CSCF turns out.
5. The S-CSCF re-selects a new SIP-AS configured in the matched Filter Criteria to provide services to the user.
6. The S-CSCF sends the service request to the re-selected SIP-AS2.

7. The SIP-AS2 may send Sh-Pull to the HSS to query shared service data if the SIP-AS2.

8. The HSS send shared service data to the SIP-AS2 in the Sh-Pull Resp message.

9. The service request is handled by the SIP-AS2.
10. The SIP-AS2 may respond a success response to the S-CSCF to inform that the service request is successfully handled by the SIP-AS2.

Note 1: The principle supporting this alternative would require agreement in SA2.


7.1
S-CSCF Service Interruption

This Technical Report recommends implementing a solution with the following principles:

-     A specific error is returned to the UE in the event of lack of response from the corresponding S-CSCF or the S-CSCF does not have the user data  (see clause 6.2.2.1 and 6.2.2.2). For the second case, the specific error could be sent to the UE immediately when the S-CSCF receives the originating request as indicated in clause 6.2.2.2 or after the S-CSCF fails to retrieve user data from the HSS by the procedure indicated in the clause 6.1.5.

· Modification of the SAR-SAA so that: 

· The S-CSCF maintains an updated copy of the routing information required to process terminating SIP requests (and depending on the stage 3 solution chosen, UE’s subscription to notification of reg-event information required to restore the whole service environment of the S-CSCF) in the HSS (see clause 6.1.2).

· The HSS will send this information to the S-CSCF when the S-CSCF loses it (see main alternative in clause 6.1.3).

· Modification of the UAR-UAA and LIR-LIA so that the I-CSCF is able to assign a new S-CSCF upon S-CSCF failure detected during registrations (see clause 6.1.6), processing of terminating SIP request and processing of originating SIP requests from a SIP-AS. S-CSCF failure may be detected in I-CSCF, SIP-AS or P-CSCF. S-CSCF reassignment is always performed by the I-CSCF.

· A registration will be triggered from the P-CSCF if S-CSCF failure is detected when processing an originating SIP request from the UE.

· The HSS will allow S-CSCF name overwriting after an explicit request for capabilities from the I-CSCF.

· If the S-CSCF receives a SIP request for a user that it does not recognize, it will send an SAR to the HSS to check whether there is anything stored for that user there before sending a reply (see clause 6.1.5).

· The HSS will send all the registered Private User Identities sharing the same Public User Identity which is being registered in the SAA during registration procedure (see clause 6.7).
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