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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

The present document describes the Mobility Management Entity (MME) related interfaces based on Diameter protocol.

This specification defines a new Diameter application for the MME and the Home Subscriber Server (HSS) interface and specifies the interactions between the HSS and the MME, referred to as the S6a interface, including the signalling flows for S6a.
This specification defines a new Diameter Application for the MME and the Equipment Identity Register (EIR) interface as referred to as the S13 interface, including the signalling flows for S13.

The Evolved Packet System stage 2 description (architecture and functional solutions) is specified in 3GPP TS 23.401 [2].
Editor’s note: This document will also cover other MME related interfaces which their protocol selection is still FFS.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.401: "GPRS enhancements for E-UTRAN access ".
[3]
3GPP TS 23.003: "Numbering, addressing and identification".

[4]
IETF RFC 3588 "Diameter Base Protocol".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Editor’s note: This section to be completed or removed later.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Editor’s note: This section to be completed or removed later.

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AVP
Attribute Value Pair
C
Conditional
EIR                      Equipment Identity Register
HSS
Home Subscriber Server
IE
Information Element

M
Mandatory
MME
Mobility Management Entity
O
Optional
ODB                    Operator Determined Barring
4
General Description

5
MME – HSS (S6a)
5.1
Introduction
S6a interface enables transfer of subscriber related data between MME and HSS as described in the TS 23.401 [2].
5.2
Mobility Services

5.2.1

Location Management Procedures
Editor’s note: This section will include parameters and detailed behaviour of location management procedures such as Update Location, Cancel Location and Purge procedure.

5.2.1.1

Update Location
5.2.1.1.1
General
The Update Location Procedure is used between MME and HSS to update location information in the HSS. The procedure is invoked by the MME and is used

-
to inform the HSS about the identity of the MME currently serving the user, and optionally in addition;
-
to trigger Subscriber Data Download of the complete subscription;
-
to update HSS with other user data, such as IMEI.
This procedure is mapped to the commands Update-Location-Request/Answer (ULR/ULA) in the Diameter application specified in chapter 6. 

Table 5.2.1.1.1/1 details the involved information elements for the request.

Table 5.2.1.1.1/2 delails the involved information elements for the response.

Table 5.2.1.1.1/1: Update Location request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Name
See IETF RFC 3588 [4]
	User-Name
	M
	This information element contains the permanent identity of the user, i.e. the IMSI. See 3GPP TS 23.003 [3].

	Terminal Information 

(See 6.3.3)
	Terminal-Information
	M
	This information element contains information about the used user equipment. 



	Supported RAT Types

(See 6.3.6)
	Supported-RAT-Type
	M
	The MME shall indicate support of E-UTRAN. 



	ULR Flags

(See 6.3.7)
	ULR-Flags
	M
	This Information Element contains a bit mask. See 6.3.x for the meaning of the bits  

	MME Number

(See 6.3.8)
	MME-Number
	M
	International E.164 number that uniquely identifies the MME. This number is used for SS7 routing of MAP message towards an IWF that serves the MME. It may also be used to apply roaming based features 
Editor’s note: Use of this information element is FFS


Table 5.2.1.1.1/2: Update Location response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 6.4.x)
	Result-Code / Experimental-Result
	M
	Result of the operation.

Result-Code AVP shall be used for success / errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for S6a errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable:

- user unknown 

- unknown EPS subscription
- RAT not allowed

- roaming not allowed

	ULA-Flags

(See 6.3.10)
	ULA-Flags
	M
	This Information Element contains a bit mask. See 6.3.x for the meaning of the bits

	HSS Number

(See 6.3.9)
	HSS-Number
	C
	International E.164 number that uniquely identifies the HSS. This number is used for SS7 routing of MAP message towards an IWF that serves the HSS. Shall be present unless an error is reported. 
Editor’s note: Use of HSS-Number is FFS

	Subscription Data

(See 6.3.2)
	Subscription-Data
	C
	This Information Element contains the subscription profile of the user. Shall be present if success is reported.


5.3.1.1.2
Detailed behaviour of MME
The MME shall make use of this procedure to update the MME identity stored in the HSS (e.g. at initial attach, inter MME tracking area update or radio contact after HSS reset).

If the Update Location request is to be sent due to an inter node (SGSN to MME) update and the previous SGSN does not support Idle Mode Signalling Reduction, the MME shall set the "Single-Registration-Indication" flag in the ULR-Flags information element in the request.
Editor’s note: Use of "Single-Registration-Indication" is FFS.
When receiving an Update Location response from the HSS the MME shall check the Result-Code. If it indicates success and an HSS Number is present in the response, the MME shall store the HSS Number for use in subsequent MME initiated dialogues with the HSS. The MME shall store the received subscription profile (if any).
5.3.1.1.3
Detailed behaviour of HSS
When receiving an Update Location request the HSS shall check whether the IMSI is known.

If it is not known, a Result-Code of Unknown Subscriber is returned.

If it is known, but the subscriber has no EPS subscription, the HSS may (as an operator option) return a resut code of Unknown EPS Subscription.
The HSS shall check whether at least one of the supported RAT types receiced in the request is allowed for the subscriber. If it is not, a Result-Code of RAT not allowed is returned.
The HSS shall check whether the roaming is not allowed in the VPLMN due to ODB. If so a Result-Code of Roaming not allowed is returned.

The HSS shall send a Cancel Location Request (CLR; see chapter x) to the previous MME (if any) and replace the stored MME-Address and MME-Number (if any) with the received values (the MME-Address is received within the Origin-Host-AVP). The HSS shall reset the "MS purged in MME" flag. 

If the "Single-Registration-Indication" flag was set in the received request, the HSS shall send a MAP Cancel Location message to the SGSN, delete the stored SGSN address and SGSN number and set the "MS purged in SGSN" flag. 
Editor’s note: Use of "Single Registration Indication" is FFS.
If no Result-Code has been sent to the MME so far, the HSS shall include the subscription data in the ULA command taking into account the supported/unsupported features of the MME. 

If a Result-Code of DIAMETER_SUCCESS is returned, the HSS shall set the Separation Indication in the response.
If a Result-Code of DIAMETER_SUCCESS is returned, the HSS shall check whether the subscriber, for which the location update is performed, is the only subscriber of the HSS currently roaming in the MME area. If so the HSS shall store MME-Address and MME-Number (if received) in non-volatile memory, in order to have it available after a restart, when Reset messages need to be sent. 

5.2.2

Subscriber Data Handling Procedures
Editor’s note: This section will include parameters and detailed behaviour of subscriber data and profile update procedures such as Insert Subscriber Data and Delete Subscriber Data.
5.2.3

Authentication Procedures
Editor’s note: This section will include parameters and detailed behaviour of Authentication information handling procedures such as Send Authentication Info.
5.2.4

Fault Recovery Procedures

Editor’s note: This section will include parameters and detailed behaviour of Fault Recovery procedures such as Reset.
6
Protocol Specification and Implementation
Editor’s note: Definition of new Diameter application will be covered in this chapter.
6.1
Introduction

Editor’s note: General description, including the Diameter Application Id to be used.
6.2
Commands

Editor’s note: Command codes and ABNF will be listed here.

6.2.1

Command-Code values

The following Command Codes are defined in this specification:

Table 6.2.1/1: Command-Code values

	Command-Name
	Abbreviation
	Code
	Section

	Update-Location-Request
	ULR
	tbd
	6.2.2

	Update-Location-Answer
	ULA
	tbd
	6.2.3

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


6.2.2

Update-Location-Request (ULR) Command

The Update-Location-Request (ULR) command, indicated by the Command-Code field set to tbd and the ‘R’ bit set in the Command Flags field, is sent from MME to HSS. 

Message Format

< Update-Location-Request> ::=


< Diameter Header: tbd, REQ, PXY, tbd >


< Session-Id >


{ Vendor-Specific-Application-Id }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]{ Destination-Realm }{ User-Name }

*[ Supported-Features ]{ Terminal-Information }

*[ Supported-RAT-Type ]

{ ULR-Flags }

{ MME-Number } FFS
*[ AVP ]


*[ Proxy-Info ]

*[ Route-Record ]

6.2.3

Update-Location-Answer (ULA) Command

The Update-Location-Answer (ULA) command, indicated by the Command-Code field set to tbd and the ‘R’ bit cleared in the Command Flags field, is sent from HSS to MME. 

Message Format

< Update-Location-Answer> ::=


< Diameter Header: tbd, PXY, tbd >


< Session-Id >


{ Vendor-Specific-Application-Id }

[ Result-Code ]

[ Experimental-Result ]

{ Origin-Host }

{ Origin-Realm }
*[ Supported-Features ]
{ ULA-Flags }

[ HSS-Number ] FFS

[ Subscription-Data ]
*[ AVP ]

*[ Failed-AVP ]


*[ Proxy-Info ]

*[ Route-Record ]

6.3
Information Elements

Editor’s note: AVP codes and content description will be listed here.

The following table describes the Diameter AVPs defined for the S6a interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.3/1: Diameter S6a AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Terminal-Information
	tbd
	6.3.3
	Grouped
	M, V
	
	
	
	No

	IMEI
	tbd
	6.3.4
	UTF8String
	M, V
	
	
	
	No

	Software-Version
	tbd
	6.3.5
	UTF8String
	M, V
	
	
	
	No

	Supported-RAT-Type
	tbd
	6.3.6
	UTF8String
	M, V
	
	
	
	No

	ULR-Flags
	tbd
	6.3.7
	Unsigned32
	M, V
	
	
	
	No

	MME-Number
	tbd
	6.3.8
	UTF8String
	M, V
	
	
	
	No

	HSS-Number
	tbd
	6.3.9
	UTF8String
	M, V
	
	
	
	No

	
	
	
	
	
	
	
	
	

	ULA-Flags
	tbd
	6.3.10
	Unsigned32
	M, V
	
	
	
	No

	Supported-Features
	628
	6.3.11
	Grouped
	V
	M
	
	
	No

	Feature-List-ID
	629
	6.3.12
	Unsigned32
	V
	
	
	M
	No

	Feature-List
	630
	6.3.13
	Unsigned32
	V
	
	
	M
	No

	Subscription-Data
	tbd
	6.3.2
	FFS
	M, V
	
	
	
	

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4].


6.3.2 

Subscription-Data

FFS
6.3.3

Terminal-Information

The Terminal-Information AVP is of type Grouped. This AVP contains the information about the user’s terminal.

AVP format

Terminal Information ::= <AVP header: XXX XXXX>

[IMEI]

[Software-Version]

*[AVP]
6.3.4

IMEI 
The IMEI AVP is of type UTF8String. This AVP contains the International Mobile Equipment Identity. See 3GPP TS 23.003 [3]
6.3.5

Software-Version 
The Software-Version AVP is of type UTF8String. This AVP contains the Software Version of the International Mobile Equipment Identity. See 3GPP TS 23.003 [3]
6.3.6

Supported-RAT-Type

The Supported-RAT-Type AVP is of type UTF8String. Defined values are: E-UTRAN, UTRAN, GERAN, GAN, I-HSPA-EVOLUTION. An MME shall Support E-UTRAN. 
6.3.7

ULR-Flags 

The ULR-Flags AVP is of type Unsigned32 and it contains a bit mask. The meaning of the bits is defined in table 6.3.7/1:
Table 6.3.7/1: ULR-Flags

	Bit
	Name
	Description

	0
	Single-Registration-Indication
	This bit, when set, indicates that the HSS shall send Cancel Location to the SGSN
Editor’s note: Use of "Single-Registration-Indication" is FFS

	Bits not defined in this table shall be cleared by the sending MME and discarded by the receiving HSS.


6.3.8

MME-Number

The MME-Number AVP is of type UTF8String. This AVP contains the MME’s international E.164 number. See 3GPP TS 23.003 [3]. 
Editor’s Note: Use of MME-Number is FFS
6.3.9

HSS-Number

The HSS-Number AVP is of type UTF8String. This AVP contains the HSS’s international E.164 number. See 3GPP TS 23.003 [3]. 
Editor’s Note: Use of HSS-Number is FFS

6.3.10

ULA-Flags

The ULA-Flags AVP is of type Unsigned32 and it contains a bit mask. The meaning of the bits is defined in table 6.3.10/1:

Table 6.3.10/1: ULA-Flags

	Bit
	Name
	Description

	0
	Separation Indication
	This bit, when set, indicates that the HSS stores SGSN number and MME number in separate memory. A Rel-8 HSS shall set the bit. A IWF interworking with a pre Rel-8 HSS/HLR shall clear the bit.

	Bits not defined in this table shall be cleared by the sending HSS and discarded by the receiving MME.


6.3.11

Supported-Features AVP

The Supported-Features AVP is of type Grouped. If this AVP is present it may inform the destination host about the features that the origin host supports. The Feature-List AVP contains a list of supported features of the origin host. The Vendor-Id AVP and the Feature-List AVP shall together identify which feature list is carried in the Supported-Features AVP.

Where a Supported-Features AVP is used to identify features that have been defined by 3GPP, the Vendor-Id AVP shall contain the vendor ID of 3GPP. Vendors may define proprietary features, but it is strongly recommended that the possibility is used only as the last resort. Where the Supported-Features AVP is used to identify features that have been defined by a vendor other than 3GPP, it shall contain the vendor ID of the specific vendor in question. 

If there are multiple feature lists defined by the same vendor, the Feature-List-ID AVP shall differentiate those lists from one another. The destination host shall use the value of the Feature-List-ID AVP to identify the feature list. 

AVP format

Supported-Features ::= 
< AVP header: 628 10415 >

{ Vendor-Id }

{ Feature-List-ID }

{ Feature-List }
*[AVP]
6.3.12

Feature-List-ID AVP

The Feature-List-ID AVP is of type Unsigned32 and it contains the identity of a feature list. 

6.3.13

Feature-List AVP

The Feature-List AVP is of type Unsigned32 and it contains a bit mask indicating the supported features of an application. For the S6a application, the meaning of the bits is defined in table 6.3.13/1. 
Table 6.3.13/1: Features of Feature-List-ID 1 used in S6a
	Feature bit
	Feature
	M/O
	Description

	0
	ODB-all
	O
	Operator Determined Barring of all Packet Oriented Services
This feature is applicable for the UPR command.

If the MME does not support this feature, the HSS shall not send this ODB barring category to the MME. Instead the HSS may reject location update. 

	1
	ODB-HPLMN-APN
	O
	Operator Determined Barring of Packet Oriented Services from access points that are within the HPLMN whilst the subscriber is roaming in a VPLMN

This feature is applicable for the UPR command.

If the MME does not support this feature, the HSS shall not send this ODB barring category to the MME. Instead the HSS may reject location update. 

	2
	ODB-VPLMN-APN
	O
	Operator Determined Barring of Packet Oriented Services from access points that are within the roamed to VPLMN

This feature is applicable for the UPR command.

If the MME does not support this feature, the HSS shall not send this ODB barring category to the MME. Instead the HSS may reject location update. 

	3
	RegSub
	O
	Regional Subscription

This feature is applicable for the UPR command.

If the MME does not support this feature, the HSS shall not send Regional Subscription Information to the MME. Instead the HSS may apply ODB or reject location update.

	Feature bit: The order number of the bit within the Supported-Features AVP, e.g. “1”.

Feature: A short name that can be used to refer to the bit and to the feature, e.g. “MOM”.

M/O: Defines if the implementation of the feature is mandatory (“M”) or optional (“O”). 

Description: A clear textual description of the feature.


6.4
Error Codes
Editor’s note: Diameter Error codes will be listed here.
6.4.1

DIAMETER_ERROR_USER_UNKNOWN (xxxx)

This Result-Code is sent by the HSS to indicate that the user identified by the User Name is unknown

6.4.2

DIAMETER_ERROR_UNKNOWN_EPS_Subscription (xxxx)

This Result-Code is sent by the HSS to indicate that no EPS subscription is associated with the IMSI.

6.4.3

DIAMETER_ERROR_RAT_NOT_ALLOWED (xxxx)

This Result-Code is sent by the HSS to indicate that all RATs supported by the MME are not allowed for the IMSI.

6.4.4

DIAMETER_ERROR_ROAMING_NOT_ALLOWED (xxxx)

This Result-Code is sent by the HSS to indicate that the subscriber is not allowed to roam within the MME area.
7
MME – EIR (S13)

7.1

General
7.2

ME Identity Check Procedures
Editor’s note: This section will include parameters and detailed behaviour of ME Identity Check procedure between MME and EIR.

Annex <A> (informative):
Change history

	Change history

	Date
	TSG #
	TSG Doc.
	CR
	Rev
	Subject/Comment
	Old
	New

	2008-01
	
	
	
	
	Draft Skeleton of the TS
	    -
	0.0.0

	2008-04
	CT4#38bis
	
	
	
	The following pseudo CRs were approved in CT4#38bis:

C4-080991, C4-080993, C4-080994, C4-080996, C4-081006
	0.0.0
	0.1.0

	2008-05
	CT4#39
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	





