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HSS Service interruption may be mitigated if HSS temporary data is replicated to a backup HSS. This is already specified in 23.007 with respect to the HLR.

5.7
HSS Service Interruption

5.7.1 Introduction
This clause will analyse the impacts of a HSS stop in the network and in the service to the user in order to highlight the problems that need to be covered by the alternative solutions in this technical report. The initial state that will be considered is an IMS Core Network working properly and with ongoing traffic (a certain amount of users are registered and unregistered in the HSS). At one point the HSS stops operation, this implies lack of response from that HSS and potential loss of the temporary information of some subscribers in that HSS. Since only one HSS holds the subscriber data for that user, any service that requires intervention of the HSS will fail until that HSS resumes operation. The following clauses analyse the behaviour of the network once that the HSS is again in service (although some users’ temporary data may be lost). The assumption is that registration state and S-CSCF name are temporary data as described in 3GPP TS 23.008 [6].
This scenario can be avoided if the HSS implements a regimen that secures both the permanent and the temporary data. This regimen can include replication of volatile storage units and periodic back-up of data to non-volatile storage. If the data security regimen ensures the integrity of the data in spite of failure of part of the HSS equipment then there will be no impact on service.
