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1. Overall Description:

During the discussion on the changes required for the introduction of the SIP-Digest authentication method, it was concluded that the Digest-HA1 will be sent to the S-CSCF and that it could be used for more than one authentication. This introduced the question of what should be done when the SIP-Digest password changes in the HSS and how this change is propagated to the S-CSCF. In order to cover this problem, several alternatives were discussed in the CT4#37 meeting. They are the following:

A) No additional signalling. This will allow for the S-CSCF to continue using the previous SIP-Digest password for as long as it doesn’t go to the HSS to retrieve a new value. This period will depend on whether there is authentication of non-REGISTER request or not, and on how frequently the S-CSCF refreshes the authentication information from the HSS, which is currently an implementation option. Since the S-CSCF doesn’t interact with the HSS unless there is an originating SIP request to process, the period could be very large (in the order of days).
B) Password Pull. This means that the S-CSCF will have to request the authentication information for SIP-Digest in every request. This option was disregarded due to the increment of traffic, especially for the case of authentication of non-REGISTER requests.
C) De-registration. This implies de-registration of the user when the SIP-Digest password in use changes. It means immediate enforcement of the password change, which could be seen as beneficial for cases in which the password change takes place because the original password had been compromised. For this option it was mentioned that the handling in the S-CSCF could be changed so that a re-registration is triggered, instead of an initial registration.
D) Password Push. This means that the HSS will send a new password update request to the S-CSCF. The new password will be enforced in the next originating SIP request, which could also take a long time. This option will the advantage over option C that the current user sessions will not be affected.
It is possible to combine these alternatives to get a result in which, e.g. an immediate de-registration is triggered in some cases (when the password is changed for security reasons) and a password update takes place in some other cases (when the password is changed by the user).

It was the feeling of CT4 that the decision involved issues that needed to be considered in other groups, mainly SA3. Depending on the selected procedure the change of the user password could still allow the current user to be registered and receive and send SIP requests for a period of time that could be of several days or maybe just be registered and receive but not send SIP requests for a similar period of time. It also seemed to some companies that some changes could be needed in 3GPP TS 33.203 before one of this solutions is specified in stage 3. In addition to that, the handling of either the Password Push or the De-registration by the S-CSCF might need consideration by CT1.
2. Actions:

To TSG SA WG3 group.

ACTION: 
CT4 kindly asks TSG SA WG3 for some feedback on whether it should be assumed that a change of the password used for SIP-Digest should be enforced immediately or it can be postponed or both options should be supported. CT4 also would like to have an indication on the issue of whether it is acceptable to deregister the user when it changes the password, or whether it should be possible for the user to change the password without the need to register again.
3. Date of Next CT4 Meetings:
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