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6.3.1.1
GBA-UserSecSettings AVP

The GAA-UserSecSettings AVP (AVP code 400) is of type OctetString. If transmitted on the Zh interface it contains GBA user security settings (GUSS). If transmitted on the the Zh interface it contains the relevant USSs only. The content of GBA-UserSecSettings AVP is a XML document whose root element shall be "ussList" which is defined in annex A.  

===== BEGIN NEXT CHANGE =====

Annex A (normative):
GBA-UserSecSettings XML definition

This annex contains the XML schema definition for an XML document carrying the GBA User Security Settings inside GBA-UserSecSettings AVP in Zh and Zn interface.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:3gpp:gba:GBAGUSSSchema-R6:2007-05"

    xmlns:tns="urn:3gpp:gba:GBAGUSSSchema-R6:2007-05"

    xmlns:xs="http://www.w3.org/2001/XMLSchema"

    elementFormDefault="qualified"

    attributeFormDefault="unqualified">

  <!-- This import brings in the XML language attribute xml:lang-->

  <xs:import namespace="http://www.w3.org/XML/1998/namespace"

      schemaLocation="http://www.w3.org/2001/xml.xsd"/>

  <xs:complexType name="ExtensionType">

    <xs:sequence>

      <xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

  <!-- The whole user’s GBA specific data set  -->

  <xs:complexType name="guss">

    <xs:sequence>

       <xs:element name="bsfInfo" type="tns:bsfInfoType" minOccurs="0"/>

       <xs:element name="ussList" type="tns:ussListType"/>

       <xs:element name="Extension" type="tns:ExtensionType" minOccurs="0"/>

       <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:attribute name="id" type="xs:string"/>

  </xs:complexType>

  <!-- BSF specific information element -->

  <xs:complexType name="bsfInfoType">

    <xs:sequence>

      <xs:element name="uiccType"  type="xs:string"  minOccurs="0" />

      <xs:element name="lifeTime"  type="xs:integer" minOccurs="0" />

       <xs:element name="Extension" type="tns:ExtensionType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

  </xs:complexType>

  <!--List of all users individual User Security Settings -->

  <xs:complexType name="ussListType">

    <xs:sequence minOccurs="0" maxOccurs="unbounded">

       <xs:element name="uss" type="tns:ussType"/>

       <xs:element name="Extension" type="tns:ExtensionType" minOccurs="0"/>

       <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

  </xs:complexType>

  <!-- User Security Setting data -->

  <xs:complexType name="ussType">

    <xs:sequence>

      <xs:element name="uids" type="tns:uidsType"/>

      <xs:element name="flags" type="tns:flagsType"/>

      <xs:element name="Extension" type="tns:ExtensionType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:attribute name="id"   use="required" type="xs:string"/>
    <xs:attribute name="type" use="required" type="xs:int"/>

    <xs:attribute name="nafGroup" use="optional" type="xs:string"/>
  </xs:complexType>

  <!-- User Public Identities for authentication -->

  <xs:complexType name="uidsType">

    <xs:sequence minOccurs="1" maxOccurs="unbounded">

      <xs:element name="uid"  type="xs:string"/>

      <xs:element name="Extension" type="tns:ExtensionType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

  </xs:complexType>

  <!-- GAA Application type specific Authorization flag codes -->

  <xs:complexType name="flagsType">

    <xs:sequence minOccurs="0" maxOccurs="unbounded">

      <xs:element name="flag"  type="xs:int"/>

      <xs:element name="Extension" type="tns:ExtensionType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

  </xs:complexType>

</xs:schema>

Note: The <xs:any> element within the complex type ExtensionType allows for compatible standard extensions in future releases. The <xs:any> elements within the other complex types allow for compatible private extensions.

The values are:

· The value of the attribute “id” in the element “guss” is the the same as user’s IM Private Identity (IMPI) used in User-Name AVP. 

· The value of the attribute “id” in the element “uss” is the same as service identifier (GSID) used in GAA-Service-Identifier AVP. 

· The value of the element "uiccType" in the element "bsfInfo" is:
GBA to indicate the basic case, or
GBA_U to indicate that generation of Ks_int_NAF is also required in the BSF. 
The default value is GBA.

· The value of the element "lifeTime" in the element "bsfInfo" indicates a user specific key lifetime (duration in seconds). If the lifeTime element is missing the default value in the BSF is used.
· The value of attribute "type" in the element "uss" is GAA service type code defined in annex B.

· The value of attribute “nafGroup” in the element “uss” is an operator internal group designator for a NAF group the USS is valid for. If this attribute is missing then only the attribute “id” is used for selection of this element.

· Values of the element "uid" are user’s public authentication identities from the HSS.

· Values of element “flag” are user’s authorization flag codes from the HSS for GAA service type indicated in the type attribute in the parent uss element. If an authorization flag exist the NAF have permission to give the corresponding service, otherwise not

In the following illustrative example the values are italised and underlined.  The content of one User Security Setting tag is boxed. 

<guss id="358500004836551@ims.mnc050.mcc358.3gppnetwork.org"> 

<bsfInfo>



<lifeTime>86400</lifeTime>


</bsfInfo>


<ussList>

<uss id="1" type="1" nafGroup="A">


<uids>



<uid>tel:358504836551</uid>


<uid>lauri.laitinen@nokia.com</uid>


…


</uids>

<flags>



<flag>1</flag>



…


</flags>

</uss>



…


</ussList>

</guss>

The above GAA User Security Settings example for user “358500004836551@ ims.mnc050.mcc358.3gppnetwork.org” defines that for PKI-Portal (GAA service type code is 1) services are allowed for user identities “tel:358504836551” and “lauri.laitinen@nokia.com” and authentication is allowed (flag 1 exists) but non-repudiation is not allowed (flag 2 is missing) to NAFs that provide the GAA service identified by "1" GAA Service Identifier. This particular USS for PKI-Portal is intended to be used only with a NAG group that is labeled as "A" (NAF groupings and NAFs that belong to these groups are specified by the MNO). The BSF shall not generate UICC-Ks, because uiccType is missing. A special key lifetime defines that athe duration after which the key expires is 86400 seconds.

<![CDATA[<?xml version='1.0'?>

<ussList>


<uss id="1" type="1">



<uids>




<uid>tel:358504836551</uid>



<uid>lauri.laitinen@nokia.com</uid>


</uids>


<flags>




<flag>1</flag>



</flags>


</uss>
</ussList>

]]>
The above is an example how the value of "GAA-UserSecSettings" in DIAMETER based Zn reference point is populated. 

NOTE:
The BSF has removed the "nafGroup" attribute from "uss" element. Also, the XML document has been surrounded by "<![CDATA[" and "]]>" tags, so that the XML parser handling the outer message (i.e., in Web Services case) will not parse the ussList. The ussList will be parsed by the application itself handling the incoming message.
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