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Introduction

This contribution compares the two S6a protocol candidates Diameter and MAP and concludes that MAP should be selected as protocol for S6a.
Availability in the HSS:

Diameter may already be available in the HSS on various interfaces; these Diameter interfaces however are all optional and may not be supported. SA2 confirmed that “stand alone HLRs” without any Diameter based interface exist in Rel-7.
MAP is already available in the HSS on various mandatory interfaces. There is no HSS that does not support any MAP interface.

Consequently it is beneficial to select MAP as protocol for S6a with regard to this aspect.
Availability in the MME:

The MME is a new entity in the EPC. Therefore it could be argued that neither Diameter nor MAP are already available in the MME. However, the MME could be seen as an evolved SGSN. Furthermore deployment of combined MME/SGSN nodes is not unlikely. From this point of view MAP may be regarded already available at the MME.
Consequently it is beneficial to select MAP as protocol for S6a with regard to this aspect.

Protocol Implementation:
If Diameter is selected for S6a, a completely new Diameter application needs to be implemented. Existing Commands and AVPs from other Diameter applications probably cannot be re-used.
If MAP is selected for S6a, some existing MAP operations can be re-used without any modification, other existing MAP operations need to be extended. A simple extension mechanism is readily available. 

Consequently it is beneficial to select MAP as protocol for S6a with regard to this aspect.

Interworking with earlier releases:

If Diameter is selected for S6a, an interworking function (IWF) is needed to convert the Diameter S6a application to MAP Gr operations and vice versa. As a consequence dialogue structure and message content, i.e. commands and AVPs need to be tightly aligned with the MAP Gr protocol. 
If MAP is selected for S6a, an interworking function may not be needed at all since MAP is backward compatible and can be extended in a backward compatible way.
Consequently it is beneficial to select MAP as protocol for S6a with regard to this aspect.

Lower Layer:

Diameter runs over IP.

MAP can run over IP and over SS7 MTP. Signaling Gateways that perform lower layer conversion are available. “Stand Alone HLRs” may benefit from the absence of the need to support an IP based interface.

Consequently it is beneficial to select MAP as protocol for S6a with regard to this aspect.

Combined MME/SGSN:
If Diameter is selected for S6a, a combined MME/SGSN entity needs to support both S6a Diameter and Gr MAP.

If MAP is selected for S6a, a single protocol is used over S6a and Gr. This produces synergies that may result in a more efficient use of the protocol.
Consequently it is beneficial to select MAP as protocol for S6a with regard to this aspect.

Proposed modifications for TR 29.803:
6.1.4.3 Analysis

6.1.4.3.1 Diameter

Diameter was chosen in past 3GPP specifications as the most optimal protocol to transfer subscription and authentication data for authenticating/authorizing users accessing 3GPP networks and has since then been driven and improved to meet 3GPP requirements and development. 

Basing S6a on Diameter will allow for efficient resource usage since the HSS currently makes use of the Diameter Base protocol over a number of reference points (Wx, Cx, Sh, Zh).
The Diameter protocol provides the following advantages: 

· Reliable transport protocols (both TCP and SCTP are supported).

· Capability negotiation (includes selection of transport protocol).

· Security, based on IPsec and/or TLS

· Reliability and scalability.

· Connection and session management; Error notification.

· Easily extended with new commands and AVPs.

· Addressing and Routing is DNS based 

· Less protocol layers, lighter processing.

The above advantages are already available over several reference points supported by the HSS: Wx, Cx, Sh, Zh. Hence, it only seems natural to continue in this same direction already taken by 3GPP by selecting Diameter for all new HSS-reference points related to an All-IP network scenario such as is the case of the S6a interface. Selection of heavier SS7-based addressing used by MAP with complex GTT configuration (compared to DNS) would result in network cost increase and not make use of Diameter’s advantages listed above. SS7-based protocols should be avoided in all-IP networks in Release 8.

Given that pre-Release-8 HSS servers already support Diameter, the impact of supporting Diameter in the HSS can be considered null. If the Diameter Application chosen for the S6a reference point is based on Wx (or Cx) then implementation impacts can be considered small and deployment times reduced. The preferred Diameter Application for the S6a ref point is FFS.

The impact of supporting Diameter in the MME can also be considered null since the MME is a new Evolved Packet Core entity in Release 8. 

The Diameter protocol is used over the Wd reference point between the AAA-proxy and the Home-AAA server in the I-WLAN roaming architecture. Despite this fact, it seems convenient to analyse specific issues concerning S6a roaming, i.e. MME in the VPLMN and the HSS in the HPLMN domain.

Diameter may run over SCTP or TCP at transport level. The case may be that SCTP connectivity is not available between all home and visited operator domains, in which case TCP can be used. It should be noted here that SCTP is strongly recommended due to its advantages over TCP such as SCTP’s support for multi-streaming (avoiding TCP’s head-of-line blocking problems), multi-homing (which allows data to be automatically sent to alternate addresses when failures occur, and most importantly, without the application even knowing a lower level failure occurred) and its message orientation (vs. TCP being byte-oriented). The lack of SCTP support should not be considered a show-stopper to supporting Diameter over S6a.

Assuring S6a security with Diameter across operator boundaries is possible with IPsec which is required by the Diameter base protocol specification [‎2]. It is also possible to apply TLS instead of IPsec. In either case it is assumed that all Diameter nodes are trusted.

Establishing a hierarchy of Diameter relay agents between the MME in a VPLMN and a HSS in a HPLMN allows for efficient resource usage and deployment. It reduces the number of peers each Diameter node has to interact with, which provides the following benefits:

· Lighter peer tables, which requires fewer resources and are easier to maintain.

· Lower number of resources dedicated in each Diameter node to maintaining connections. This includes the resources needed in order to provide sufficient security to the connections.
· Higher chances that the established connections are used often, thus reducing the overhead associated to the creation and tear down of connections.
Moreover, routing tables are also minimized (which implies less resources needed and easier maintenance), and an efficient route from the Diameter client (i.e. the MME) to the appropriate Diameter server (i.e. the HSS) can always be found.
6.1.4.3.2 MAP
In networks that do not support IMS, the functionality of the HSS is basically restricted to the functionality of an HLR. In early deployments of SAE Diameter capable HSSs may not be available. MAP, however , is supported in HLRs and may be easily enhanced to cover SAE’s S6a  requirements.

MAP over IP is also available to avoid SS7 links to terminate at the MME, and IP-transport is the only option for S6a.

Basing S6a on MAP will allow for early deployment especially in networks that do not need full HSS support, since the HLR currently makes use of the MAP protocol over a number of reference points (Gr, C, D, Gc, Lh,...)

Basing S6a on MAP will also allow combined MME/SGSN entities to efficiently communicate with the HSS (HLR) using a single dialogue.

Although the HLR is an integrated part of the HSS from the standards point of view it must be noted that in some deployment scenarios the HLR is a separated entity. 
6.1.4.3.3 Comparism
The following table compares the two candidates with regard to relevant aspects:

	aspect
	Diameter
	MAP
	comment

	availability in HSS
	Diameter may already be available in the HSS on various optional interfaces and will be used on Wx*
	MAP is already available in the HSS on various mandatory interfaces
	SA2 confirmed that a pre Rel-8 HSS  without Diameter based interface exists (so called stand alone HLR). 

	availability in MME
	
	MAP may be available if MME implementations are based on SGSN implementations or combined MME/SGSNs are deployed
	.



	protocol specification and implementation
	A new Diameter application is required. Re-use of existing command codes and AVP codes used in other applications is ffs.
	Some operations (Reset, PurgeMS, CancelLocation) can be re-used without any modification. Other operations need to be extended with extension mechanisms already available.
	

	interworking with earlier releases
	An IWF has to convert Diameter S6a application to MAP Gr and vice versa. In order to make S6a convertable to Gr, dialogue structure and message content of the S6a Diameter application needs to be tightly aligned with Gr.
	MAP has in-built inter-release interoperability. An IWF is not needed at all. 
	Conversion of the security parameters and subscriber data is ffs

	lower layer
	Diameter runs over IP. SS7 addressing is not needed
	MAP runs over IP and over MTP. Signaling gateways performing the conversion are available.
	Stand alone HLRs that do not support IP can use existing MTP layer for EPC functionality if MAP is chosen for S6a. In this case a signalling gateway is required.
If MAP is chosen for S6a SS7 infrastructure needs to be maintained within the EPC for this purpose. 

	combined MME/SGSN
	A combined MME/SGSN entity needs to run two protocols for one purpose: Diameter on S6a and MAP on Gr.
	A combined MME/SGSN entity runs MAP on S6a and on Gr. E.g. a single MAP dialogue could download SAE subscription data and GPRS subscription data.
	

	Future evolution towards DIAMETER only HSS
	supports “DIAMETER only” HSS even for EPC only networks.
 
	
	SA2’s long term vision is to have a “DIAMETER only HSS”.
 Backward compatibility is ensured with the IWF (see C4-071515)
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