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Introduction

During CT4#36, C4-0701341, 1353, 1354 (S-CSCF generating Nonce) were marked as technically correct and postponed for the next CT4 meeting. Those contributions were postponed due to the following problems:

· Additional requirements i.e. supporting pseudo random functionality at S-CSCF and impacts on other architectures such as GBA/GAA 
· Possibility of TLS not being supported by operators and whether this is a realistic deployment scenario in cable networks
This paper presents justifications to cover both concerns and some others taken from off-line discussions.
Discussion

Additional pseudo-random functionality at S-CSCF and impacts on GBA/GAA 
Nonce generation for http digest does not require significant design impacts on the “processing module” responsible for nonce generation. This does not require some cryptographic Random Number Generator (RNG) as the security properties of a nonce for SIP digest do not require this for the digest authentication to be secure. This was reflected in an earlier SA3 LS to CT4 (C4-171143) as follows:
“At SA3 #48, the network element performing nonce generation was not decided by SA3 because SA3 felt that it made little difference from a security point of view where the nonce was generated, provided a good random number generator is also provided in the S-CSCF if the nonce is generated there.”
Additionally, a nonce does not need to be globally tracked or centrally generated in order to ensure it is non-repeating (within a valid context and time space). This implies that there is no direct impact on the efficiency or performance of other architectures such as GAA/GBA whereas generating nonce at HSS and sending multiple vectors will create large messages over interfaces and adversely impact storage requirements on the S-CSCF.
Possibility of TLS not being supported by operators and whether this is a realistic deployment scenario in cable networks

One cannot guarantee that access network and core network can protect against IP address spoofing for all deployments. Although recommended, there are many deployments where this is not assured and the solution chosen should not discount this possibility.
In the absence of TLS, anti-spoofing mechanisms (which cannot be guaranteed for all networks), nonce generation shall be very frequent when authenticating requests post registration. RFC 4740 is not optimized for performance where digest authentication may occur frequently in the absence of signalling security (i.e. TLS). Involving the HSS each time a new nonce is needed the challenge a SIP request would add further latency diminishing user experience. 

Nonce caching/re-use using nonce-count is not intended to be used for long periods of time, thus while it assists with network delays/performance it does not eliminate the need to generate nonces much more frequently than AVs for AKA.

Inter-dependence of nonce generation location and frequency of user password changes 
There should be no linkage between where the nonce is generated and implications of changes to H(A1) (i.e. password change). An S-CSCF generating local nonces, using nonce caching or caching server AVs with nonce will have similar behaviour when H(A1) changes. This should be handled by an HSS RTR similar to AKA key changes. Sending down multiple authentication vectors to S-CSCF does not offset additional signalling over Cx interface as that if password changed and the S-CSCF did contain multiple AVs, then there still would need to be a mechanism to cancel the old H(A1) on the S-CSCF.
It should be noted that the frequency of password (don’t we all hate remembering new passwords) changes is very low and can be administratively controlled to coincide with low network usage times.
Backward compatibility with TISPAN Rel-1 specifications

TISPAN Rel-1 spec does not have normative stage 3 details for http digest. It has an Informative Annex in the delta spec for 29.228/229 that is based on an RFC 4740 for supporting SIP digest over diameter. Hence alignment to RFC 4740 should not be seen as mandatory while specifying SIP Digest in 3GPP specifications.
Adherence to PacketCable 1.0 specs should also be considered when assessing issues of backwards compatibility.
PROPOSAL

The proposal is to agree that CT4 endorses the view of nonce generation at S-CSCF.
