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Introduction

This contribution proposes to add the Authentication Information Retrieval Procedure to the S6a interface in TR 29.803.

In order to retrieve Authentication Information from the HSS, the MME sends a Send Authentication Info messages to the HSS. 

Upon receiving the Send Authentication Info message the HSS returns authentication information to the MME. For details see 3GPP TR 33.821.
Proposed modifications for TR 29.803:
*************first modification*************

4.1.23
Authentication Information Retrieval procedure

The Authentication Information Retrieval procedure describes the scenario in which the MME requests authentication information from the HSS. 
*************next modification*************

6.1.4
MME – HSS (S6a) Interface

6.1.4.1 Requirements

6.1.4.1.0 General

The following list of requirements applies to the S6a interface:

-  generation and provision of user authentication, integrity and ciphering data;

-  maintain and provide subscription profile (including updates);

-  apply roaming restrictions;

-  apply network access control;

-  update user location information at inter-access level (serving MME, serving SGSN);
-  supply a selected PDN GW address (at inter-access mobility);

-  purging of subscription profile;
- reset procedure;
6.1.4.1.1 Attach Procedure

6.1.4.1.1.1 Update Location
The parameters for Update Location message are, but not exclusively, listed as below:

-  MME Identity;

-  IMSI;

6.1.4.1.1.2 Update Location Acknowledge

The parameters for Update Location Acknowledge message are, but not exclusively, listed as below:

-  Cause for reject the attach request;

6.1.4.1.1.3 Cancel Location
The parameters for Cancel Location message are, but not exclusively, listed as below:

-  IMSI;

-  Cancellation Type;

6.1.4.1.1.4 Cancel Location Acknowledge

The parameters for Cancel Location Acknowledge message are, but not exclusively, listed as below:

-  IMSI;

6.1.4.1.1.5 Insert Subscriber Data

The parameters for Insert Subscriber Data message are, but not exclusively, listed as below:

-  IMSI;

-  Subscription Data;

Editor’s note: It is FFS the subscription Data will be provided in the Insert Subscriber Data message or in the Update Location Acknowledge message.

6.1.4.1.1.6 Insert Subscriber Data Acknowledge

The parameters for Insert Subscriber Data Acknowledge message are, but not exclusively, listed as below:

-  Cause for reject the Subscription Data;

6.1.4.1.2 Tracking Area Update Procedure with MME and Serving Gateway change

6.1.4.1.2.1 Update Location
The parameters for Update Location message are, but not exclusively, listed as below:

-  MME Identity;

-  IMSI;

6.1.4.1.2.2 Update Location Acknowledge

The parameters for Update Location Acknowledge message are, but not exclusively, listed as below:

-  Subscription Date;

-  Cause for reject the TAU request;

Editor’s note: It is FFS the subscription Data will be provided in the Insert Subscriber Data message or in the Update Location Acknowledge message.

6.1.4.1.2.3 Cancel Location
The parameters for Cancel Location message are, but not exclusively, listed as below:

-  IMSI;

-  Cancellation Type;

6.1.4.1.2.4 Cancel Location Acknowledge

The parameters for Cancel Location Acknowledge message are, but not exclusively, listed as below:

-  IMSI;

6.1.4.1.3 Detach Procedures

6.1.4.1.3.1 Cancel Location

This message is only used for HSS-initiated Detach procedure.

The parameters for Cancel Location message are, but not exclusively, listed as below:

-  IMSI;

-  Cancellation Type;

6.1.4.1.3.2 Cancel Location Acknowledge

This message is only used for HSS-initiated Detach procedure.

The parameters for Cancel Location Acknowledge message are, but not exclusively, listed as below:

-  IMSI;

6.1.4.1.4 GERAN A/Gb Mode to E-UTRAN Tracking Area Update procedure

6.1.4.1.4.1 Update Location

The parameters for Update Location message are, but not exclusively, listed as below:

-  MME Address;

-  IMSI;

6.1.4.1.4.2 Update Location Acknowledge

The parameters for Update Location Acknowledge message are, but not exclusively, listed as below:

-  IMSI;

-  Cause;

-  Subscription Data;

Editor’s note: Whether Subscription Data is transferred in this message is FFS.
6.1.4.1.4.3 Update Location Complete

Editor’s note: Whether this message is needed is FFS.
The parameters for Update Location Complete message are FFS.
6.1.4.1.5 E-UTRAN to GERAN A/Gb Mode Routing Area Update procedure

6.1.4.1.5.1 Cancel Location

The parameters for Cancel Location message are, but not exclusively, listed as below:

-  IMSI;

-  Cancellation Type;

6.1.4.1.5.2 Cancel Location Acknowledge
The parameters for Cancel Location Acknowledge message are FFS.
6.1.4.1.6 UTRAN Iu Mode to E-UTRAN Tracking Area Update procedure

6.1.4.1.6.1 Update Location

The parameters for Update Location message are, but not exclusively, listed as below:

-  MME Id;

-  IMSI;

6.1.4.1.6.2 Update Location Acknowledge

The parameters for Update Location Acknowledge message are, but not exclusively, listed as below:

-  IMSI;

-  Cause;

-  Subscription Data;

Editor’s note: Whether Subscription Data is transferred in this message is FFS.
6.1.4.1.6.3 Update Location Complete

Editor’s note: Whether this message is needed is FFS.
The parameters for Update Location Complete message are FFS.
6.1.4.1.7 E-UTRAN to UTRAN Iu Mode Routing Area Update procedure

6.1.4.1.7.1 Cancel Location

The parameters for Cancel Location message are, but not exclusively, listed as below:

-  IMSI;

-  Cancellation Type;

6.1.4.1.7.2 Cancel Location Acknowledge
The parameters for Cancel Location Acknowledge message are FFS.
6.1.4.1.8 Subscriber Profile Update Procedure
6.1.4.1.8.1 Insert Subscriber Data

The parameters for Insert Subscriber Data message are, but not exclusively, listed as below:

-  IMSI;

-  Subscription Data;

6.1.4.1.8.2 Insert Subscriber Data Acknowledge

The parameters for Insert Subscriber Data Acknowledge message are, but not exclusively, listed as below:

-  Cause for reject the update request;

6.1.4.1.8.3 Delete Subscriber Data

The parameters for Delete Subscriber Data message are, but not exclusively, listed as below:

-  IMSI;

-  Subscription Data;

6.1.4.1.8.4 Delete Subscriber Data Acknowledge

The parameters for Delete Subscriber Data Acknowledge message are, but not exclusively, listed as below:

-  Cause for reject the delete request;

6.1.4.1.9 Purge Procedure

6.1.4.1.9.1 Purge MS
This message is sent from MME to HSS to indicate that a subscription profile has been purged e.g. due to long-lasting inactivity.

The parameters for the Purge MS message are, but not exclusively, listed as below:

-  MME Identity;

-  IMSI;

6.1.4.1.9.2 Purge MS Acknowledge

The parameters for the Purge MS Acknowledge message are, but not exclusively, listed as below:

- Freeze S-TMSI indicator;
6.1.4.1.9.3 Detailed Procedure
An MME may purge the subscriber data for an MS which has not established radio contact for a period determined by the network operator. Purging means to delete the subscriber data and to release or to freeze the S-TMSI that has been allocated to the purged MS. The MME shall inform the HSS of the purging.

When the HSS is informed of the purging, it shall check whether  the stored MME address matches the MME Identity received in the Purge MS message. If so, the Freeze S-TMSI indicator is set in the Purge MS Acknowledge message sent to the MME and the IMSI record stored in the HSS is marked “MS purged in MME”. 

When MME receives the Purge MS Acknowledgement message, it shall check the  Freeze S-TMSI indicator. If set the MME shall not release the S-TMSI but freeze it for a period determined by the network operator in order to avoid one TMSI being allocated to two MSs. Otherwise the S-TMSI shall be released.

In the HSS, the "MS purged in MME" flag is reset by the location updating procedure and after reload of data from the non-volatile back-up that is performed when the HSS restarts after a failure.

The HSS shall not send Insert Subscriber Data messages or Cancel Location messages to the MME for subscribers whose IMSI record is marked “MS purged in MME”.

The MME shall release a frozen S-TMSI when an Identification Request message that contains the S-TMSI is received via S10.

When a purged MS attaches to the MME, the MME shall release the frozen S-TMSI and re-allocate it to the attaching MS. The MME shall initiate an Update Location procedure towards the HSS in order to retrieve the subscriber data and to reset the “MS purged in MME” flag set in the HSS.

6.1.4.1.10 Reset Procedure

6.1.4.1.10.1 Reset
This message is sent from HSS to the MME to indicate that mobility data have been lost in the HSS e.g. due to a restart.

The parameters for the Reset message are, but not exclusively, listed as below:

-  HSS Identity;

6.1.4.1.10.2 Detailed procedure
The HSS stores and maintains in non-volatile memory addresses of MMEs and counters counting how many of its subscribers are attached to a specific MME. A counter in increased when an Update Location message is received (unless no MME address is stored against the subscriber’s profile) and decreased when a Cancel Location message is sent or a Purge MS message is received. When a counter reaches a value of 0 the associated MME address and the counter may be deleted. When an Update Location Message is received from an MME for which no counter is yet maintained, the MME address is stored and an associated counter is creadted with a value set to 1.

When the HSS recovers from a restart it may have lost the information which subscriber is attached to which MME. Subsequent modification of the subscriber profile cannot be propagated to the MME immediately. The HSS shall send Reset messages to all MMEs for which addresses are stored with the associated couter values >0.

When receiving the Reset message the MME shall mark all subscription profiles which have been received from the HSS that sent the message as “not confirmed by HSS”.

Before the MME reads data from a subscriber’s profile it shall check the flag “not confirmed by HSS”. If set, the MME shall performs Update Location towards the HSS  which triggers download of the up to date service profile (which is then unmarked “not confirmed by HSS” in the MME). As a result of the Update Location Procedure the HSS stores the up-to date MME address against the subscriber’s profile.

6.1.4.1.11 Authentication Information Retrieval Procedure

6.1.4.1.11.1 Send Authentication Info
This message is sent from MME to HSS to request authentication information. For details see 3GPP TR 33.821.

The parameters for the Send Authentication Info message are, but not exclusively, listed as below:

-  IMSI;
- requesting PLMN-Id

- requesting Node Type

- Radio Access Technology
6.1.4.1.11.2 Send Authentication Info Acknowledge

The parameters for the Send Authentication Info Acknowledge message are, but not exclusively, listed as below:

- EPC AV (RAND, AUTN, XRES, KASME);
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