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1. Overall Description:

CT4 thanks SA3 for informing us of the progress of SIP Digest and TLS and for asking for a determination of the location of nonce generation.
During CT4 #36, we have begun the work related to Stage 3 for SIP Digest and TLS based on the request from SA3. Some progress has been made on alternatives for the updates needed for the Cx interface, however, due to the discussions around the location of nonce generation we have not been able to finalize this work at this meeting. CT4 have some questions that need resolution to help complete this work.
While discussing the location of nonce generation, it appeared that the introduction of the requirement that "subsequent requests (e.g. INVITE) may be authenticated with SIP Digest" (CR S3-070635) may influence where the nonce should be generated. However, when examining the remainder of the CR there are no flows that describe how subsequent authentication is intended to work. Additionally the Editor's Note in the related subclause raises into question how stable these requirements are in this section.

CT4 also noted that a mechanism based on IP address verification has been defined. CT4 would appreciate if SA3 could elaborate on the scope of the IP address verification mechanism, and further explain the relationship between the IP address verification mechanism and subsequent SIP Digest authentication (if any).

While discussion the general topic, it was observed that the requirements provided by SA3 do not include any procedures for handling a change to the password and consequently the H(A1). CT4 would appreciate if SA3 can provide guidance on whether such procedures will be considered by SA3 or if the handling for this situation shall be left for CT1/CT4 to decide.
2. Actions:

To SA3 group.

ACTION 1: 
CT4 kindly asks SA3 to elaborate on the scope of the IP address verification mechanism and to explain the relationship between the IP address verification mechanism and subsequent SIP Digest authentication.
ACTION 2: 
CT4 kindly asks SA3 to provide guidance on the plans for the handling of a change to the password and consequently to the H(A1).
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