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Introduction: 
During their work on SIP Digest Authentication for IMS Rel-8, SA3 has discussed, what network element would generate the nonce value that is needed for Digest Authentication (SA3 #48). However, SA3 could not decide as they felt that it made no difference from a security point of view where the nonce value is generated. As a consequence SA3 has written an LS in C1-071540 to CT1 asking CT1 to take a decision on where to generate the nonce value. It should be noted, that this question is also asked to CT4. 
This document discusses whether it should be the responsibility of the S-CSCF or the HSS to generate the nonce value. 
Discussion: 
Within SIP Digest authentication, the nonce value is used as a challenge. According to RFC 2617 nonce is specified as a server-specified data string which should be uniquely generated each time a user is challenged. When introducing SIP Digest authentication into IMS it needs to be clarified, what Functional Entity has to generate the nonce value. Possible candidates are S-CSCF and HSS. 
The following issues have to be considered when deciding where to generate the nonce value: 
Functional Split

From a SIP perspective it is the S-CSCF that challenges and authenticates the user using the Digest authentication scheme. Within the Digest authentication scheme, RFC 2617 defines nonce as follows: 

“A server-specified data string which should be uniquely generated each time a 401 response is made. It is recommended that this string be base64 or hexadecimal data. Specifically, since the string is passed in the header lines as a quoted string, the double-quote character is not allowed. The contents of the nonce are implementation dependent. ….”
As the generation of the nonce value according RFC 2617 does not require any subscriber or subscription specific data, an involvement of the HSS in the generation of nonce value is not necessary. Furthermore, as it is the S-CSCF that performs the authentication based on the nonce value, it seems natural to let the S-CSCF generate this value.
Dealing with authentication of non-Register requests

Furthermore the solution shall work with the optional authentication for non-REGISTER requests. Here the S-CSCF acts as (SIP-) proxy and not as a (SIP-)server as for REGISTER requests. Thus non-REGISTER requests must be challenged with 407 Proxy Authentication Required. Therefore, according to RFC 2617, a completely different nonce must be generated and used for 407 challenges, and also the nonce-count is independent for digest responses to 401 and 407 challenges.

The HSS based solution seems to have a problem with Proxy Authentication. As specified in RFC 2617 for Proxy Authentication, the server generates a new, unique nonce value every time the S-CSCF decides (e.g. based on local policy) to challenge an incoming request with a 407 Proxy Authentication Required. In the HSS based solution the S-CSCF would need to send a MAR to the HSS to request a new nonce and would receive it in the MAA. This causes additional load on the Cx interface and requires additional functionality on the S-CSCF as MAR/MAA is currently only required for the reception of REGISTER request, i.e. this requires a change of the information flow between S-CSCF and HSS. 
The S-CSCF based solution would be fully flexible here. The solution is capable to generate different nonce values for Server and for Proxy Authentication, based on the received SIP request. In addition it is capable to generate a new nonce value every time Proxy Authentication is required.
Proposal:

As pointed out in this discussion paper it is advantageous to let the S-CSCF generate nonce values that are needed for SIP Digest authentication. It is recommended to take the findings of this discussion paper as the base when specifying stage-3 for SIP Digest authentication for the IMS.
It is further proposed to write an LS to SA3 and to CT4 to indicate that from a CT1 perspective it is the responsibility of the S-CSCF to generate the “nonce” value for SIP Digest Authentication in the IMS.
