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Introduction

This discussion tries to highlight the potential pitfalls of ignoring mandatory Information element due to presence of an optional Information element to maintain backwards compatibility. The paper then goes on to suggest ways of balancing the desired node/interface behaviour without compromising the mandatory status of AVPs.
Discussion

Diameter RFC 3588 states that:
“AVPs with the 'M' bit cleared are informational only and a receiver that receives message with such an AVP that is not supported, or whose value is not supported, MAY simply ignore the AVP.” 
It's really important to make the distinction between an AVP being "mandatory to be supported in an implementation" and being "mandatory to be understood in a message". The latter is what the M-bit says. This means that once the ‘M’ bit is set, an implementation is not able ignore the contents of the AVP. Clearing the ‘M’ bit means that the node can safely ignore the AVP without affecting the functionality.
Section 6.2.2.1 of 29.228 v-7.6.0 (Push Profile Request/Push Profile Answer) PPR/PPA messages contains:
“For updates of the profile of a Wildcarded Public Service Identity, the HSS shall send only one single request.

 That request shall contain the Wildcarded Public Service Identity (content within the Identity tag in the XML data shall be ignored by the S-CSCF)”

If the S-CSCF does not support Wildcarded PSI functionality and it receives a PPR from the HSS it will not be able to process the PPR. Since this is an optional AVP, S-CSCF may simply ignore this AVP not sending any error back to HSS. However for argument sake, let us assume that the S-CSCF then tries to check the Identity tag (mandatory tag) to co-relate the PPR with the Public identity/Public Service identity, the unidentified/garbage value will cause more confusion at S-CSCF. In the best case scenario the S-CSCF may generate an error to convey the PPR failure to HSS. In the worse case scenario the HSS assumes the successful receipt of PPR at the S-CSCF which may cause synchronisation problems.
To summarise, the presence of an optional AVP is engineered to cause ignoring the contents of a mandatory tag. The introduction of dummy value causes interoperability problems as dummy value for one implementation may be proprietary value for the other.
If the HSS places a valid Identity tag (mandatory tag), it is difficult for the S-CSCF to ignore this tag. It will not be able to differentiate between the cases where it has to ignore and cases where it has process the Information element. How is this situation resolved? 
Now we may have a similar situation with Sh interface, where wildcarded PSI within Sh-Pull, Sh-Update and Sh-Subs-Notif messages calls for ignoring the contents of a mandatory Information element i.e. (User-Identity). 
Alternatives for Cx:

Instead of specifying that the node ignores the specific mandatory identity tag, perhaps it would be better to mandate that the identity tag shall contain a distinct PSI that matches the wildcarded PSI.
The other option would be to change the Application Id of the interface as there is no technically feasible solution to avoid backwards compatible change to the diameter application.
Alternatives for Sh:

Section 6.3.1 of 29.329 v-7.3.0 specifies the User-Identity AVP definition as following:

User-Identity ::= <AVP header: 700 10415>

[Public-Identity]

[MSISDN]

*[AVP]

One alternative is to include the Wildcarded-PSI AVP as part of this AVP. When this AVP is present the AS or HSS shall consider the request as if the terms User Identity, Public User Identity or Public Service Identity in the detailed behaviour refer to the Wildcarded PSI.
Conclusion
CT4 is asked for their opinion on the alternative proposals for Cx and Sh interfaces. Nortel will bring necessary CRs when the basic principle for this is agreed.

