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1 Introduction
In TS 23.228 sub clause 5.6.5, the procedure of origination at Application Server is described. Using this procedure, an Application Server can initiate a session on behalf of a user (i.e. a Public User Identity) or a Public Service Identity. Before originating a session on behalf of a Public User Identity or a Public Service Identity, the AS should acquire the address of the S-CSCF serving the user or the Public Service Identity, which can be achieved by querying the HSS or by configuration.
2 Discussion
2.1 By querying the HSS

During this procedure, it should be assured that the service request and the following traffic originated by the AS shall be safe and authorized. Therefore necessary security and authorization check should be executed to the AS. However according to current specification TS 29.328, the IMS network can not assure that the AS which wants to initiate a session on behalf of a user or a Public Service Identity is the AS which has been authorized to do such operation.
In TS 29.328, the HSS maintains an AS permission list to manage whether an AS may request each element of Data-AVP with a specific command. AS permissions are identified by AS identity and Data Reference with the possible permissions associated with each Data Reference being Sh-Pull, Sh-Update, Sh-Subs-Notif or any combination of these permissions. When an AS requests Sh-Pull, the HSS shall check whether this AS has a permission to acquire the requested data and return an error result if the AS does not have the required permission. The HSS will not check whether this AS has a permission to acquire the requested data related to a user or a Public Service Identity because the AS permission list has no such information.
However for all the Application Servers that initiate sessions on behalf of users or Public Service Identities, not every one of them can request the data related to the users or Public Service Identities. Only some of them which have been authorized can get these data. For an Application Server which is listed in the AS permission list, it can initiate a session on behalf of itself to push advertisements in the IMS network. If this AS gets a user’s Public User Identity by some means and initiates a session on behalf of this user illegally, because the HSS has no mechanism to recognize that this AS can only request the data relate to his Public Service Identity and not to a user’s Public User Identity, other users or Application Servers will receive a service request in the name of this user. This behavior will take risk to the user and the operator. The same problem exists if an AS initiates a session on behalf of another Public Service Identity.
This problem is due to the current AS permission list only check the Application Server’s identity but not the User Identity or the Public Service Identity the request data related to. If an AS initiates a session on behalf of a user or a Public Service Identity, the IMS network can not determine whether the AS listed in the AS permission list can do such operation. This may do harm to the user or the operator.
In order to solve this problem, it can enhance the AS permission list to add the check of the User Identity or the Public Service Identity the requested data related to. The AS permissions should be identified by AS identity, User Identity and Data Reference with the possible permissions associated with each Data Reference being Sh-Pull, Sh-Update, Sh-Subs-Notif or any combination of these permissions. Here the User Identity contains an IMS Public User Identity, a Public Service Identity or an MSISDN according to the conditions described in table 7.1.1. 
Upon reception of the Sh-Pull request from AS, the HSS shall check in the AS permission list that the requested User Identity’s user data is allowed to be read (for Sh-Pull) by this AS by checking the combination of the identity of the AS sending the request (identified by the Origin-Host AVP), User Identity indicated in the request and the supplied Data-Reference. If one or more Data References in the request are not allowed to be read, or the indicated User Identity’s user data is not allowed to be retrieved by the AS sending the request, Experimental-Result shall be set to DIAMETER_ERROR_USER_DATA_CANNOT_BE_READ in the Sh-Pull Response.
For Sh-Update request and Sh-Subs-Notif request, the handling is similar.
Advantage: This mechanism makes change to the information configured in the HSS, and no change or impact on the Sh interface and related requests, so it will not introduce any new requirements to the current specifications but only solve a possible security problem.
Disadvantage: Using this mechanism, in the AS permission list, corresponding to every AS identity, there will have many User Identities, which may make the AS permission list a little complicated to maintain.
2.2 By configuration

If an AS wants to originate a session on behalf of a user or a Public Service Identity, it can acquire the address of S-CSCF by querying the HSS or by configuration. For the latter case, the AS will send the session request to a configured S-CSCF directly and it is irrelative to the AS permission list. Normally if the address of S-CSCF is configured in the AS, it means there has a trustable relationship between the AS and the IMS network operator. But if the IMS network operator wants to ensure the security, some actions can be taken.
On receiving the service request, the S-CSCF will look it as a normal SIP session invitation and do service logic control based on the user profile downloaded from the HSS. If the AS determines by some fields in the request that this service request is an AS originated session invitation, the S-CSCF will do authorization to the AS by checking filter criteria in the user profile. Only if the session information or registration information related to the requested user on whose behalf the AS initiates a session invitation can be routed to this AS, i.e. the AS’s identity presents in some filter criteria, can this AS initiates a session on behalf of this user. By this way, the S-CSCF can ensure in some degree that the AS is authorized to do this origination on behalf of a user. 
Advantage and disadvantage: This way is simple to implement but reliability is not high.

A more reliable action is to introduce a new field in the user profile to present all the permitted AS that can initiate a session on behalf of a user or a Public Service Identity. If the AS’s identity is listed in this field, the S-CSCF will handle the received service request, otherwise the S-CSCF will reject it.
Advantage and disadvantage: This way has a high reliability but it need make change to the user profile.

3 Proposal
We want to discuss this topic with all the delegates and receive comments about it. 
