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3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication, Authorization and Accounting

ABNF


Augmented Backus-Naur Form

AVP
Attribute-Value Pair

CN
Core Network

CSCF
Call Session Control Function

HSS
Home Subscriber Server

IANA
Internet Assigned Numbers Authority

I-CSCF
Interrogating CSCF

IETF
Internet Engineering Task Force

IMS
IP Multimedia Subsystem
NASS
Network Attachment Subsystem
NDS
Network Domain Security

RFC
Request For Comments

S-CSCF
Serving CSCF

SCTP
Stream Control Transport Protocol

SIP
Session Initiation Protocol

SLF
Server Locator Function

UCS
Universal Character Set
UPSF
User Profile Server Function

URL
Uniform Resource Locator

UTF
UCS Transformation Formats
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6.3
AVPs

The following table describes the Diameter AVPs defined for the Cx interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.3.1: Diameter Multimedia Application AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Visited-Network-Identifier
	600
	6.3.1
	OctetString
	M, V
	
	
	
	No

	Public-Identity
	601
	6.3.2
	UTF8String
	M, V
	
	
	
	No

	Server-Name
	602
	6.3.3
	UTF8String
	M, V
	
	
	
	No

	Server-Capabilities
	603
	6.3.4
	Grouped
	M, V
	
	
	
	No

	Mandatory-Capability
	604
	6.3.5
	Unsigned32
	M, V
	
	
	
	No

	Optional-Capability
	605
	6.3.6
	Unsigned32
	M, V
	
	
	
	No

	User-Data
	606
	6.3.7
	OctetString
	M, V
	
	
	
	No

	SIP-Number-Auth-Items
	607
	6.3.8
	Unsigned32
	M, V
	
	
	
	No

	SIP-Authentication-Scheme
	608
	6.3.9
	UTF8String
	M, V
	
	
	
	No

	SIP-Authenticate
	609
	6.3.10
	OctetString
	M, V
	
	
	
	No

	SIP-Authorization
	610
	6.3.11
	OctetString
	M, V
	
	
	
	No

	SIP-Authentication-Context
	611
	6.3.12
	OctetString
	M, V
	
	
	
	No

	SIP-Auth-Data-Item
	612
	6.3.13
	Grouped
	M, V
	
	
	
	No

	SIP-Item-Number
	613
	6.3.14
	Unsigned32
	M, V
	
	
	
	No

	Server-Assignment-Type
	614
	6.3.15
	Enumerated
	M, V
	
	
	
	No

	Deregistration-Reason
	615
	6.3.16
	Grouped
	M, V
	
	
	
	No

	Reason-Code
	616
	6.3.17
	Enumerated
	M, V
	
	
	
	No

	Reason-Info
	617
	6.3.18
	UTF8String
	M, V
	
	
	
	No

	Charging-Information
	618
	6.3.19
	Grouped
	M, V
	
	
	
	No

	Primary-Event-Charging-Function-Name
	619
	6.3.20
	DiameterURI
	M, V
	
	
	
	No

	Secondary-Event-Charging-Function-Name
	620
	6.3.21
	DiameterURI
	M, V
	
	
	
	No

	Primary-Charging-Collection-Function-Name
	621
	6.3.22
	DiameterURI
	M, V
	
	
	
	No

	Secondary-Charging-Collection-Function-Name
	622
	6.3.23
	DiameterURI
	M, V
	
	
	
	No

	User-Authorization-Type
	623
	6.3.24
	Enumerated
	M, V
	
	
	
	No

	User-Data-Already-Available
	624
	6.3.26
	Enumerated
	M, V
	
	
	
	No

	Confidentiality-Key
	625
	6.3.27
	OctetString
	M, V
	
	
	
	No

	Integrity-Key
	626
	6.3.28
	OctetString
	M, V
	
	
	
	No

	Supported-Features
	628
	6.3.29
	Grouped
	V
	M
	
	
	No

	Feature-List-ID
	629
	6.3.30
	Unsigned32
	V
	
	
	M
	No

	Feature-List
	630
	6.3.31
	Unsigned32
	V
	
	
	M
	No

	Supported-Applications
	631
	6.3.32
	Grouped
	V
	
	
	M
	No

	Associated-Identities
	632
	6.3.33
	Grouped
	V
	
	
	M
	No

	Line-Identifier
	633
	6.3.34
	OctetString
	V
	M
	
	
	No

	ETSI-SIP-Authenticate

	501
	6.3.35
	Grouped
	V
	
	
	M
	No

	ETSI-SIP-Authorization
	502
	6.3.36
	Grouped
	V
	
	
	M
	No

	ETSI-SIP-Authentication-Info
	503
	6.3.37
	Grouped
	V
	
	
	M
	No

	ETSI-Digest-Realm
	504
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Nonce
	505
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Domain
	506
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Opaque
	507
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Stale
	508
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Algorithm
	509
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-QoP
	510
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-HA1
	511
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Auth-Param
	512
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Username
	513
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-URI
	514
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Response
	515
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-CNonce
	516
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Nonce-Count
	517
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Method
	518
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Entity-Body-Hash
	519
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Nextnonce
	520
	TBD
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Response-Auth
	521
	TBD
	UTF8String
	V
	
	
	M
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [6].

NOTE 2:
Depending on the concrete command.
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6.3.13
SIP-Auth-Data-Item AVP

The SIP-Auth-Data-Item is of type Grouped, and contains the authentication and/or authorization information for the Diameter client.

AVP format

SIP-Auth-Data-Item :: = < AVP Header : 612 10415 >

[ SIP-Item-Number ]

[ SIP-Authentication-Scheme ]

[ SIP-Authenticate ]

[ SIP-Authorization ]

[ SIP-Authentication-Context ]

[Confidentiality-Key]

[Integrity-Key]
[Line-Identifier]
[ ETSI-SIP-Authenticate ]
[ ETSI-SIP-Authorization ]

[ ETSI-SIP-Authentication-Info ]

* [AVP]
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6.3.34
Line-Identifier AVP

The Line-Identifier AVP is of type OctetString. This AVP contains the fixed broadband access line identifier attached to the user.

6.3.35
ETSI-SIP-Authenticate AVP

The ETSI-SIP-Authenticate is of type Grouped, and contains a reconstruction of either the SIP WWW-Authenticate or Proxy-Authentication header fields specified in RFC 2617 [13]. Additionally, the AVP may include a Digest-HA1 AVP that contains H(A1) (as defined in RFC 2617 [13]).

AVP format

ETSI-SIP-Authenticate ::= < AVP Header: 501 13019 >

{ ETSI-Digest-Realm }
{ ETSI-Digest-Nonce }
[ ETSI-Digest-Domain ] 

[ ETSI-Digest-Opaque ] 

[ ETSI-Digest-Stale ] 

[ ETSI-Digest-Algorithm ] 

[ ETSI-Digest-QoP ] 

[ ETSI-Digest-HA1] 

*[ ETSI-Digest-Auth-Param ] 

*[ AVP ] 
6.3.36
ETSI-SIP-Authorization AVP

The ETSI-SIP-Authorization is of type Grouped, and contains a reconstruction of either the SIP Authorization or Proxy-Authorization header fields specified in RFC 2617 [13].

AVP format

ETSI-SIP-Authorization :: = < AVP Header : 502 13019 >

{ ETSI-Digest-Username }

{ ETSI-Digest-Realm }

{ ETSI-Digest-Nonce }

{ ETSI-Digest-URI }

{ ETSI-Digest-Response }

[ ETSI-Digest-Algorithm ]

[ ETSI-Digest-CNonce ]

[ ETSI-Digest-Opaque ]

[ ETSI-Digest-QoP ]

[ ETSI-Digest-Nonce-Count ]

[ ETSI-Digest-Method ]

[ ETSI-Digest-Entity-Body-Hash ]

*[ ETSI-Digest-Auth-Param ]

* [AVP]

6.3.37
ETSI-SIP-Authentication-Info AVP

The ETSI-SIP-Authentication-Info AVP is of type Grouped and contains a reconstruction of the SIP Authentication-Info header specified in RFC 2617 [13].

AVP format

ETSI-SIP-Authentication-Info ::= < AVP Header: 503 13019 >

{ ETSI-Digest-Nextnonce }
[ ETSI-Digest-QoP ] 

[ ETSI-Digest-Response-Auth ] 

[ ETSI-Digest-CNonce ] 

[ ETSI-Digest-Nonce-Count ] 

*[ AVP ] 
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7.1.1
Defining a new feature

The base functionality for the Cx is the 3GPP Rel-5 standard and a feature is an extension to that functionality. A feature is a functional entity that has a significant meaning to the operation of a Diameter application i.e. a single new parameter without a substantial meaning to the functionality of the Diameter endpoints should not be defined to be a new feature. If the support for a feature is defined mandatory in a post-Rel-5 versions of this specification, the feature concept enables interworking between Diameter endpoints regardless of whether they support all, some or none of the features of the application. Features should be defined so that they are independent from one another. 

The content of a feature shall be defined as a part of the specification of the affected application messages. If new AVPs are added to the commands because of the new feature, the new AVPs shall have the ‘M’ bit cleared and the AVP shall not be defined mandatory in the command ABNF. The support for a feature may be defined to be mandatory behaviour of a node.

The following table of features shall apply to the Cx interface. 
Table 7.1.1: Features of Feature-List-ID 1 used in Cx

	Feature bit
	Feature
	M/O
	Description

	0
	SiFC
	O
	Shared iFC sets

This feature is applicable for the SAR/SAA and PPR/PPA command pairs.

If both the HSS and the S-CSCF support this feature, subsets of Initial Filter Criteria may be shared by several service profiles and the HSS shall download the shared iFC sets implicitly by downloading the unique identifiers of the shared iFC sets to the S-CSCF. By means of a locally administered database, the S-CSCF then maps the downloaded identifiers onto the shared iFC sets.

If the S-CSCF does not support this feature, the HSS shall not download identifiers of shared iFC sets. Instead as a default behavior the HSS shall (by means of a locally administered database) download the iFCs of a shared iFC set explicitly. 

If the HSS does not support this feature, no special default behaviour is required for the S-CSCF.

Note: In using this feature option, the network operator is responsible for keeping the local databases in the S-CSCFs and HSSs consistent. 



	1
	NASS_BUNDLED
	O
	NGN extensions for NASS Bundled authentication.

This feature is applicable for any command pair affected by NGN extensions for NASS Bundled authentication.

When the S-CSCF and the UPSF support this feature, both nodes are able to handle Cx messages with the extensions and/or modifications for NASS Bundled authentication.

	2
	HTTP_DIGEST_MD5
	O
	NGN extensions for HTTP Digest authentication



	Feature bit: The order number of the bit within the Supported-Features AVP, e.g. “1”.

Feature: A short name that can be used to refer to the bit and to the feature, e.g. “MOM”.

M/O: Defines if the implementation of the feature is mandatory (“M”) or optional (“O”). 

Description: A clear textual description of the feature.


The origin host may discover the supported features of the destination host with the dynamic discovery mechanism defined in 7.2 or via local O&M interfaces.
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