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7.2 GUP headers


Liberty Alliance defines some headers needed when passing around messages. Since Liberty Alliance only defines a SOAP binding, these headers are defined in terms of the SOAP protocol. But this is NOT mandatory, as mentioned in [soap-binding], 

"Although this binding [SOAP binding] is the only one given in this specification, other protocols could be used to convey ID-* messages, with appropriateness depending on the protocol selected and the target operational context. "

In the context of GUP, a set of abstract headers are defined. They are needed by the messages exchanged between the various parties, against the Rp and Rg interfaces. The information contained in these headers will be described as XML data even though the binding may decide to map the information using a different syntax (e.g.  ASCII, ASN.1, etc.). In the following sections, namespace "S" corresponds to the SOAP namespace.

Normative bindings for the GUP headers to SOAP are provided in theAnnex E.
7.2.1 Correlation header

7.2.1.1 Description

The correlation header block provides a means for correlating messages. Message correlation is achieved by using the messageID attribute to identify individual messages. Additionally, a message may refer to another message by setting its refToMessageID attribute to the value of the messageID of the message of interest.

7.2.1.2 Content

The content of the correlation header can be defined using the following type.

	<xs:complexType name="correlationType">
  <xs:attribute name="messageID" type="IDType" use="required"/>
 <xs:attribute name="refToMessageID" type="IDType" use="optional"/>
 <xs:attribute name="timestamp" type="xs:dateTime" use="required"/>
 <xs:attribute name="id" type="xs:ID" use="optional"/>
 <xs:attribute name="mustUnderstand" type="xs:boolean" use="optional"/>
 <xs:attribute name="actor" type="xs:anyURI" use="optional"/>
</xs:complexType>


7.2.2 Provider header

7.2.2.1 Description

This header block provides a means for a sender to claim that it 545

is represented by a given providerID value. The sender may also claim that it is a member of a given affiliation. Such claims are generally verifiable by receivers by looking up these values in the sender’s metadata 
7.2.2.2 Content

	<xs:complexType name="ProviderType">
  <xs:attribute name="providerID" type="xs:anyURI" use="required"/>
  <xs:attribute name="affiliationID" type="xs:anyURI" use="optional"/>
  <xs:attribute name="id" type="xs:ID" use="optional"/>
  <xs:attribute name="mustUnderstand" type="xs:boolean" use="optional"/>
  <xs:attribute name="actor" type="xs:anyURI" use="optional"/>
</xs:complexType>


7.2.3 ProcessingContext header

7.2.3.1 Description

This header block may be employed by a sender to signal to a receiver that the latter should add a specific additional facet to the overall processing context in which any action(s) are invoked as a result of processing any message also conveyed in the overall message.

7.2.3.2 Content

	<xs:complexType name="ProcessingContextType">
  <xs:simpleContent>
  <xs:extension base="xs:anyURI">
  <xs:attribute name="id" type="xs:ID" use="optional"/>
  <xs:attribute name="mustUnderstand" type="xs:boolean" use="optional"/>
  <xs:attribute name="actor" type="xs:anyURI" use="optional"/>
  </xs:extension>
  </xs:simpleContent>
</xs:complexType>


7.2.4 Consent header

7.2.4.1 Description

The Consent header block element MAY be employed by either a requester or a receiver. For example, the Principal 
may be using a Liberty-enabled client or proxy (common in the wireless world), and in that sort of environment the mobile operator may cause the Principal’s terminal (AKA: cell phone) to prompt the principal for consent for some interaction.

7.2.4.2 Content

	<xs:complexType name="consentType">
  <xs:attribute name="uri" type="xs:anyURI" use="required"/>
  <xs:attribute name="timestamp" type="xs:dateTime" use="optional"/>
  <xs:attribute name="id" type="xs:ID" use="optional"/>
  <xs:attribute name="mustUnderstand" type="xs:Boolean" use="optional"/>
  <xs:attribute name="actor" type="xs:anyURI" use="optional"/>
</xs:complexType>


7.2.5 UsageDirective header

7.2.5.1 Description

Participants in the ID-WSF framework may need to indicate the privacy policy associated with a message. To facilitate this, senders, acting as either a client or a server, may add one or more UsageDirective header blocks to the message being sent. A UsageDirective header appearing in a request message expresses intended usage. A UsageDirective header appearing in a response expresses how the receiver of the response is to use the response data.

7.2.5.2 Content

	<xs:complexType name="UsageDirectiveType">

  <sequence>

    <xs:any namespace="##other" processContents="lax" maxOccurs="unbounded"/>

</sequence>
  <attribute name="ref" type="reference" use="required"/>
  <attribute name="id" type="id" use="optional"/>
  <attribute name="mustUnderstand" type="xs:boolean" use="optional"/>

  <attribute name="actor" type="xs:anyURI" use="optional"/>
</complexType>


7.2.6 ServiceInstanceUpdate header

7.2.6.1 Description

It may be necessary for an entity receiving a message to indicate that messages from the sender should be directed to a different endpoint, or that they wish a different credential to be used than was originally specified by the entity for access to the requested resource.

The ServiceInstanceUpdate header allows a message receiver to indicate that a new endpoint, new credentials, or new security mechanisms should be employed by the sender of the message.
The use of this header block allows the sender of the message to convey updates to security tokens, essentially providing a token renewal mechanism. This is not discussed further in this specification.

7.2.6.2  Content

	<xs:complexType name="ServiceInstanceUpdateType">
  <xs:sequence>
    <xs:element name="SecurityMechID" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded"/>
    <xs:element name="Credential" minOccurs="0" maxOccurs="unbounded">
      <xs:complexType>
        <xs:sequence>
          <xs:any namespace="##any" processContents="lax"/>
        </xs:sequence>
        <xs:attribute name="notOnOrAfter" type="xs:dateTime" use="optional"/>
      </xs:complexType>
    </xs:element>
    <xs:element name="Endpoint" type="xs:anyURI" minOccurs="0"/>
  </xs:sequence>
  <xs:attribute name="id" type="xs:ID" use="optional"/>
  <xs:attribute name="mustUnderstand" type="xs:boolean" use="optional"/>
  <xs:attribute name="actor" type="xs:anyURI" use="optional"/>
</xs:complexType>




7.2.7 Timeout header

7.2.7.1 Description

A requesting entity may wish to indicate that they would like a request to be processed within some specified amount of time. Such an entity would indicate their wish via the Timeout header block.

7.2.7.2 Content

	<xs:complexType name="TimeoutType">
  <xs:attribute name="maxProcessingTime" type="xs:integer" use="required"/>
 <xs:attribute name="id" type="xs:ID" use="optional"/>
 <xs:attribute name="mustUnderstand" type="xs:boolean" use="optional"/>
 <xs:attribute ref="actor" type="xs:anyURI" use="optional"/>
</xs:complexType>


7.2.8 CredentialsContext header

7.2.8.1 Description


The receiver of a GUP message might indicate that credentials supplied in the request did not meet its policy in

allowing access to the requested resource. The <CredentialsContext> header block allows such policies to be expressed to a GUP requester. 

7.2.8.2 Content

	<xs:complexType name="CredentialsContextType">
  <xs:sequence>
    <xs:element ref="lib:RequestAuthnContext" minOccurs="0"/>
    <xs:element name="SecurityMechID" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded"/>
  </xs:sequence>
  <xs:attribute name="id" type="xs:ID" use="optional"/>
  <xs:attribute ref="S:mustUnderstand" use="optional"/>
  <xs:attribute ref="S:actor" use="optional"/>
</xs:complexType>



7.2.9 wsse:Security header 
7.2.9.1 Description

Relevent security information is communicated in the Security header. The details for the specific bindings are provided in the Annexes.
7.2.9.2 Content

The details of the content for the specific binding are provided in the Annexes.

7.2.10 is:UserInteraction header

In some scenarios it might be necessary for GUP Servers and/or RAFs to interact with the owner of GUP component data exposed in order to e.g. ask for explicit end-user consent for the release of the requested information. To this end, GUP messages may include a <UserInteraction> header, which controls the possibilities that GUP Servers and/or RAFs have to engage in interactions with end-users when serving a request from a GUP Requestor.

7.2.10.1 Description

The details for the specific bindings are provided in the Annexes.

7.2.10.2 Content

The details for the specific bindings are provided in the Annexes.

Annex E (normative): 
SOAP binding for GUP headers 



The SOAP protocol provides a mechanism for exchanging structured and typed information between peers using XML. It is a very generic protocol, which can also be used to carry remote procedure calls. Each SOAP message has an element "Envelope" and its immediate child elements "Header" and "Body". 

SOAP is applied in the Rp and Rg reference points. SOAP carries the GUP procedure elements in its body part in compliance with the SOAP standard [5]. The GUP Procedure elements are placed immediately below the Body element. If there are several requests or responses, the GUP Procedure elements are carried one after another. 

SOAP headers used in the context of GUP shall be as defined by Liberty Alliance ID-WSF SOAP Bindings [14] specification. This Liberty Alliance specification includes the definition of a number of SOAP header blocks for simple message correlation, as well as provider declaration, processing context, consent claims, usage directives and a number of other optional headers. Liberty Alliance ID-WSF SOAP Bindings [14] specification also defines how messages are bound into SOAP message bodies, and how the Liberty defined SOAP header blocks are bound into SOAP message headers.

Additionally, other SOAP header blocks defined by other Liberty Alliance specifications (i.e. Liberty Alliance ID-WSF Security Mechanisms [15] and Liberty Alliance ID-WSF Interaction Service [23]) shall be also applicable in the context of GUP and may be used concurrently with the header blocks defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification. 




This Annex presents a brief description of the different SOAP header blocks used in the context of GUP. Other sections in this specification also refer to the use of such headers in the context of GUP.
E.1
Correlation header

SOAP does not define a mechanism to correlate one SOAP message with another message, such as in a request-

response paradigm. The correlation header block provides a means for being able to correlate one SOAP message with another SOAP message. Message correlation is achieved by inserting a <Correlation> element in SOAP-bound GUP message headers and using a messageID attribute to identify individual messages. Additionally, a message may refer to another message by setting its refToMessageID attribute to the value of the messageID of the message of interest.

Normative semantics, definitions, schemas and processing rules for the correlation header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.


	


E.2
Provider header

A Provider in the context of GUP is an entity that is able to handle (issue and/or receive) SOAP messages, and which is univocally identified at the SOAP level by its providerID.  This header block provides means for a sender to claim that it is represented by a given providerID value.
Normative semantics, definitions, schemas and processing rules for the provider header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.

	


E.3
ProcessingContext header

A GUP requestor may need to express additional context for a given request, for example indicating that the
requester expects to make such requests in the future when the end-user may or may not be online. This header block may be employed by a sender to signal to a receiver that the latter should add a specific additional facet to the overall processing context in which any action(s) are invoked as a result of processing any message also conveyed in the overall message.

Normative semantics, definitions, schemas and processing rules for the processing context header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.


	


E.4
Consent header

GUP applications may wish to claim whether they obtained the end-user’s consent for carrying out any given operation. This header block is used to explicitly claim that the Principal consented to the present interaction. 
Normative semantics, definitions, schemas and processing rules for the consent header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.

	


E.5
UsageDirective header

GUP requestors may wish to indicate their policies for handling data at the time of data request, while GUP server and RAFs may wish to specify their policies for the subsequent use of data at the time of data release. To facilitate this, GUP requestors may add one or more UsageDirective header blocks to the message being sent. A UsageDirective header appearing in a request message expresses intended usage. A UsageDirective header appearing in a response expresses how the receiver of the response is to use the response data.

Normative semantics, definitions, schemas and processing rules for the usage directive header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.


	


E.6
ServiceInstanceUpdate header

It may be necessary for an entity receiving a message to indicate that messages from the sender should be directed to a different endpoint, or that they wish a different credential to be used than was originally specified by the entity for access to the requested resource.

The ServiceInstanceUpdate header allows a message receiver to indicate that a new endpoint, new credentials, or new security mechanisms should be employed by the sender of the message.
The use of this header block allows the sender of the message to convey updates to security tokens, essentially providing a token renewal mechanism. This is not discussed further in this specification.

Normative semantics, definitions, schemas and processing rules for the service instance update header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.


	


E.7
Timeout header

A requesting entity may wish to indicate that they would like a request to be processed within some specified amount of time. Such an entity would indicate their wish via the Timeout header block.

Normative semantics, definitions, schemas and processing rules for the timeout header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.


	


E.8
CredentialsContext header

The receiver of a GUP message might indicate that credentials supplied in the request did not meet its policy in

allowing access to the requested resource. The <CredentialsContext> header block allows such policies to be expressed to a GUP requester. 

Normative semantics, definitions, schemas and processing rules for the credentials context header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.

	


E.9
Security header 
OASIS WS-Security compliant header elements as defined in OASIS SOAP Message Security [24] specification communicate the relevant security information in SOAP. 

The construction and decoration of the <wsse:Security> header element in the context of GUP MUST adhere to the rules specified in OASIS SOAP Message Security [24] specification. 

Additionally the construction, decoration and usage of the <wsse:Security> header element in the context of GUP MUST also adhere to the mechanisms defined in Liberty Alliance Security Mechanisms [15] specification. 

Normative semantics, definitions, schemas and processing rules for the security header block are defined both in OASIS SOAP Message Security [24] and Liberty Alliance ID-WSF Security Mechanisms [15] specifications.
E.10
UserInteraction header 
In some scenarios it might be necessary for GUP Servers and/or RAFs to interact with the owner of GUP component data exposed in order to e.g. ask for explicit end-user consent for the release of the requested information. To this end, GUP messages may include a <UserInteraction> SOAP header, which controls the possibilities that GUP Servers and/or RAFs have to engage in interactions with end-users when serving a request from a GUP Requestor.

Normative semantics, definitions, schemas and processing rules for the user interaction header block are defined in Liberty Alliance ID-WSF Interaction Service [23] specification.
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