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1 Introduction

CN4#26 managed to complete GUP Security sections in TS 29.240 according to the agreed document N4-050424.

The resulting text as it currently appears in latest version of TS 29.240 would however still require further contribution in order to be aligned with SA2 and SA3 recommendations. 

· N4-041268 on “GUP Security Recommendations”

· N4-050031 on “GUP Security and the Proposed Changes to TS 23.240”

In particular the following updates would be necessary …
· Figure on “GUP Authentication, Authorization and Security Architecture” needs to accurately show the use of the DS. 

The GUP server would not need to come back to the DS in order to “check the validity of client´s credentials” as shown in the picture. Signatures are used so GUP server will check the signature and that would resolve the validity of the DS assertion. GUP Server may use this interface though in order to register necessary security required to be engaged in communications with it. Note that this can also be done using other internal protocols (provisioning). 

The dotted line shall read therefore something like “Server registers security requirements over Rg”. 

Accordingly, the text on the line from GUP Application to DS could be completed with something like …“Client authenticates to DS and fetches security info required over Rg”.
· Authentication mechanisms for Rg interface are underspecified.

GUP architecture is designed to allow different kinds of deployments scenarios where different security, privacy and trust considerations apply. The applications that may apply GUP Rg reference point may be targeted for different purposes e.g. third party applications for value added services or operator´s own applications for subscription management. GUP Stage 3 TS 29.240 needs to define the minimum security mechanisms required for the different GUP entities and for the different scenarios. 

Also the use of the Discovery Service acting as a Trusted Authority needs to be clarified here according to recommendations from SA2 in LS N4-050031, which includes the following sentence now part of GUP Stage 2 TS 23.240 … 

“Different policies may be followed in the use of discovery service. It may be used by different applications in different ways: per each operation, occasionally or not at all. In general terms, third party applications belonging to external security domains shall use a discovery service as a normal step, but in operator’s services it may not be needed at all.”

· The security mechanism for the Rp interface is proposed to be changed to urn:liberty:security:2003-08:TLS:null. This should be enough to protect Rp reference point, as it will be a completely internal interface.

· According to LS N4-041268, the topology of Certificate Authorities that might be required for GUP is a matter of deployment and thus not under the scope of GUP specifications. Corresponding text is proposed to be removed.
· The support for TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_AES_CBC_SHA cipher suites is considered to be enough for GUP deployments. The support of the rest of available cipher suites is proposed to be optional.  
· Per request from N4, LS N4-041268 from SA3 included an end-to-end example of the GUP security flows. It is proposed to use this flow instead in stage3 specification. 

· The security header example is also proposed to be updated for further completeness. 
2 Proposal

The accompanying Change Request proposes changes and additions to TS 29.240 according to the arguments provided above. 







