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10 Authentication, authorization and security


10.1 Principles

GUP Architecture and Protocols include secure mechanisms for the transfer of User Profile data to, from and between authorised entities. Access to User Profile data shall only be permitted in an authorised and secure manner. 
Security mechanisms to be applied over Rg and Rp reference points are defined by Liberty ID-WSF Security Mechanisms [15] specification.
In addition to managing the registration and discovery of GUP Server and profile information a Discovery Service (DS) as defined in Liberty ID-WSF Discovery Service Specification [17] may also act as a centralized policy information and decision point issuing the necessary Authentication and/or Authorization statements.
Interactions of GUP requestors towards the Discovery Service shall be as described in Liberty ID-WSF Discovery Service Specification [17].
The GUP architecture with respect to Authentication, Authorization and Security is summarized in Figure XXX.
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Figure X: GUP Authentication, Authorization and Security architecture. 

Liberty ID-WSF Security Mechanisms Specification [15], Liberty ID-WSF SOAP Binding Specification [14] and Liberty ID-WSF Discovery Service Specification [17] provide normative content for the implementation of the security mechanisms that apply to GUP.
The following chapters under this section of the specification define how the different security mechanisms described in the referred Liberty specifications shall be used in the context of GUP.

The following chapters specify the required set of security mechanisms that shall be supported for GUP.

10.2 Security and Authentication

10.2.1 Rg interface (client application / GUP server)

GUP specifications shall be applicable for multiple deployment scenarios where different security, privacy and trust considerations apply. The applications that may apply GUP Rg reference point may be targeted for different purposes e.g. third party applications for value added services or operator´s own applications for subscription management.
Liberty Alliance Security Mechanisms [15] specification defines a set of combinations of peer authentication and message authentication mechanisms necessary to accommodate various deployment scenarios. Each combination is defined by a URI with the form urn:liberty:security:2003-08:peer mechanism:message mechanism. It is up to the security policy of the operator to choose which combination of methods to apply taking into account the security domains where the client and server reside.

· 
· 
· 
10.2.1.1 Peer Entity Authentication and Transport Layer Channel Protection
The Peer entity authentication mechanisms required for GUP Rg reference point are based on the mechanisms prescribed by Liberty ID-WSF Security Mechanisms [15] specification, which rely upon the inherent security properties supplied by SSL 3.0 [SSL] or TLS 1.0 [RFC2246] sometimes referred to as transport-level security (also including means for its confidentiality and integrity protection). 

Confidentiality and Integrity at the transport channel is ensured making use of suitable SSL/TLS cipher suites (see sub-clause 12.2.3 for list of supported cipher suites). 

The server is authenticated to the client using a x.509 server-side certificate. In general the support of client-side certificates in the context of GUP is not mandated but mutual authentication of the communicating peers may be also supported.

10.2.1.2 Message Authentication 

Third party applications external to the Mobile Network Operator domain shall only apply Rg reference point. More precisely, third party applications external to the Mobile Network Operator domain acting as a GUP Requestor over the Rg reference point shall at least support urn:liberty:security:2003-08:TLS:SAML as defined by Liberty Alliance Security Mechanisms [15] Specification. The support of other message authentication mechanisms (e.g. urn:liberty:security:2004-04:TLS:Bearer and/or urn:liberty:security:2003-08:TLS:X509) is optional for third party applications external to the Mobile Network Operator domain. However the use of the null message authentication profile (e.g. urn:liberty:security:2003-08:TLS:null) is not recommended for the Rg reference point.
Internal applications to the Mobile Network Operator domain acting as a GUP Requestor over the Rg reference point shall at least support urn:liberty:security:2003-08:TLS:null as defined by Liberty Alliance Security Mechanisms [15] Specification. The support of other message authentication mechanisms (e.g. urn:liberty:security:2003-08:TLS:SAML, urn:liberty:security:2004-04:TLS:Bearer and/or urn:liberty:security:2003-08:TLS:X509) is optional for Internal applications to the Mobile Network Operator domain.

GUP Server shall at least support urn:liberty:security:2003-08:TLS:null and urn:liberty:security:2003-08:TLS:SAML as defined by Liberty Alliance Security Mechanisms [15] Specification. The support of other message authentication mechanisms (e.g. urn:liberty:security:2004-04:TLS:Bearer and/or urn:liberty:security:2003-08:TLS:X509) is optional for the GUP Server.

GUP requestors over Rg reference point may utilise a discovery service as a Trusted Authority providing essential security related information (e.g. preferences in terms of peer entity and message authentication mechanism to be used and authentication and/or authorization assertions). Different policies may be followed in the use of the services of a discovery service. It may be used by different applications in different ways: per each operation, occasionally or not at all. In general terms, third party applications belonging to external security domains shall need to use the services of a discovery service as a normal step, but in operator’s services it may not be needed at all.

A Discovery Service as defined by Liberty Alliance Discovery Service [17] specification is able to inform GUP requestors of the peer entity and message authentication mechanisms to be used. Additionally, and in the event that a particular deployment of GUP requires the use of the Web Services SAML security profile (e.g. urn:liberty:security:2003-08:TLS:SAML or urn:liberty:security:2003-08:ClientTLS:SAML) the Discovery Service shall provide the necessary Authentication assertions as defined by Liberty Alliance Security Mechanisms [15] specification. A Discovery Service may also be capable of providing necessary bearer tokens in the event the Bearer token security profile (e.g. urn:liberty:security:2004-04:TLS:Bearer or urn:liberty:security:2004-04:ClientTLS:Bearer) is used.

· 
· 
· 
10.2.2 Rp interface (GUP server / RAF)

The required security mechanism for the Rp interface is urn:liberty:security:2003-08:TLS:null.

· The server and the RAF communicate over a secure channel protected by SSL/TLS (see 12.2.3 for list of supported cipher suites).

· 
· 
NOTE: 
Since the number of RAFs is limited and the connections between the server and the RAFs are long-lived (multiple requests sent on the same connections), this should not create too much overhead for either key management or cryptographic processing.
The support of other message authentication mechanisms (e.g. urn:liberty:security:2003-08:TLS:SAML, urn:liberty:security:2004-04:TLS:Bearer and/or urn:liberty:security:2003-08:TLS:X509) is optional for the Rp reference point.
10.2.3 Cryptographic requirements


1. 
2. 
3. 

For signing and verification of protocol messages, communicating entities SHOULD use certificates and private keys that are distinct from the certificates and private keys applied for SSL or TLS channel protection (in accordance to Liberty Alliance Security Mechanisms [15] specification). 
The cipher suites to be used for peer-wise encryption are:

· TLS_RSA_WITH_RC4_128_SHA
· TLS_RSA_WITH_3DES_EDE_CBC_SHA

· TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA

· TLS_RSA_WITH_AES_CBC_SHA

· TLS_DHE_DSS_WITH_AES_CBC_SHA

GUP entities shall at least support TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_AES_CBC_SHA cipher suites. The support of other cipher suites is optional.  
10.2.4 10.2.4
End-to-End Example (informative)

The following diagram represents a possible interaction between a client application and a GUP server.

[image: image4.wmf] 

 

 

GUP Requestor

 

GUP Server

 

GUP Repository

 

5.

 

[LAP ID

-

WSF Soap Bindings]

 

 

 

[LAP ID

-

WSF DST Query Response]

 

6.

 

 

 

[LAP ID

-

WSF Soap Bindings]

 

[LAP ID

-

WSF DST Query Response]

 

 

 

3.

 

[LAP ID

-

WSF Soap Bindings]

 

[LAP ID

-

WSF DST Query Request]

 

[SAML assertion signed by DS]

 

4.

 

[LAP ID

-

WSF Soap Bindings]

 

[LAP ID

-

WSF DST Query Request]

 

0. GUP Requestor 

requires a GUP 

Component

 

1.

 

[LAP ID

-

WSF Soap Bindings]

 

[LAP ID

-

WSF DS

 Lookup Request]

 

2.

 

[LAP ID

-

WSF Soap Bindings]

 

[LAP ID

-

WSF DS Lookup Response] 

[SAML assertion signed by DS] 

 

 

Discover

y 

 

Service

 

Rg

 

Rp

 


Figure x: GUP security flow

10.2.5 Example of GUP wsse:Security header (informative)

The following header authenticates the application defined by application1@3gpp.org.
	<wsse:Security>

<saml:Assertion 

xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" 

MajorVersion="1" MinorVersion="0" 
AssertionID="2sxJu9g/vvLG9sAN9bKp/8q 0NKU=" 
Issuer="DS.example.com" 
IssueInstant="2004-04-01T16:58:33.173Z"> 
<!-- By placing an audience restriction on the assertion we 
can limit the scope of which entity should consume 
the information in the assertion. --> 
<saml:Conditions 
NotBefore="2004-04-01T16:57:20Z" 
NotOnOrAfter="2004-04-01T21:42:43 Z"> 
<saml:AudienceRestrictionCondition> 
<saml:Audience>http://gupserver.com</sa ml:Audience> 
</saml:AudienceRestrictionConditi on> 
</saml:Conditions> 
<!-- The AuthenticationStatement carries information 
that describes the identity of the entity this assertion 
was issued to (the Subject) and the method the Subject 
authenticated to the assertion issuing authority --> 
<saml:AuthenticationStatement 
AuthenticationMethod="urn:ietf:rfc:2246" 
AuthenticationInstant="2004-04-01T16:57:30.000Z"> 
<saml:Subject> 
<saml:NameIdentifier 
format="urn:liberty:iff:nameid:entityID" 
NameQualifier="http://AffiliationStation.com /"> 
http:// application1@3gpp.org 

</saml:NameIdentifier> 
</saml:Subject> 
</saml:AuthenticationStatement> 
<!-- signature by the authority over the assertion --> 
<ds:Signature>...</ds:Signature> 
</saml:Assertion>

<!-- this is the reference to the bearer token --> 
<wsse:SecurityTokenReference> 
<wsse:Reference URI="#2sxJu9g/vvLG9sAN9bKp/8q0NKU=" 
ValueType="saml:Assertion" /> 
</wsse:SecurityTokenReference> 
</wsse:Security>
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