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	This is an essential correction.

Handling of AS permissions list is not secure. Application Server Identity (Origin-Host AVP) is used as a key to check the AS permissions list. An AS that fakes its Application Server Identity is able to read, write, and modify data that it is not authorized to. This makes the usefulness of the permissions list questionable.
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	Validity of Application Server Identity is checked by HSS. The identities that are allowed to be used are configured to HSS.
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6.2
AS permissions list

In table 7.6.1, the contents of the Data-AVP are described.  Some of the individual elements carried within Data-AVP may be requested by the AS from the HSS using the Sh-Pull command (see section 6.1.1) or may be updated at the HSS by the AS using the Sh-Update command (see section 6.1.2).  The AS may also request that the HSS notifies the AS of changes to specific elements within the Data-AVP using the Sh-Subs-Notif command (see section 6.1.3).  The HSS will only allow these operations to take place if the element of the Data-AVP is permitted to be included in the specific command requested by the AS, as indicated in table 7.6.1.

To manage whether an AS may request each element of Data-AVP with a specific command, the HSS shall maintain a list of AS permissions (the ‘AS Permissions List’). AS permissions are identified by AS identity and Data Reference with the possible permissions associated with each Data Reference being Sh-Pull, Sh-Update, Sh-Subs-Notif or any combination of these permissions (see table 7.6.1 for details of which permissions are allowed for each Data Reference). The permissions apply to all users served by the HSS, they are not user specific. When an AS requests Sh-Pull, Sh-Update or Sh-Subs-Notif the HSS shall check permissions and return an error result if the AS does not have the required permission.

6.2.x
Security of AS permissions list

Secure handling of AS permissions list requires that HSS is able to validate Application Server Identity of an AS. AS sends its Application Server Identity in the Origin-Host AVP.

The Application Server Identities that an IP-address is allowed to use shall be configured to HSS. When HSS receives Sh-request from AS, HSS shall check that the Application Server Identity contained in the Origin-Host AVP is valid for the IP-address that sent the request. If the Application Server Identity is not valid HSS shall determine that the AS does not have the required permission and return an error result. The validity of the IP-address itself can be guaranteed with IPSec. Instead of or in addition to the sender IP-address, the Application Server Identities can be configured and checked also against other parameters that identify the security association between HSS and AS.

 It should be noted that this solution does not provide end-to-end security if there are Diameter proxies between HSS and AS. In these cases the Application Server Identity should be checked also by the Diameter proxy or if that is not possible all ASs behind a proxy should be given equal permissions.
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