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Overall Description
This LS focuses on the correlation of N32-c and N32-f connections when TLS is the selected security method for N32-f between SEPPs.
Background
GSMA 5GMRR analysed the N32 connection setup for the TLS security method for N32-f between the SEPPs of two operators according to TS 33.501 and TS 29.573 Release 18.
For reasons of redundancy or for the purposes of traffic separation (e.g., different N32Purpose combinations) or for different roaming relations a SEPP will have to distinguish and manage multiple inbound N32-f connections from different peer SEPPs from the same or different roaming partners. In this case, if TLS is the N32-f negotiated method via N32-c, it is unclear how a specific N32-f connection is subsequently correlated with N32-c, e.g., for terminating N32-f.
The following clauses (referenced from 3GPP specifications) imply that correlation between long lived N32-f connections and short lived N32-c connections is required for the TLS mode of operation and that an N32 state or context must be maintained within the SEPPs. (Note: these are examples, other clauses may exist which also imply correlation)
TS 33.501 13.1.2 Protection between SEPPs
“If TLS is selected, the SEPP shall correlate the N32-f TLS connection with the N32-c connection. If the peer network is a PLMN, the SEPP compares the PLMN-IDs contained in the SEPP TLS certificates used to establish the N32-c and N32-f connections. Specifically, if the certificate used for N32-f contains one or more PLMN-IDs that are not contained in the TLS certificate used for the corresponding N32-c, the N32-f certificate shall be rejected. If the peer network is an SNPN, the SEPP compares the SNPN-ID contained in the SEPP TLS certificates used to establish the N32-c and N32-f connections.”
Implying that N32-f and N32-c need to be correlated before the certificates can be compared.

TS 29.573 5.2.2 Security Capability Negotiation
“To tear down the N32-f connection when negotiated security scheme is TLS, the "SecNegotiateReqData" IE shall contain:
-	Supported security capability set to "NONE"”
This implies that correlation is necessary to identify the N32-f connection to be torn down.
Request to 3GPP
GSMA NRG 5GMRR kindly requests 3GPP to provide further recommendation on how correlation should be achieved. 
Actions
3GPP is kindly asked to take the following actions:
CT4/SA3 to confirm the assumption that correlation and maintaining an N32 context or state is a requirement for a SEPP.
CT4/SA3 to provide further recommendation on how correlation should be achieved.
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