Error! No text of specified style in document.
20
Error! No text of specified style in document.

3GPP TSG-CT WG4 Meeting #119	C4-235436
Chicago, US; 13th– 17th November 2023


Source:	Nokia, Nokia Shanghai Bell
Title:	Pseudo-CR on Subsets of data requested by the consumer
Spec:	3GPP TR 29.857 v0.1.0
Agenda item:	6.1.13
Document for:	Decision

1. Introduction
<Introduction part (optional)>
2. Reason for Change
This pCR adds a new solution to the TR.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.857 v0.1.0

[bookmark: _Hlk61529092]* * * First Change * * * *
7.y	Solution#y: Subset of data requested by the consumer
7.y.1	Description
The solution is to address the Key Issue #1: Excessive Data Exposure over SBI. The solution addresses aspects i) and iii) of the key issues specified in clause 6.1.2.
Existing solution where some consumers can indicate in the request to the producer that only certain data should be provided by the producer in the response. The attributes that can be used are specified as URI query parameters and only those defined in the API can be used.
In this solution the consumer could include in the request one or more filters to be applied by the producer when representing the requested resource. The filters can be any specification of part of a resource to be included or restricted in the resource representation. They could take the form of a list of attributes within the resource that are allowed to be presented and/or a list of attributes within the resource that are not allowed to be presented. The specification of each item in these lists could be a JSON pointer that identifies an attribute within the structured resource. These pointers may also include variable values, e.g. snssaid=1, so that in cases where a resource contains multiple instances of an attribute, specific values of the attribute identified by the pointer may be allowed or restricted. The values in the pointers may be fixed in the variable definition, or they could be patterns (e.g. regular expressions), ranges, wildcards etc.
If the producer does not support filters, or does not understand one or more of the filters, the response is not restricted and the producer sends all data allowed for given consumer, or optionally applies the filters that it does understand.
7.y.2	Examples
PCF requests the SessionManagementPolicyData resource from UDR but does not require the umDataLimits, and only the umData if the limitId is “abc”. It uses the following request URI:
{apiRoot}/nudr-dr/<apiVersion>/policy-data/ues/{ueId}/sm-data?exclFilters=[“umDataLimits”]&inclFilters=[“umData/limitId=abc”]
Editor's Note:	Format of the query parameters used for filters is FFS.
7.y.3	Impacts on services, entities and interfaces
NF-Consumers:
-	The change is backward compatible. The new functionality is optional for consumers..
NF-Producers:
-	The change is backward compatible. The new parameters are optional. If the producer does not support them, it can ignore them and behave as if they were not present in the request.
7.y.4	Pros
This solution enables to consumer request from the producer only the data it currently needs so that the data sent in the message from producer are less. Any filter can be specified, so the solution is extensible and not limited to parameters currently specified in the API.
7.y.5	Cons
Specification of the filters in the request may involve complexity in the request URI (query parameters) and unmanageable URI lengths.
This solution does not address any security measures to prevent unauthorized consumers to retrieving the entire representation of a resource including not needed sensitive information.

* * * End of Changes * * * *
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