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* * * First Change * * * *

[bookmark: _Toc24986312][bookmark: _Toc34205740][bookmark: _Toc39061924][bookmark: _Toc43277166][bookmark: _Toc49847496][bookmark: _Toc56419471][bookmark: _Toc112683277][bookmark: _Toc138662467]5.2.4	N32-f Context Termination Procedure
After the completion of the security capability negotiation procedure and/or the parameter exchange procedures, an N32-f context is established between the two SEPPs. The "n32fContextId" of each SEPP is provided to the other SEPP. This context identifier shall be stored in each SEPP until the context is explicitly terminated by the N32-f context termination procedure. The SEPP that is initiating the N32-f context termination procedure shall use the HTTP method POST on the URI: {apiRoot}/n32c-handshake/<apiVersion>v1/n32f-terminate. If a HTTP/2 connection does not exist towards the receiving SEPP, a HTTP/2 connection shall be created before initiating this procedure. The procedure is shown below in Figure 5.2.4-1.



Figure 5.2.4-1: N32f Context Termination Procedure
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the N32-f context id information that is to be terminated.
2a.	On success, the responding SEPP, shall:
-	stop sending any further messages over the N32-f towards the initiating SEPP;
-	once all the ongoing N32-f message exchanges with the initiating SEPP are completed or timed out, delete the N32-f context identified by the "n32fContextId" provided in the request.
[bookmark: _PERM_MCCTEMPBM_CRPT51080020___2]The N32-f HTTP/2 connections from the responding SEPP shall not be deleted if they terminate at an IPX, since that HTTP/2 connection may carry traffic towards other PLMN SEPPs as well. The responding SEPP shall return the status code "200 OK" together with an N32ContextInfo payload body that carries the "n32fContextId" of the initiating SEPP that the responding SEPP has stored.
The initiating SEPP shall:
-	stop sending any further messages over the N32-f towards the responding SEPP;
-	once all the ongoing N32-f message exchanges with the responding SEPP are completed or timed out, delete the local N32-f context identified by this "n32fContextId".
2b.	On failure, the responding SEPP shall return an appropriate 4xx/5xx status code together with the "ProblemDetails" JSON body.

* * * Next Change * * * *

[bookmark: _Toc24986313][bookmark: _Toc34205741][bookmark: _Toc39061925][bookmark: _Toc43277167][bookmark: _Toc49847497][bookmark: _Toc56419472][bookmark: _Toc112683278][bookmark: _Toc138662468]5.2.5	N32-f Error Reporting Procedure
When a SEPP is not able to process a message it received over the N32-f interface due to errors, the error information is conveyed to the sending SEPP by using the N32-f error reporting procedure over the N32-c interface. The SEPP that is initiating the N32-f error reporting procedure shall use the HTTP method POST on the URI: {apiRoot}/n32c-handshake/<apiVersion>v1/n32f-error. If a HTTP/2 connection does not exist towards the receiving SEPP, a HTTP/2 connection shall be created before initiating this procedure. The procedure is shown below in Figure 5.2.5-1.



Figure 5.2.5-1: N32f Error Reporting Procedure
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the N32-f error information that is to be reported.
2a.	On success, the responding SEPP, shall:
[bookmark: _PERM_MCCTEMPBM_CRPT51080021___2]-	log that the N32-f request / response message identified by the "n32fMessageId" is not processed by the receiving SEPP;
[bookmark: _PERM_MCCTEMPBM_CRPT51080022___2]The responding SEPP shall return the status code "204 No Content".
2b.	On failure, the responding SEPP shall return an appropriate 4xx/5xx status code together with the "ProblemDetails" JSON body.

* * * Next Change * * * *

[bookmark: _Toc24986328][bookmark: _Toc34205756][bookmark: _Toc39061940][bookmark: _Toc43277182][bookmark: _Toc49847512][bookmark: _Toc56419488][bookmark: _Toc112683294][bookmark: _Toc138662484]6.1.1	API URI
URIs of this API shall have the following root:
{apiRoot}/{apiName}/{apiVersion}
where "apiRoot" is defined in clause 4.4.1 of 3GPP TS 29.501 [5], the "apiName" shall be set to "n32c-handshake" and the "apiVersion" shall be set to "v1" for the current version of this specification.
The N32 Handshake Procedures shall use the N32 Handshake API.
The API URI of the N32 Handshake API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP requests from the initiating SEPP towards the responding SEPP shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "n32c-handshake".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.1.4.

* * * Next Change * * * *

[bookmark: _Toc24986341][bookmark: _Toc34205769][bookmark: _Toc39061953][bookmark: _Toc43277195][bookmark: _Toc49847525][bookmark: _Toc56419501][bookmark: _Toc112683307][bookmark: _Toc138662497]6.1.4.2.1	Description
This custom operation is used between the SEPPs to negotiate their security capabilities or to tear down the N32-f connection when negotiated security scheme is TLS. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32c-handshake/<apiVersion>v1/exchange-capability
[bookmark: _PERM_MCCTEMPBM_CRPT51080028___7]This operation shall support the resource URI variables defined in table 6.1.4.2.1-1.
Table 6.1.4.2.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.

	apiVersion
	string
	See clause 6.1.1.



* * * Next Change * * * *

[bookmark: _Toc24986344][bookmark: _Toc34205772][bookmark: _Toc39061956][bookmark: _Toc43277198][bookmark: _Toc49847528][bookmark: _Toc56419504][bookmark: _Toc112683310][bookmark: _Toc138662500]6.1.4.3.1	Description
This custom operation is used between the SEPPs to exchange the parameters for the N32-f connection. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32c-handshake/<apiVersion>v1/exchange-params
This operation shall support the resource URI variables defined in table 6.1.4.3.1-1.
Table 6.1.4.3.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.

	apiVersion
	string
	See clause 6.1.1.



* * * Next Change * * * *

[bookmark: _Toc24986347][bookmark: _Toc34205775][bookmark: _Toc39061959][bookmark: _Toc43277201][bookmark: _Toc49847531][bookmark: _Toc56419507][bookmark: _Toc112683313][bookmark: _Toc138662503]6.1.4.4.1	Description
This custom operation is used between the SEPPs to terminate an N32-f context. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32c-handshake/<apiVersion>v1/n32f-terminate
This operation shall support the resource URI variables defined in table 6.1.4.3.1-1.
Table 6.1.4.4.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.

	apiVersion
	string
	See clause 6.1.1.



* * * Next Change * * * *

[bookmark: _Toc24986350][bookmark: _Toc34205778][bookmark: _Toc39061962][bookmark: _Toc43277204][bookmark: _Toc49847534][bookmark: _Toc56419510][bookmark: _Toc112683316][bookmark: _Toc138662506]6.1.4.5.1	Description
This custom operation is used between the SEPPs to report errors identified while processing the messages received on N32-f. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32c-handshake/<apiVersion>v1/n32f-error
This operation shall support the resource URI variables defined in table 6.1.4.5.1-1.
Table 6.1.4.5.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.

	apiVersion
	string
	See clause 6.1.1.



* * * Next Change * * * *

[bookmark: _Toc24986385][bookmark: _Toc34205813][bookmark: _Toc39061997][bookmark: _Toc43277239][bookmark: _Toc49847569][bookmark: _Toc56419545][bookmark: _Toc112683354][bookmark: _Toc138662545]6.2.1	API URI
URIs of this API shall have the following root:
{apiRoot}/{apiName}/{apiVersion}
where "apiRoot" is defined in clause 4.4.1 of 3GPP TS 29.501 [5]. The apiRoot to use towards a SEPP of the target PLMN shall be configured at the SEPP. The URI scheme of the API shall be "http". The "apiName" shall be set to "n32f-forward" and the "apiVersion" shall be set to "v1" for the current version of this specification. The apiName part of the URI shall be as specified here for homogeneity of the API across PLMNs.The JOSE Protected Message Forwarding Procedure on N32 shall use the JOSE Protected Message Forwarding API on N32-f API.
The API URI of the JOSE Protected Message Forwarding API on N32-f API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP requests from the initiating SEPP towards the responding SEPP shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "n32f-forward".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.2.4.
The apiRoot to use towards a SEPP of the target PLMN shall be configured at the SEPP. The URI scheme of the API shall be "http". The apiName part of the URI shall be as specified here for homogeneity of the API across PLMNs.

* * * Next Change * * * *

[bookmark: _Toc24986398][bookmark: _Toc34205826][bookmark: _Toc39062010][bookmark: _Toc43277252][bookmark: _Toc49847582][bookmark: _Toc56419559][bookmark: _Toc112683368][bookmark: _Toc138662559]6.2.4.2.1	Description
This custom operation is used between the SEPPs to forward the reformatted and JOSE protected HTTP/2 message on N32-f. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32f-forward/<apiVersion>v1/n32f-process
This operation shall support the resource URI variables defined in table 6.1.4.2.1-1.
Table 6.2.4.2.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.21.1.



[bookmark: _Toc24986399][bookmark: _Toc34205827][bookmark: _Toc39062011][bookmark: _Toc43277253][bookmark: _Toc49847583][bookmark: _Toc56419560][bookmark: _Toc112683369][bookmark: _Toc138662560]6.2.4.2.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	N32fReformattedReqMsg
	M
	1
	This IE shall contain the reformatted HTTP/2 message comprising the plain text part, encrypted information, meta data and modification chain information. See clause 6.2.5.2.2.



Table 6.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	 N32fReformattedRspMsg
	M
	1
	200 OK
	This represents the successful processing of the reformatted JOSE protected message at the responding SEPP. The responding SEPP shall provide the reformatted and JOSE protected content of the corresponding HTTP/2 response message received from the NF service producer, or the HTTP/2 notification response message received from the NF service consumer.

	ProblemDetails
	O
	0..1
	403 Forbidden
	When the receiving SEPP fails to process the reconstructed message due to PLMN ID or SNPN ID verification failure, the "cause" attribute shall be set to "PLMNID_MISMATCH" or "SNPNID_MISMATCH".

When the receiving SEPP receives HTTP requests over N32-f with purpose, marked using 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4], that does not match with any of the purposes exchanged via the Security Capability Negotiation procedure, then the "cause" attribute shall be set to "REQUESTED_PURPOSE_NOT_ALLOWED".

When the receiving SEPP fails to process the reconstructed message due to the n32fContextId is unknown, the "cause" attribute shall be set to "CONTEXT_NOT_FOUND".

When the receiving SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5, the "cause" attribute shall be set to "UNSPECIFIED".

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.2.4.2.2-3: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	3gpp-Sbi-Message-Priority
	string
	O
	0..1
	3gpp-Sbi-Message-Priority header, defined in 3GPP TS 29.500 [4].



Table 6.2.4.2.2-4: Headers supported by 200 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	3gpp-Sbi-Message-Priority
	string
	O
	0..1
	3gpp-Sbi-Message-Priority header, defined in 3GPP TS 29.500 [4].



* * * Next Change * * * *

[bookmark: _Toc56419562][bookmark: _Toc112683371][bookmark: _Toc138662562]6.2.4.3.1	Description
This service operation queries the communication options supported by the next hop (IPX or SEPP) for N32-f message processing (see clauses 5.3.2.4 and 5.3.4).
The HTTP method OPTIONS shall be used on the following URI:
URI: {apiRoot}/n32f-forward/<apiVersion>v1/n32f-process
This operation shall support the resource URI variables defined in table 6.2.4.3.1-1.
Table 6.2.4.3.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.21.1.




* * * Next Change * * * *

[bookmark: _Toc24986427][bookmark: _Toc34205855][bookmark: _Toc39062039][bookmark: _Toc43277281][bookmark: _Toc49847611][bookmark: _Toc56419592][bookmark: _Toc112683400][bookmark: _Toc138662591]6.3.1	API URI
URIs of this API shall have the following root:
{apiRoot}/{apiName}/{apiVersion}
where "apiRoot" is defined in clause 4.4.1 of 3GPP TS 29.501 [5], the "apiName" shall be set to "nsepp-telescopic" and the "apiVersion" shall be set to "v1" for the current version of this specification.
The Nsepp_Telescopic_FQDN_Mapping Service shall use the SEPP Telescopic FQDN Mapping API.
The API URI of the SEPP Telescopic FQDN Mapping API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP requests from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "nsepp-telescopic".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.3.3.

* * * Next Change * * * *

[bookmark: _Toc24986436][bookmark: _Toc34205864][bookmark: _Toc39062048][bookmark: _Toc43277290][bookmark: _Toc49847620][bookmark: _Toc56419601][bookmark: _Toc112683409][bookmark: _Toc138662600]6.3.3.1	Overview



Figure 6.3.3.1-1: Resource URI structure of the nsepp-telescopic API
Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.3.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	[bookmark: _PERM_MCCTEMPBM_CRPT51080074___4]Mapping
	/mapping
	GET
	Retrieve the mapping between the FQDN in a foreign PLMN and a telescopic FQDN, or viceversa.



* * * Next Change * * * *

[bookmark: _Toc24986439][bookmark: _Toc34205867][bookmark: _Toc39062051][bookmark: _Toc43277293][bookmark: _Toc49847623][bookmark: _Toc56419604][bookmark: _Toc112683412][bookmark: _Toc138662603]6.3.3.2.2	Resource Definition
Resource URI: {apiRoot}/nsepp-telescopic/<apiVersion>v1/mapping
This resource shall support the resource URI variables defined in table 6.3.3.2.2-1.
Table 6.3.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.3.1



* * * End of Changes * * * *
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