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Overall Description
This LS focuses on Race conditions and recovery states of N32 connections
Background
5GMRR analysed the TLS variant of N32-f as described in TS 33.501. The interpretation of 5GMRR is that, during the N32-c handshake an N32 context for the connection is established on each SEPP. A single N32-c handshake and resulting N32 context is used as the reference for two N32-f connections, one in each direction. (See Figure 1)
[image: ]
[bookmark: _Ref139266528]Figure 1	Comment by BSI: Figure incomplete as it does not show the teardown of N32f at the end, or why is that skipped?

However it is not clear how the SEPP should recover from a loss of N32 context (e.g. after outage) or how the SEPP should resolve conflicts in case of simultaneously incoming N32-c handshakes, or in case of incoming N32-c handshakes for existing N32 contexts. Please consider the following cases.

A SEPP receives an n32-c exchange capability message from a peer SEPP in an active connection. This could be due to recovery of the peer SEPP (or any other error) where the peer SEPP has lost all information on active connections.
Question: How should the receiving SEPP handle the message? (Note that terminating the existing context and re-initiating the connection could result in the race condition described in point 2.)
Two SEPPs initiate n32-c connections at the same time. i.e. while SEPP 1 has not received a response to an n32-c exchange capability message it receives another n32 exchange capability message from the peer SEPP.
Question: How should the receiving SEPP handle  the message, given that another context establishment is pending?
Request to 3GPP
GSMA NRG 5GMRR kindly requests 3GPP to clarify how N32 race conditions and recovery states should be handled by the SEPP.
Actions
3GPP is kindly asked to take the following actions:
SA3 to take the above into account and to provide feedback.
CT4 to describe the behaviour of the SEPP in case N32-c handshake requests are received for existing N32 contexts and how potential race conditions should be resolved.
Next meetings
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