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* * * First Change * * * *
5.3.2.1	Introduction
For the Nudm_UEContextManagement service the following service operations are defined:
-	Registration
-	DeregistrationNotification
-	Deregistration
-	Get
-	Update
-	P-CSCF-RestorationNotification
-	P-CSCF-RestorationTrigger
-	AMFDeregistration
-	PEI-Update
-	DataRestorationNotification
-	SendRoutingInfoForSM
-	AuthTrigger
The Nudm_UEContextManagement Service is used by Consumer NFs (AMF, SMF, SMSF, NWDAF) to register at the UDM by means of the Registration service operation.
It is also used by the registered Consumer NFs (AMF) to get notified by means of the DeregistrationNotification service operation when UDM decides to deregister the registered consumer NF.
It is also used by the registered Consumer NFs (AMF, SMF, SMSF, NWDAF) to deregister from the UDM by means of the Deregistration service operation.
It is also used by consumer NFs (NEF, NWDAF, NSSAAF, DCCF, SMF) to retrieve registration information from the UDM by means of the Get service operation.
It is also used by the registered Consumer NFs (AMF, SMF, NWDAF) to update registration information stored at the UDM by means of the Update service operation.
It is also used by the registered Consumer NFs (AMF, SMF) to get notified by means of the P-CSCF-RestorationNotification service operation when UDM detects the need for P-CSCF restoration.
It is also used by the consumer NF (HSS) to trigger P-CSCF restoration by means of the P-CSCF-RestorationTrigger service operation.
It is also used by the consumer NF (HSS) to trigger deregistration of the registered AMF for 3GPP access by means of the AMFDeregistration service operation
It is also used by the consumer NF (HSS) to update the stored PEI in e.g. the UDR, by means of the PEI-Update service operation.
It is also used by consumer NFs to retrieve NWDAF registration information from the UDM by means of the Get service operation.
It is also used by consumer NFs to retrieve addressing information for MT SMS delivery, e.g. addressing of the IP-SM-GW, SMS Router or SMSF serving nodes in both 3GPP and non-3GPP accesses, by means of the SendRoutingInfoForSM service operation.
It is also used by the consumer NF (AAnF) to trigger primary UE authentication by means of the AuthTrigger service operation
[bookmark: _Toc11338385][bookmark: _Toc27584992][bookmark: _Toc36456936][bookmark: _Toc45027815][bookmark: _Toc45028650][bookmark: _Toc67681405][bookmark: _Toc130813960]* * * Next Change * * * *
[bookmark: _Toc11338416][bookmark: _Toc27585027][bookmark: _Toc36456979][bookmark: _Toc45027862][bookmark: _Toc45028697][bookmark: _Toc67681452][bookmark: _Toc130814021]5.3.2.xx	AuthTrigger
5.3.2.xx.1	General
The following procedure using the AuthTrigger service operation is supported:
-	AuthTrigger
5.3.2.xx.2	AuthTrigger
Figure 5.3.2.xx.2-1 shows a scenario where the AAnF sends a request to the UDM to initiate primary UE authentication (see 3GPP TS 33.501 [6]). The request contains the UE's identity which shall be a SUPI.


Figure 5.3.2.xx.2-1: P-CSCF-RestorationTrigger
1.	The AAnF sends a POST request (custom method: trigger-auth) to the UDM.
2.	The UDM responds with "204 No Content".
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
* * * Next Change * * * *
[bookmark: _Toc11338638][bookmark: _Toc27585313][bookmark: _Toc36457295][bookmark: _Toc45028195][bookmark: _Toc45029030][bookmark: _Toc67681792][bookmark: _Toc130814419]6.2.3.1	Overview
This clause describes the structure for the Resource URIs and the resources and methods used for the service.
Figure 6.2.3.1-1 depicts the resource URIs structure for the Nudm_UECM API.



Figure 6.2.3.1-1: Resource URI structure of the Nudm_UECM API
Table 6.2.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.2.3.1-1: Resources and methods overview
	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	Registrations
(Document)
	/{ueId}/registrations
	GET
	Retrieve UE's registration data sets

	
	/{ueId}/registrations/send-routing-info-sm
	send-routing-info-sm
(POST)
	Retrieve addressing information for SMS delivery

	Amf3GppAccessRegistration
(Document)
	/{ueId}/registrations/amf-3gpp-access
	PUT
	Update the AMF registration for 3GPP access

	
	
	PATCH
	Modify the AMF registration for 3GPP access

	
	
	GET
	Retrieve the AMF registration information for 3GPP access

	
	/{ueId}/registrations/amf-3gpp-access/dereg-amf
	dereg-amf (POST)
	Trigger AMF deregistration due to mobility from 5GC to EPC

	
	/{ueId}/registrations/amf-3gpp-access/pei-update
	pei-update
(POST)
	Updates the PEI in the 3GPP Access Registration context

	
	/{ueId}/registrations/amf-3gpp-access/roaming-info-update
	roaming-info-update
(POST)
	Updates the Roaming Information in the AMF 3GPP Registration context

	AmfNon3GppAccessRegistration
(Document)
	/{ueId}/registrations/amf-non-3gpp-access
	PUT
	Update the AMF registration for non 3GPP access

	
	
	PATCH
	Modify the AMF registration for non 3GPP access

	
	
	GET
	Retrieve the AMF registration information for non 3GPP access

	SmfRegistrations
(Store)
	/{ueId}/registrations/smf-registrations
	GET
	Retrieve the SMF registration information

	IndividualSmfRegistration
(Document)
	/{ueId}/registrations/smf-registrations/{pduSessionId}
	PUT
	Create an SMF registration identified by PDU Session Id

	
	
	DELETE
	Delete an individual SMF registration

	
	
	GET
	Retrieve the SMF registration information identified by PDU Session Id.

	
	
	PATCH
	Modify the SMF registration

	Smsf3GppAccessRegistration
(Document)
	/{ueId}/registrations/smsf-3gpp-access
	PUT
	Create or Update the SMSF registration

	
	
	DELETE
	Delete the SMSF registration for 3GPP access

	
	
	GET
	Retrieve the SMSF registration information

	
	
	PATCH
	Modify the SMSF registration for 3GPP access

	SmsfNon3GppAccessRegistration
(Document)
	/{ueId}/registrations/smsf-non-3gpp-access
	PUT
	Create or Update the SMSF registration for non 3GPP access

	
	
	DELETE
	Delete the SMSF registration for non 3GPP access

	
	
	GET
	Retrieve the SMSF registration information for non 3GPP access

	
	
	PATCH
	Modify the SMSF registration for non-3GPP access

	Location(Document)
	/{ueId}/registrations/location
	GET
	Retrieve the UE's location information by GMLC or NEF

	IpSmGwRegistration
(Document)
	/{ueId}/registrations/ip-sm-gw
	PUT
	Create or Update the IP-SM-GW registration

	
	
	DELETE
	Delete the IP-SM-GW registration

	
	
	GET
	Retrieve the IP-SM-GW registration information

	NwdafRegistration
(Document)
	/{ueId}/registrations/nwdaf-registrations/{nwdafRegistrationId}
	PUT
	Create an NWDAF registration

	
	
	DELETE
	Delete an individual NWDAF registration

	
	
	PATCH
	Modify the NWDAF registration

	NwdafRegistrations
(Store)
	/{ueId}/registrations/nwdaf-registrations
	GET
	Retrieve the NWDAF registration(s) information

	Authentication Trigger
	/trigger/trigger-auth
	trigger-auth (POST)
	Trigger UE primary authentication



[bookmark: _Toc11338639][bookmark: _Toc27585314][bookmark: _Toc36457296][bookmark: _Toc45028196][bookmark: _Toc45029031][bookmark: _Toc67681793][bookmark: _Toc130814420]* * * Next Change * * * *
[bookmark: _Toc11338676][bookmark: _Toc27585352][bookmark: _Toc36457348][bookmark: _Toc45028260][bookmark: _Toc45029095][bookmark: _Toc67681857][bookmark: _Toc130814464]6.2.3.yy	Resource: Authentication Trigger
6.2.3.yy.1	Description
This resource is used to trigger UE primary (re)authentication.
6.2.3.yy.2	Resource Definition
Resource URI: {apiRoot}/nudm-uecm/v1/trigger/trigger-auth
This resource shall support the resource URI variables defined in table 6.2.3.2.2-1.
Table 6.2.3.yy.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.2.1



6.2.3.yy.3	Resource Standard Methods
none
6.2.3.yy.4	Resource Custom Operations
6.2.3.yy4.1	Overview
Table 6.2.3.2.yy.1-1: Custom operations
	Operation Name
	Custom operation URI
	Mapped HTTP method
	Description

	trigger-auth
	/trigger/trigger-auth
	POST
	Trigger UE primary (re)authentication



6.2.3.yy.4.2	Operation: trigger-auth
6.2.3.yy.4.2.1	Description
The trigger-auth custom operation is used by the NF service consumer (AAnF) to trigger UE primary (re)authentication. For details see 3GPP TS 33.501 [6].
6.2.3.yy.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 6.2.3.yy.4.2.2-1 and the response data structure and response codes specified in table 6.2.3.yy.4.2.2-2.
Table 6.2.3.yy.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AuthTriggerRequest
	M
	1
	Contains the SUPI



Table 6.2.3.yy.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND	

	NOTE:	The manadatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



* * * Next Change * * * *
[bookmark: _Toc11338682][bookmark: _Toc27585362][bookmark: _Toc36457358][bookmark: _Toc45028270][bookmark: _Toc45029105][bookmark: _Toc67681867][bookmark: _Toc130814475]6.2.6.1	General
This clause specifies the application data model supported by the API.
Table 6.2.6.1-1 specifies the data types defined for the Nudm_UECM service API.
Table 6.2.6.1-1: Nudm_UECM specific Data Types
	Data type
	Clause defined
	Description

	Amf3GppAccessRegistration
	6.2.6.2.2
	The complete set of information relevant to the AMF where the UE has registered via 3GPP access.

	AmfNon3GppAccessRegistration
	6.2.6.2.3
	The complete set of information relevant to the AMF where the UE has registered via non 3GPP access.

	SmfRegistration
	6.2.6.2.4
	The complete set of information relevant to an SMF serving the UE

	SmsfRegistration
	6.2.6.2.6
	The complete set of information relevant to the SMSF serving the UE.

	DeregistrationData
	6.2.6.2.5
	Data sent with the Deregistration Notification

	Amf3GppAccessRegistrationModification
	6.2.6.2.7
	Contains attributes of Amf3GppAccessRegistration that can be modified using PATCH

	AmfNon3GppAccessRegistrationModification
	6.2.6.2.8
	Contains attributes of AmfNon3GppAccessRegistration that can be modified using PATCH

	PcscfRestorationNotification
	6.2.6.2.9
	Information sent to the AMF or SMF when P-CSCF restoration is triggered.

	NetworkNodeDiameterAddress
	6.2.6.2.10
	

	EpsIwkPgw
	6.2.6.2.11
	

	TriggerRequest
	6.2.6.2.12
	

	AmfDeregInfo
	6.2.6.2.13
	

	EpsInterworkingInfo
	6.2.6.2.14
	

	LocationInfo
	6.2.6.2.15
	Information used by (H)GMLC to send Location Service Request

	RegistrationLocationInfo
	6.2.6.2.16
	Serving AMF, optional VGMLC and access type related informations used by (H)GMLC to send Location Request

	VgmlcAddress
	6.2.6.2.17
	The address(es) of VGMLC

	PeiUpdateInfo
	6.2.6.2.18
	

	RegistrationDataSets
	6.2.6.2.19
	

	IpSmGwRegistration
	6.2.6.2.20
	

	SmfRegistrationInfo
	6.2.6.2.20A
	SMF Registration Information

	NwdafRegistration
	6.2.6.2.21
	The complete set of information relevant to an NWDAF serving the UE

	NwdafRegistrationModification
	6.2.6.2.22
	Contains attributes of NwdafRegistration that can be modified using PATCH

	SmfRegistrationModification
	6.2.6.2.23
	Contains attributes of SmfRegistration that can be modified using PATCH

	RoamingInfoUpdate
	6.2.6.2.24
	Roaming Information Update

	DataRestorationNotification
	6.2.6.2.25
	Contains identities representing those UEs potentially affected by a data-loss event at the UDR

	PcscfAddress
	6.2.6.2.26
	Contains the addressing information (IP addresses and/or FQDN) of the P-CSCF

	NwdafRegistrationInfo
	6.2.6.2.27
	List of NwdafRegistration

	RoutingInfoSmRequest
	6.2.6.2.28
	Request body of the send-routing-info-sm custom operation.

	RoutingInfoSmResponse
	6.2.6.2.29
	Addressing information of available nodes for SMS delivery.

	IpSmGwInfo
	6.2.6.2.30
	Addressing information of the IP-SM-GW.

	IpSmGwGuidance
	6.2.6.2.31
	Contains guidance information (e.g. minimum and recommended delivery times) of the IP-SM-GW.

	SmsRouterInfo
	6.2.6.2.32
	Addressing information of the SMS Router configured at the UDM.

	SmsfRegistrationModification
	6.2.6.2.33
	Contains attributes of SmsfRegistration that can be modified using PATCH

	PurgeFlag
	6.2.6.3.2
	This flag indicates whether or not the NF has deregistered.

	E164Number
	6.2.6.3.2
	

	DualRegistrationFlag
	6.2.6.3.2
	Dual Registration Flag

	DeregistrationReason
	6.2.6.3.3
	

	ImsVoPs
	6.2.6.3.4
	

	RegistrationReason
	6.2.6.3.5
	

	RegistrationDataSetName
	6.2.6.3.6
	

	UeReachableInd
	6.2.6.3.7
	UE Reachable Indication

	AuthTriggerRequest
	6.2.6.2.zz
	



Table 6.2.6.1-2 specifies data types re-used by the Nudm_uecm service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_uecm service API.
Table 6.2.6.1-2: Nudm_UECM re-used Data Types
	Data type
	Reference
	Comments

	Dnn
	3GPP TS 29.571 [7]
	Data Network Name with Network Identifier only.

	NfInstanceId
	3GPP TS 29.571 [7]
	Network Function Instance Identifier

	PduSessionId
	3GPP TS 29.571 [7]
	PDU Session ID

	Pei
	3GPP TS 29.571 [7]
	Permanent Equipment Identifier

	ProblemDetails
	3GPP TS 29.571 [7]
	Common data type used in response bodies

	Uri
	3GPP TS 29.571 [7]
	Uniform Resource Identifier

	SupportedFeatures
	3GPP TS 29.571 [7]
	see 3GPP TS 29.500 [4] clause 6.6

	Supi
	3GPP TS 29.571 [7]
	see 3GPP TS 23.501 [2] clause 5.9.2

	Guami
	3GPP TS 29.571 [7]
	Globally Unique AMF Identifier

	PlmnId
	3GPP TS 29.571 [7]
	PLMN Identity

	DiameterIdentity
	3GPP TS 29.571 [7]
	

	AccessType
	3GPP TS 29.571 [7]
	Access Type

	BackupAmfInfo
	3GPP TS 29.571 [7]
	Backup AMFs

	PatchResult
	3GPP TS 29.571 [7]
	

	Gpsi
	3GPP TS 29.571 [7]
	Generic Public Subscription Identitfier

	Ipv4Addr
	3GPP TS 29.571 [7]
	IPv4 address

	Ipv6Addr
	3GPP TS 29.571 [7]
	IPv6 address

	Snssai
	3GPP TS 29.571 [7]
	Single NSSAI

	RedirectResponse
	3GPP TS 29.571 [7]
	Response body of the redirect response message

	Fqdn
	3GPP TS 29.571 [7]
	Fully Qualified Domain Name

	FqdnRm
	3GPP TS 29.571 [7]
	Fully Qualified Domain Name, nullable

	NfGroupId
	3GPP TS 29.571 [7]
	NF Group ID

	ServiceName
	3GPP TS 29.510 [19]
	

	SupiRange
	3GPP TS 29.510 [19]
	

	IdentityRange
	3GPP TS 29.510 [19]
	

	EventId
	3GPP TS 29.520 [58]
	Describes the type of analytics.

	ContextInfo
	6.1.6.2.69
	Defined in the Nudm_SDM API.
Contains the HTTP Headers received by the NFs



[bookmark: _Toc11338683][bookmark: _Toc27585363][bookmark: _Toc36457359][bookmark: _Toc45028271][bookmark: _Toc45029106][bookmark: _Toc67681868][bookmark: _Toc130814476]* * * Next Change * * * *
[bookmark: _Toc11338695][bookmark: _Toc27585376][bookmark: _Toc36457378][bookmark: _Toc45028292][bookmark: _Toc45029127][bookmark: _Toc67681889][bookmark: _Toc130814510]6.2.6.2.zz	Type: AuthTriggerRequest
Table 6.2.6.2.zz-1: Definition of type AuthTriggerRequest
	Attribute name
	Data type
	P
	Cardinality
	Description

	supi
	Supi
	M
	1
	Subscription Permanent Identifier



* * * Next Change * * * *
[bookmark: _Toc11338705][bookmark: _Toc27585387][bookmark: _Toc36457389][bookmark: _Toc45028304][bookmark: _Toc45029139][bookmark: _Toc67681901][bookmark: _Toc130814523]6.2.9	Security
As indicated in 3GPP TS 33.501 [6] and 3GPP TS 29.500 [4], the access to the Nudm_UECM API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [18]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [19]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nudm_UECM API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [19], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nudm_UECM service.
[bookmark: _Toc11338706][bookmark: _Toc27585388][bookmark: _Toc36457390][bookmark: _Toc45028305][bookmark: _Toc45029140]The Nudm_UECM API defines the following scopes for OAuth2 authorization:
Table 6.2.9-1: OAuth2 scopes defined in Nudm_UECM API
	Scope
	Description

	"nudm-uecm"
	Access to the Nudm UE Context Management API

	"nudm-uecm:amf-registration:write"
	Write access (update/modify) to representations of the Amf3GppAccessRegistration and AmfNon3GppAccessRegistration resources.

	"nudm-uecm:smf-registration:write"
	Write access (create/delete/modify) to the representations of a individualSmfRegistration resources.

	"nudm-uecm:smsf-registration:write"
	Write access (create/delete/modify) to representations of the Smsf3GppAccessRegistration and SmsfNon3GppAccessRegistration resources.

	"nudm-uecm:ip-sm-gw-registration:write
	Write access (create/delete/modify) to the representation of the IpSmGwRegistration resource.

	"nudm-uecm:trigger-auth:invoke
	Access to invoke UE primary authentication trigger



[bookmark: _Toc67681902][bookmark: _Toc130814524]* * * Next Change * * * *
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openapi: 3.0.0

info:
  version: '1.3.0-alpha.3'
  title: 'Nudm_UECM'
  description: |
    Nudm Context Management Service.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.503 Unified Data Management Services, version 18.2.0
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.503/'

servers:
  - url: '{apiRoot}/nudm-uecm/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - oAuth2ClientCredentials:
    - nudm-uecm
  - {}

paths:

**********text not shown for clarity***************

  /trigger/trigger-auth:
    post:
      summary: trigger UE primary (re)authentication
      operationId: triggerAuth
      tags:
        - Trigger Primary Authentication
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudm-uecm
        - oAuth2ClientCredentials:
          - nudm-uecm
          - nudm-uecm:trigger-auth:invoke
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthTriggerRequest
        required: true
      responses:
        '204':
          description: No content
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error


**********text not shown for clarity***************


components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nudm-uecm: Access to the nudm-uecm API
            nudm_uecm:amf-registration:write: Write access (update/modify) to representations of the Amf3GppAccessRegistration and AmfNon3GppAccessRegistration resources
            nudm_uecm:smf-registration:write: Write access (create/delete/modify) to the representations of individualSmfRegistration resources
            nudm_uecm:smsf-registration:write: Write access (create/delete/modify) to representations of the Smsf3GppAccessRegistration and SmsfNon3GppAccessRegistration resources
            nudm_uecm:ip-sm-gw-registration:write: Write access (create/delete/modify) to the representation of the IpSmGwRegistration resource
            nudm_uecm:nwdaf-registration:write: Write access (create/delete/modify) to the representation of the NwdafRegistration resource
            nudm_uecm:trigger-auth:invoke: Access to invoke UE primary authentication trigger

*********text not shown for clarity**************

    TriggerRequest:
      description: >
        This data type identifies if the NF service consumer requires to trigger P-CSCF 
        restoration.
      type: object
      required:
        - supi
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        failedPcscf:
          $ref: '#/components/schemas/PcscfAddress'

    AuthTriggerRequest:
      description:
        This data type is used to trigger UE primary authentication 
      type: object
      required:
        - supi
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'


*********text not shown for clarity**************

* * * End of Change * * * *
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