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	Reason for change:
	CT4 has received an LS from GSMA (C4-225023) reporting potential vulnerabilities in the 5GS due to the lack of definition of additional resource/operation-level scope in 5GC APIs (many APIs define a service-level scope only, while possibly supporting service operations with different functionalities and intended consumers).

Nmbsmf_TMGI API defines only one service-level scope so far. This means that when using OAuth2 based authorization tokens, any consumer of the API gets access rights to any of its service operations, e.g. operators cannot grant an authorization token to a consumer only for access to a specific service operation. 

Nmbsmf_TMGI API defines only one resourse (/tmgi). Two methods, POST and DELETE are used to create and delete TMGIs, respectively.

	
	

	Summary of change:
	It is proposed to define resource/operation-level scopes in the Nmbsmf_TMGI API to enable the option for operators to grant authorization tokens for specific service operations.
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	The Nmbsmf_TMGI API definition does not allow an operator using OAuth2 based authorization to authorize consumers to access only specific service operations.
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As indicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the Nmbsmf_TMGI API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nmbsmf_TMGI API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nmbsmf_TMGI service.
The Nmbsmf_TMGI API defines the following scopes for OAuth2 authorization:a single scope "nmbsmf-tmgi" for the entire service, and it does not define any additional scopes at resource or operation level.
Table 6.1.9-1: Oauth2 scopes defined in Nmbsmf_TMGI API
	Scope
	Description

	"nmbsmf-tmgi"
	Access to the Nmbsmf_TMGI API

	"nmbsmf-tmgi:tmgi"
	Access to service operations applying to TMGI resources, i.e. Create and Delete methods.



* * * 2nd Change * * * *
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openapi: 3.0.0

info:
  title: 'Nmbsmf_TMGI'
  version: 1.0.1
  description: |
    MB-SMF TMGI Service.
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: >
    3GPP TS 29.532 V17.3.0; 5G System; 5G Multicast-Broadcast Session Management Services;
    Stage 3.
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.532/

servers:
  - url: '{apiRoot}/nmbsmf-tmgi/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
    - nmbsmf-tmgi

paths:
  /tmgi:
    post:
      summary:  Allocate TMGIs
      tags:
        - TMGI collection
      security:
        - {}
        - oAuth2ClientCredentials:
          - nmbsmf-tmgi
        - oAuth2ClientCredentials:
          - nmbsmf-tmgi
          - nmbsmf-tmgi:tmgi
      operationId: AllocateTmgi
      requestBody:
        description: representation of the TMGIs to be created in the MB-SMF
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/TmgiAllocate'
      responses:
        '200':
          description: successful allocation of TMGIs
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/TmgiAllocated'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    delete:
      summary: Deallocate one or more TMGIs
      operationId: TMGIDeallocate
      security:
        - {}
        - oAuth2ClientCredentials:
          - nmbsmf-tmgi
        - oAuth2ClientCredentials:
          - nmbsmf-tmgi
          - nmbsmf-tmgi:tmgi
      tags:
        - TMGI collection
      parameters:
        - name: tmgi-list
          in: query
          description: One of more TMGIs to be deallocated
          content:
            application/json:
              schema:
                type: array
                items:
                  $ref: 'TS29571_CommonData.yaml#/components/schemas/Tmgi'
                minItems: 1
      responses:
        '204':
          description: successful deallocation of TMGIs
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nmbsmf-tmgi: Access to the nmbsmf-tmgi API
            nmbsmf-tmgi:tmgi: >
              Access to service operations applying to TMGI resources, i.e.
              Create and Delete methods.

 […]
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