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* * * First Change * * * *

[bookmark: _Toc20142342][bookmark: _Toc34217288][bookmark: _Toc34217440][bookmark: _Toc39051803][bookmark: _Toc43210375][bookmark: _Toc49853281][bookmark: _Toc56530070][bookmark: _Toc130937817]6.1.9	Security
As indicated in 3GPP TS 33.501 [11] and 3GPP TS 29.500 [4], the access to the Nnssf_NSSelection API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [12]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [13]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nnssf_NSSelection API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [13], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nnssf_NSSelection service.
The Nnssf_NSSelection API defines the following scopesdoes not define any scopes for OAuth2 authorization:.
Table 6.1.9-1: Oauth2 scopes defined in Nnssf_NSSelection API
	Scope
	Description

	"nnssf-nsselection"
	Access to the Nnssf_NSSelection API

	"nnssf-nsselection:network-slice-information:read"
	Access to read network slice information



* * * Next Change * * * *

[bookmark: _Toc20142411][bookmark: _Toc34217357][bookmark: _Toc34217509][bookmark: _Toc39051872][bookmark: _Toc43210444][bookmark: _Toc49853351][bookmark: _Toc56530142][bookmark: _Toc130937881]A.2	Nnssf_NSSelection API
openapi: 3.0.0

info:
  version: '2.3.0-alpha.2'
  title: 'NSSF NS Selection'
  description: |
    NSSF Network Slice Selection Service.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
[…]
paths:
  /network-slice-information:
    get:
      summary:  Retrieve the Network Slice Selection Information
      tags:
        - Network Slice Information (Document)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nnssf-nsselection
        - oAuth2ClientCredentials:
          - nnssf-nsselection
          - nnssf-nsselection:network-slice-information:read
      operationId: NSSelectionGet
      parameters:
        - name: nf-type
          in: query
          description: NF type of the NF service consumer
          required: true
          schema:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFType'
        - name: nf-id
          in: query
          description: NF Instance ID of the NF service consumer
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        - name: slice-info-request-for-registration
          in: query
          description: Requested network slice information during Registration procedure
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SliceInfoForRegistration'
        - name: slice-info-request-for-pdu-session
          in: query
          description: Requested network slice information during PDU session establishment procedure
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SliceInfoForPDUSession'
        - name: slice-info-request-for-ue-cu
          in: query
          description: Requested network slice information during UE confuguration update procedure
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SliceInfoForUEConfigurationUpdate'
        - name: home-plmn-id
          in: query
          description: PLMN ID of the HPLMN
          content:
            application/json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
        - name: tai
          in: query
          description: TAI of the UE
          content:
            application/json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/Tai'
        - name: supported-features
          in: query
          description: Features required to be supported by the NFs in the target slice instance
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nnssf-nsselection: Access to the Nnssf_NSSelection API
            nnssf-nsselection:network-slice-information:read: >
              Access to read network slice information
[…]
* * * End of Changes * * * *

