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	Reason for change:
	As the agreed SA3 CR S3-222096 below,

[bookmark: _Toc106364546][bookmark: _Toc106372412]7.3.2.1	Nausf_UEAuthentication_ProseAuthenticate service operation
Service operation name: Nausf_UEAuthentication_ProseAuthenticate.
Description: Authenticate the 5G ProSe Remote UE and provides Prose related keying material.
Input, Required: One of the options below:
1)	In the initial authentication request: SUCI or 5GPRUK ID of the 5G ProSe Remote UE, Relay Service Code, Nonce_1.
2)	In the subsequent authentication requests: EAP message.
Input, Optional: None.
Output, Required: One of the options below.
1) EAP message. 
2) Authentication result and if success KNR_ProSe, Nonce_2 and 5GPRUK ID.
Output, Optional: None.

However, CT4 made the related updates based on the previous version, the EAP message is mandatory, others are conditional parameters with the condition “if the authentication is successful”.
[bookmark: _GoBack]
It proposes to align with stage 2.
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[bookmark: _Toc114825746][bookmark: _Toc36456991][bookmark: _Toc45027874][bookmark: _Toc45028709][bookmark: _Toc67681464][bookmark: _Toc90561863]5.2.2.4	ProseAuthenticate
[bookmark: _Toc114825747]5.2.2.4.1	General
The ProseAuthenticate service operation is used in the following scenario:
-	Authenticate the 5G ProSe Remote UE in AUSF
The NF Service Consumer (AMF) requests the authentication of the 5G ProSe Remote UE by providing 5G ProSe Remote UE related information (SUCI or 5GPRUK ID), the Relay Service Code and Nonce_1 to the NF Service Producer (AUSF) in the initial authentication request. When 5GPRUK ID is provided, the AUSF shall retrieve the 5GPRUK from PAnF; when SUCI is provided, the AUSF retrieves 5G ProSe Remote UE related data and authentication method from the UDM. In this case the retrieved authentication method is EAP-AKA. The NF Service Consumer (AMF) shall then return to the AUSF the result received from the 5G ProSe Remote UE to continue the authentication:




Figure 5.2.2.4.1-1: ProSe Authentication
1.	The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain the UE Id (SUCI) or 5GPRUK ID, Relay Service Code and Nonce_1.
2a.	On success, "201 Created" shall be returned if UE Id (SUCI) is received. The payload body shall contain the representation of the resource generated and the "Location" header shall contain the URI of the generated resource (e.g. .../v1/prose_authentications/{authCtxId}). The AUSF generates a sub-resource "prose-auth". There shall be only one sub-resource "prose-auth" per UE identified by the supiOrSuci in ProSeAuthenticationInfo. The AUSF shall provide an hypermedia link towards this sub-resource in the payload to indicate to the AMF where it shall send a POST containing the EAP packet response. The body payload shall also contain the EAP packet EAP-Request/AKA'-Challenge.
2b. On success, "200 OK" shall be returned if 5GPRUK ID is received. The payload body shall contain the KNR_ProSe and Nonce_2. Step 3 to 6 are skipped.
2c.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.2.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.2.3.1-3. 
3.	Based on the relation type, the NF Service Consumer (AMF) shall send a POST request including the EAP-Response/AKA' Challenge received from the 5G ProSe Remote UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).
4a.	On success, and if the AUSF and the UE have indicated the use of protected successful result indications as in IETF RFC 5448 [9] (to be superseded by draft-ietf-emu-rfc5448bis [17]), the AUSF shall reply with a "200 OK" HTTP message containing the EAP Request/AKA' Notification and an hypermedia link towards the sub-resource "prose-auth".
4b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.4.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.4.3.1-3.
NOTE: Steps 4 to 5 are optional.
5.	The NF Service Consumer (AMF) shall send a POST request including the EAP Response/AKA' Notification received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).
6a.	If the ProSe authentication exchange is successfully completed (with or without the optional Notification Request/Response messages exchange), "200 OK" shall be returned to the NF Service Consumer (AMF). The payload shall contain the result of the authentication, an EAP success/failure . The payload shall also contain the KNR_ProSe, Nonce_2 and 5GPRUK ID if the authentication is successful. If the 5G ProSe Remote UE is not authenticated, the AUSF shall set the authResult to AUTHENTICATION_FAILURE.
6b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.4.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.4.3.1-3.

* * * Next Change * * * *
[bookmark: _Toc114825818]6.1.6.2.14	Type: ProSeEapSession
Table 6.1.6.2.14-1: Definition of type ProSeEapSession
	Attribute name
	Data type
	P
	Cardinality
	Description

	eapPayload
	EapPayload
	M
	1
	Contains the EAP packet (see IETF RFC 3748 [18]).
If no EAP packet has been provided by the 5G ProSe Remote UE the null value is conveyed to the AUSF.

	knrProSe
	[bookmark: _Hlk98871270]KnrProSe
	C
	0..1
	If the authentication is successful and no EAP packet has been provided by the 5G ProSe Remote UE, the KNR_ProSe shall be included

	_links
	map(LinksValueSchema)
	C
	1..N
	If the EAP session requires another exchange e.g. for EAP-AKA' notification, this IE shall contain a member whose name is "prose-auth" and the URI to continue the EAP session.
See NOTE.

	authResult
	AuthResult
	C
	0..1
	This IE shall be present if no EAP packet has been provided by the 5G ProSe Remote UE.

When present, this IE shall Iindicates the result of the authentication.

	
	
	
	
	

	nonce2
	Nonce2
	C
	0..1
	If the authentication is successful and no EAP packet has been provided by the 5G ProSe Remote UE, the Nonce_2 shall be included.

	5gPrukId
	5GPrukId
	C
	0..1
	This IE shall be present if authentication is successful and no EAP packet has been provided by the 5G ProSe Remote UE.

When present, this IE shall contain the 5GPRUK ID to the 5G ProSe Remote UE.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.

	NOTE: In the current version of this API, only 0 or 1 hypermedia link is provided.




 * * * End of Changes * * * *
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