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* * * First Change * * * *
[bookmark: _Toc25270651][bookmark: _Toc34310306][bookmark: _Toc36464828][bookmark: _Toc51944560][bookmark: _Toc104886501][bookmark: _Toc25270657][bookmark: _Toc34310312][bookmark: _Toc36464834][bookmark: _Toc51944566][bookmark: _Toc104886507]5.3.2.2.1	General
The Protect service operation is used in the following procedures:
-	Procedure for steering of UE in VPLMN during registration (see clause 6.14.2.1 of 3GPP TS 33.501 [8]);
-	Procedure for steering of UE in VPLMN after registration (see clause 6.14.2.2 of 3GPP TS 33.501 [8]).
The NF Service Consumer (e.g. UDM) uses this service operation to request the AUSF to compute the SoR-MAC-IAUSF and the CounterSoR by providing Steering Information. The NF Service Consumer (e.g. UDM) may also request the AUSF to compute the SoR-XMAC-IUE by providing the indication that an acknowledgement is requested from the UE.





Figure 5.3.2.2.1-1: Steering of UE in VPLMN
1.	The NF Service Consumer (e.g. UDM) shall send a POST request to the AUSF that was used to authenticate the UE. The payload of the body shall contain the Steering Information and the acknowledge indication.
2a.	On success, "200 OK" shall be returned. The payload body shall contain the requested security material (e.g. SoR-MAC-IAUSF, CounterSoR, SoR-XMAC-IUE) necessary to protect the Steering of Roaming procedure.
[bookmark: _PERM_MCCTEMPBM_CRPT03890008___3]SoR Header shall be used to form the input as one of multiple parameters to calculate the SoR-MAC-IAUSF. If SoRHeader attribute is not provided by NF Service Consumer (e.g. UDM) as part of SorInfo, SoR Header shall be constructed by AUSF based on the information received in the request and encoded as specified in clause 9.11.3.51 of 3GPP TS 24.501[20].
2b.	On failure or redirection, one of the HTTP status code listed in table 6.2.3.2.4.2.2-2 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.2.3.2.4.2.2-21. If the CounterSoR associated with the KAUSF of the UE, is about to wrap around, the AUSF shall use the "COUNTER-WRAP" cause.
* * * Next Change * * * *
5.4.2.2.1	General
The Protect service operation is used in the following procedures:
-	Procedure for UE Parameters Update (see clause 6.15.2.1 of 3GPP TS 33.501 [8]).
The NF Service Consumer (e.g. UDM) uses this service operation to request the AUSF to compute the UPU-MAC-IAUSF and CounterUPU by providing the UE Parameters Update Data (UPU Data). The NF Service Consumer (e.g. UDM) may also request the AUSF to compute the UPU-XMAC-IUE by providing the indication that an acknowledgement is requested from the UE.





Figure 5.4.2.2-1: UE Parameters Update in VPLMN
1.	The NF Service Consumer (e.g. UDM) shall send a POST request to the AUSF that was used to authenticate the UE and stores the latest KAUSF for the UE. The payload of the body shall contain the UE Parameters Update Data (UPU Data), the UPU Header and the acknowledge indication.
2a.	On success, "200 OK" shall be returned. The payload body shall contain the requested security material necessary to protect the UE Parameters Update procedure.
2b.	On failure or redirection, one of the HTTP status code listed in table 6.3.3.2.4.2.2-2 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.3.3.2.4.2.2-2. If the CounterUPU associated with the KAUSF of the UE, is about to wrap around, the AUSF shall use the "COUNTER-WRAP" cause.
* * * Next Change * * * *

6.2.3.1	Overview
The structure of the Resource URIs of the Nausf_SoRProtection service is shown in Figure 6.2.3.1-1




Figure 6.2.3.1-1: Resource URI structure of the SoRProtection API
Table 6.2.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.2.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	supiue-sor
(Custom operation)
	/{supi}/ue-sor/generate-sor-data
	generatue-sor-data (POST)
	Resource for SoR security material computation



[bookmark: _Toc25270736][bookmark: _Toc34310393][bookmark: _Toc36464915][bookmark: _Toc51944647][bookmark: _Toc104886593]* * * Next Change * * * *
6.2.3.2	Resource: supiue-sor (Custom operation)
[bookmark: _Toc25270737][bookmark: _Toc34310394][bookmark: _Toc36464916][bookmark: _Toc51944648][bookmark: _Toc104886594]* * * Next Change * * * *
[bookmark: _Toc25270738][bookmark: _Toc34310395][bookmark: _Toc36464917][bookmark: _Toc51944649][bookmark: _Toc104886595]6.2.3.2.2	Resource Definition
Resource URI: {apiRoot}/nausf-sorprotection/v1/{supi}/ue-sor
This resource shall support the resource URI variables defined in table 6.2.3.2.2-1.
Table 6.2.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.2.1

	supi
	Supi
	Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2) 
	pattern: See pattern of type Supi in 3GPP TS 29.571 [10]



[bookmark: _Toc25270739][bookmark: _Toc34310396][bookmark: _Toc36464918][bookmark: _Toc51944650][bookmark: _Toc104886596]* * * Next Change * * * *
[bookmark: _Toc25270741][bookmark: _Toc34310398][bookmark: _Toc36464920][bookmark: _Toc51944652]6.2.3.2.4.1	Overview
Table 6.2.3.2.4.1-1: Custom operations
	Operation Name
	Custom operation URI
	Mapped HTTP method
	Description

	generatue-sor-data
	/generatue-sor-data
	POST
	The AUSF calculates the SoR-MAC-IAUSF and the CounterSoR to protect the Steering Information List provided. It may also calculate the SoR-XMAC-IUE to verify that the UE received the Steering Information List if the indication that an acknowledgement is requested from the UE.



[bookmark: _Toc25270742][bookmark: _Toc34310399][bookmark: _Toc36464921][bookmark: _Toc51944653]* * * Next Change * * * *
6.2.3.2.4.2	Operation: generatue-sor-data
[bookmark: _Toc25270743][bookmark: _Toc34310400][bookmark: _Toc36464922][bookmark: _Toc51944654]* * * Next Change * * * *
[bookmark: _Toc25270776][bookmark: _Toc34310433][bookmark: _Toc36464955][bookmark: _Toc51944687][bookmark: _Toc104886631]6.3.3.1	Overview
The structure of the Resource URIs of the Nausf_UPUProtection service is shown in Figure 6.3.3.1-1



Figure 6.3.3.1-1: Resource URI structure of the UPUProtection API
Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.3.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	supiue-upu
(Custom operation)
	/{supi}/ue-upu/generate-upu-data
	ue-upugenerate-upu-data (POST)
	Resource for UPU security material computation



[bookmark: _Toc25270777][bookmark: _Toc34310434][bookmark: _Toc36464956][bookmark: _Toc51944688][bookmark: _Toc104886632]* * * Next Change * * * *
6.3.3.2	Resource: supiue-upu (Custom operation)
[bookmark: _Toc25270778][bookmark: _Toc34310435][bookmark: _Toc36464957][bookmark: _Toc51944689][bookmark: _Toc104886633]* * * Next Change * * * *
[bookmark: _Toc25270779][bookmark: _Toc34310436][bookmark: _Toc36464958][bookmark: _Toc51944690][bookmark: _Toc104886634]6.3.3.2.2	Resource Definition
Resource URI: {apiRoot}/nausf-upuprotection/v1/{supi}/ue-upu
This resource shall support the resource URI variables defined in table 6.3.3.2.2-1.
Table 6.3.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.3.1

	supi
	Supi
	Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2) 
	pattern: See pattern of type Supi in 3GPP TS 29.571 [10]



[bookmark: _Toc25270780][bookmark: _Toc34310437][bookmark: _Toc36464959][bookmark: _Toc51944691][bookmark: _Toc104886635]* * * Next Change * * * *
[bookmark: _Toc25270782][bookmark: _Toc34310439][bookmark: _Toc36464961][bookmark: _Toc51944693]6.3.3.2.4.1	Overview
Table 6.3.3.2.4.1-1: Custom operations
	Operation Name
	Custom operation URI
	Mapped HTTP method
	Description

	generatue-upu-data
	/generatue-upu-data
	POST
	The AUSF calculates the UPU-MAC-IAUSF and the CounterUPU to protect the UE Parameters Update Data provided. It may also calculate the UPU-XMAC-IUE to verify that the UE received the UE Parameters Update Data if the indication that an acknowledgement is requested from the UE is provided.



[bookmark: _Toc25270783][bookmark: _Toc34310440][bookmark: _Toc36464962][bookmark: _Toc51944694]* * * Next Change * * * *
6.3.3.2.4.2	Operation: generatue-upu-data
[bookmark: _Toc25270784][bookmark: _Toc34310441][bookmark: _Toc36464963][bookmark: _Toc51944695]* * * End Of Change * * * *
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