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* * * First Change * * * *
[bookmark: _Toc25270640][bookmark: _Toc34310293][bookmark: _Toc36464815][bookmark: _Toc51944545][bookmark: _Toc106617971]5.2.2.2.2	5G AKA
In this procedure, the NF Service Consumer (AMF) requests the authentication of the UE by providing UE related information and the Serving Network Name to the NF Service Producer (AUSF), which retrieves UE related data and authentication method from the UDM. In this case the retrieved authentication method is 5G AKA. The NF Service Consumer (AMF) shall then return to the AUSF the result received from the UE:





Figure 5.2.2.2.2-1: 5G AKA
1.	The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id and the Serving Network Name.
2a.	On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource created and the "Location" header shall contain the URI of the created resource (e.g. .../v1/ue_authentications/{authCtxId}). The AUSF generates a sub-resource "5g-aka-confirmation". There shall be only one sub-resource "5g-aka-confirmation" per UE per Serving Network identified by the supiOrSuci and servingNetworkName in AuthenticationInfo. The AUSF shall provide an hypermedia link towards this sub-resource in the payload to indicate to the AMF where it shall send a PUT for the confirmation.
2b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.2.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.2.3.1-3. If the serving network is not authorized, the AUSF shall use the SERVING_NETWORK_NOT_AUTHORIZED "cause".
3.	Based on the relation type, the NF Service Consumer (AMF) deduces that it shall send a PUT containing the "RES*" provided by the UE to the URI provided by the AUSF or derived by itself. The NF Service Consumer (AMF) shall also send a PUT containing null value in the RES* to indicate the failure to the AUSF for the following cases:
-	if the UE is not reached, and the RES* is never received by the NF Service Consumer (AMF);
-	the comparation of the HRES* and HXRES* is unsuccessful in the NF Service Consumer (AMF);
-	the authentication failure is received from the UE, e.g. synchronization failure or MAC failure;
4a.	On success, "200 OK" shall be returned. If the UE is not authenticated, e.g. the verification of the RES* was not successful in the AUSF, the AUSF shall set the value of AuthResult to AUTHENTICATION_FAILURE.
In SNPN onboarding scenarios, if the UE is authenticated successfully, the AUSF may include in the response the FQDN(s) and/or IP address(es) of an onboarding Provisioning Server (PVS) to the NF Service Consumer (AMF); see 3GPP TS 23.501 [2], clause 5.30.2.10.
4b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.3.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.3.3.1-3.

* * * 2nd Change * * * *
[bookmark: _Toc25270643][bookmark: _Toc34310296][bookmark: _Toc36464818][bookmark: _Toc51944548]5.2.2.2.3.2	EAP method: EAP-AKA'
EAP-AKA' is the EAP method used in this procedure



Figure 5.2.2.2.3-1: EAP-based authentication with EAP-AKA' method
1.	The NF Service Consumer (AMF, NSWOF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id, Serving Network Name.
2a.	On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource generated and the "Location" header shall contain the URI of the generated resource (e.g. .../v1/ue_authentications/{authCtxId}). The AUSF generates a sub-resource "eap-session". There shall be only one sub-resource "eap-session" per UE per Serving Network identified by the supiOrSuci and servingNetworkName in AuthenticationInfo. The AUSF shall provide a hypermedia link towards this sub-resource in the payload to indicate to the AMF or NSWOF where it shall send a POST containing the EAP packet response. The body payload shall also contain the EAP packet EAP-Request/AKA'-Challenge.
2b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.2.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.2.3.1-3. In particular, if the serving network is not authorized, the AUSF shall use the "Cause" SERVING_NETWORK_NOT_AUTHORIZED.
3.	Based on the relation type, the NF Service Consumer (AMF, NSOWF) shall send a POST request including the EAP-Response/AKA' Challenge received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF, NSWOF).
4a.	On success, and if the AUSF and the UE have indicated the use of protected successful result indications as in IETF RFC 9048 [17], the AUSF shall reply with a "200 OK" HTTP message containing the EAP Request/AKA' Notification and an hypermedia link towards the sub-resource "eap-session".
4b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.4.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.4.3.1-3.
NOTE: Steps 4 to 5 are optional.
5.	The NF Service Consumer (AMF, NSWOF) shall send a POST request including the EAP Response/AKA' Notification received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF, NSWOF).
6a.	If the EAP authentication exchange is successfully completed (with or without the optional Notification Request/Response messages exchange), "200 OK" shall be returned to the NF Service Consumer (AMF, NSWOF). The payload shall contain the result of the authentication, an EAP success/failure and the Kseaf if the authentication is successful. If the UE is not authenticated, the AUSF shall set the authResult to AUTHENTICATION_FAILURE.
In SNPN onboarding scenarios, if the UE is authenticated successfully, the AUSF may include in the response the FQDN(s) and/or IP address(es) of an onboarding Provisioning Server (PVS) to the NF Service Consumer (AMF) ; see 3GPP TS 23.501 [2], clause 5.30.2.10.
6b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.4.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.4.3.1-3.

* * * 3rd Change * * * *
[bookmark: _Toc25270700][bookmark: _Toc34310357][bookmark: _Toc36464879][bookmark: _Toc51944611][bookmark: _Toc106618038]6.1.6.2.2	Type: AuthenticationInfo
Table 6.1.6.2.2-1: Definition of type AuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	supiOrSuci
	SupiOrSuci
	M
	1
	Contains the SUPI or SUCI of the UE.

	servingNetworkName
	ServingNetworkName
	M
	1
	Contains the Serving Network Name.

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP 33.501 [8] clause 9.4.

	pei
	Pei
	O
	0..1
	Permanent Equipment Identifier

	traceData
	TraceData
	O
	0..1
	Contains TraceData provided by the UDM to the AMF

	udmGroupId
	NfGroupId
	O
	0..1
	Identity of the UDM group serving the SUPI

	routingIndicator
	String
	O
	0..1
	When present, it shall indicate the Routing Indicator of the UE.
Pattern: '^[0-9]{1,4}$'

	cellCagInfo
	array(CagId)
	O
	1..N
	CAGList of the CAG cell.

	n5gcInd
	boolean
	O
	0..1
	N5GC device indicator (see 3GPP TS 33.501 [8]) When present, this IE shall be set as follows:
[bookmark: _PERM_MCCTEMPBM_CRPT03890022___2]-	true: authentication is for a N5GC device;
-	false (default): authentication is not for a N5GC device.
See NOTE

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.

	pvsInfo
	array(ServerAddressingInfo)
	O
	1..N
	Addressing information FQDN(s) and/or IP address(es) of the SNPN UE onboarding Provisioning Servers (PVS).

	nswoInd
	boolean
	O
	0..1
	NSWO Indicator (see 3GPP TS 33.501 [8])

	disasterRoamingInd
	boolean
	O
	0..1
	Disaster Roaming Indicator (see 3GPP TS 23.502 [3]).
When present, this IE shall be set as follows:
-	true: Disaster Roaming service is applied;
-	false (default): Disaster Roaming service is not applied.

	NOTE:	The attribute n5gcInd is used for EAP-TLS, which is described in the informative annex O of 3GPP TS 33.501 [8] and is not mandatory to support.



* * * 4th Change * * * *
[bookmark: _Toc25270705][bookmark: _Toc34310362][bookmark: _Toc36464884][bookmark: _Toc51944616][bookmark: _Toc106618043]6.1.6.2.7	Type: EapSession
Table 6.1.6.2.7-1: Definition of type EapSession
	Attribute name
	Data type
	P
	Cardinality
	Description

	eapPayload
	EapPayload
	M
	1
	Contains the EAP packet (see IETF RFC 3748 [18]).
If no EAP packet has been provided by the UE the null value is conveyed to the AUSF.

	kSeaf
	Kseaf
	C
	0..1
	Shall be absent for N5GC device authentication; otherwise:
If the authentication is successful, the Kseaf shall be included

	_links
	map(LinksValueSchema)
	C
	1..N
	If the EAP session requires another exchange e.g. for EAP-AKA' notification, this IE shall contain a member whose name is "eap-session" and the URI to continue the EAP session.
See NOTE.

	authResult
	AuthResult
	C
	0..1
	Indicates the result of the authentication.

	supi
	Supi
	C
	0..1
	If the authentication is successful and if the AMF had provided a SUCI, this IE shall contain the SUPI of the UE.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.

	pvsInfo
	array(ServerAddressingInfo)
	O
	1..N
	Addressing information FQDN(s) and/or IP address(es) of the SNPN UE onboarding Provisioning Servers (PVS).

	NOTE: In the current version of this API, only 0 or 1 hypermedia link is provided.



* * * 5th Change * * * *
[bookmark: _Toc25270706][bookmark: _Toc34310363][bookmark: _Toc36464885][bookmark: _Toc51944617][bookmark: _Toc106618044]6.1.6.2.8	Type: ConfirmationDataResponse
Table 6.1.6.2.8-1: Definition of type ConfirmationDataResponse
	Attribute name
	Data type
	P
	Cardinality
	Description

	authResult
	AuthResult
	M
	1
	Indicates the result of the authentication

	supi
	Supi
	C
	0..1
	If the authentication is successful and if the AMF had provided a SUCI, this IE shall contain the SUPI of the UE

	kseaf
	Kseaf
	C
	0..1
	Contains the Kseaf if authentication is successful.

	pvsInfo
	array(ServerAddressingInfo)
	O
	1..N
	Addressing information FQDN(s) and/or IP address(es) of the SNPN UE onboarding Provisioning Servers (PVS).



* * * End of Changes * * * *
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