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1. Introduction
Clause 5.2.10.1 in 3GPP TS 29.500 reads:
As indicated in IETF RFC 3986 [14], the URI syntax defines a set of characters (a subset of the URI allowed characters) as delimiters of syntax components; those characters are called "reserved" and should not be used in URI fields intended to convey generic data (e.g., in the value part of a query parameter, or in the URI path segments), since this would interfere with the original meaning (syntax) of those reserved characters.
Clauses 5.2.10.2 and 5.2.10.3 in 3GPP TS 29.500 further specify that specific set of the reserved characters shall be percent-encoded when used in URI components (e.g., path segments, values of query parameters, etc.) or in HTTP/2 request body with media type "application/x-www-form-urlencoded".
The above resolves ambiguity when the receiver of an HTTP message decodes this.
2. Problem identification
The problem arises when HTTP module passes the decoded URI component to the upper layer. Let's look into an example.
Let's say, an example URI path has the following format:
URI：../nsmf-pdusession/v1/sm-contexts/{smContextRef}/modify
The sender populates 'smContextRef' with e.g. the following string 'abc/def'. The sender percent-encodes '/' character (ASCII value U+002f) into %2f:
URI: ../nsmf-pdusession/v1/sm-contexts/abc%2fdef/modify	
The receiving module,  the HTTP stack correctly decodes the path, restoring the original '/' character in the string:	
URI: ../nsmf-pdusession/v1/sm-contexts/abc/def/modify				 
The receiving module forwards the decoded path with the original '/' character to the upper layer. Therefore, when the upper layer receives the URI, it will assume 'abc' and 'def' are different segments separated by the unintended '/' delimiter.
[bookmark: _GoBack]Similar problem arises when the question mark character '?' (ASCII value U+003f) is percent-encoded (%3f) and is included in the original URI path. The upper layer receives an extra question mark character, which convert the rest of the string into a query parameter.
3. Proposal
The following changes would resolve the problem. '/' and '?' characters shall not be allowed into the path segments and the query parameters.
CR 29.500 0337 Rel-17 URL Encoding of data (C4-224071) implements the above changes.
