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For definitive guidance on drafting 3GPP TSs and TRs, see 3GPP TS 21.801 supplemented by the 3GPP web page http://www.3gpp.org/specifications-groups/delegates-corner/writing-a-new-spec. 
Ensure all blue guidance text is removed before submitting the TS/TR to the TSG for approval.
[bookmark: foreword][bookmark: _Toc100261655]Foreword
This clause is mandatory; do not alter the text in any way other than to choose between "Specification" and "Report". 
[bookmark: spectype3]This Technical Specification|Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In drafting the TS/TR, pay particular attention to the use of modal auxiliary verbs! TRs shall not contain any normative provisions.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction]Introduction
This clause is optional. If it exists, it shall be the second unnumbered clause.
[bookmark: scope][bookmark: _Toc100261656]
1	Scope
This clause shall start on a new page.
The present document …
[bookmark: references][bookmark: _Toc100261657]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
It is preferred that the reference to 21.905 be the first in the list.
[bookmark: definitions][bookmark: _Toc100261658]3	Definitions of terms, symbols and abbreviations
This clause and its three subclauses are mandatory. The contents shall be shown as "void" if the TS/TR does not define any terms, symbols, or abbreviations.
[bookmark: _Toc100261659]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Definition format (Normal)
<defined term>: <definition>.
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc100261660]3.2	Symbols
For the purposes of the present document, the following symbols apply:
Symbol format (EW)
<symbol>	<Explanation>

[bookmark: _Toc100261661]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Abbreviation format (EW)
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc100261662]4	Overview
This clause will introduce the Service Based Interface specified in this document.
It will include the relevant architecture aspects of the service based interface. Both representation models (SBI and reference point) shall be shown.

[bookmark: _Toc510696585][bookmark: _Toc35971377][bookmark: _Toc98142546][bookmark: _Toc100261663]5	Services offered by the 5G PKMF
[bookmark: _Toc510696586][bookmark: _Toc35971378][bookmark: _Toc98142547][bookmark: _Toc100261664]5.1	Introduction
This clause will list the different services produced by the NF.
Table 5.1-1: List of 5G PKMF Services
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	
	
	
	



Table 5.1-2 summarizes the corresponding APIs defined for this specification.
Table 5.1-2: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	<service name>
	<ref clause>
	<short description as included in the OpenAPI file>
	<file name>
	<apiName in the URI>
	<ref Annex>




[bookmark: _Toc510696587][bookmark: _Toc35971379][bookmark: _Toc98142548][bookmark: _Toc100261665]5.2	Npkmf_PKMFKeyRequest Service
[bookmark: _Toc510696588][bookmark: _Toc35971380][bookmark: _Toc98142549][bookmark: _Toc100261666]5.2.1	Service Description
[bookmark: _Toc510696589][bookmark: _Toc35971381][bookmark: _Toc98142550][bookmark: _Toc100261667]5.2.2	Service Operations
[bookmark: _Toc510696590][bookmark: _Toc35971382][bookmark: _Toc98142551][bookmark: _Toc100261668]5.2.2.1	Introduction
[bookmark: _Toc510696591][bookmark: _Toc35971383][bookmark: _Toc98142552][bookmark: _Toc100261669]5.2.2.2	ProseKey
[bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc98142553][bookmark: _Toc100261670]5.2.2.2.1	General
This clause provides a general description of the service operation.
[bookmark: _Toc510696593][bookmark: _Toc35971385][bookmark: _Toc98142554][bookmark: _Toc100261671]5.2.2.2.2	<Procedure 1 using service operation 1 of service 1>
[bookmark: _Toc510696594][bookmark: _Toc35971386][bookmark: _Toc98142555][bookmark: _Toc100261672]5.2.2.2.3	<Procedure 2 using service operation 1 of service 1>

[bookmark: _Toc510696597][bookmark: _Toc35971389][bookmark: _Toc98142556][bookmark: _Toc100261673]6	API Definitions
[bookmark: _Toc510696598][bookmark: _Toc35971390][bookmark: _Toc98142557][bookmark: _Toc100261674]6.1	Npkmf_PKMFKeyRequest Service API
[bookmark: _Toc510696599][bookmark: _Toc35971391][bookmark: _Toc98142558][bookmark: _Toc100261675]6.1.1	Introduction
This clause specifies the API Name and Version.
[bookmark: _Toc510696600]The <Service 1> shall use the <Service 1> API.
The API URI of the <Service 1> API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP requests from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [6], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [6].
-	The <apiName> shall be "<service 1 API name>".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.1.3.
[bookmark: _Toc35971392][bookmark: _Toc98142559][bookmark: _Toc100261676]6.1.2	Usage of HTTP
[bookmark: _Toc510696601][bookmark: _Toc35971393][bookmark: _Toc98142560][bookmark: _Toc100261677]6.1.2.1	General
This clause will include a reference to TS 29.500 for the description of the Transport and HTTP/2.0 protocol requirements and for the security requirements.
[bookmark: _Toc510696602]HTTP/2, IETF RFC 7540 [8], shall be used as specified in clause 5 of 3GPP TS 29.500 [5].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [5].
The OpenAPI [7] specification of HTTP messages and content bodies for the <API Name> API is contained in Annex A.
[bookmark: _Toc35971394][bookmark: _Toc98142561][bookmark: _Toc100261678]6.1.2.2	HTTP standard headers
[bookmark: _Toc510696603][bookmark: _Toc35971395][bookmark: _Toc98142562][bookmark: _Toc100261679]6.1.2.2.1	General
[bookmark: _Toc510696604]See clause 5.2.2 of 3GPP TS 29.500 [5] for the usage of HTTP standard headers.
Add specific information for the API if applicable.
[bookmark: _Toc35971396][bookmark: _Toc98142563][bookmark: _Toc100261680]6.1.2.2.2	Content type
This clause will indicate the encoding of HTTP requests/responses and the applicable MIME media type for the related Content-Type header. Adjust the text below if additional payload types are used e.g. for HATEOS.
[bookmark: _Toc510696605]JSON, IETF RFC 8259 [9], shall be used as content type of the HTTP bodies specified in the present specification as specified in clause 5.4 of 3GPP TS 29.500 [5]. The use of the JSON format shall be signalled by the content type "application/json".
[bookmark: _Hlk525213471][bookmark: _Hlk525213025]"Problem Details" JSON object shall be used to indicate additional details of the error in a HTTP response body and shall be signalled by the content type "application/problem+json", as defined in IETF RFC 7807 [10].
[bookmark: _Toc35971397][bookmark: _Toc98142564][bookmark: _Toc100261681]6.1.2.3	HTTP custom headers
[bookmark: _Toc489605322][bookmark: _Toc492899753][bookmark: _Toc492900032][bookmark: _Toc492967834][bookmark: _Toc492972922][bookmark: _Toc492973142][bookmark: _Toc492974840][bookmark: _Toc510696606]The mandatory HTTP custom header fields specified in clause 5.2.3.2 of 3GPP TS 29.500 [5] shall be applicable.
Add specific information for the API if applicable.
[bookmark: _Toc510696607][bookmark: _Toc35971398][bookmark: _Toc98142565][bookmark: _Toc100261682]6.1.3	Resources
[bookmark: _Toc510696608][bookmark: _Toc35971399][bookmark: _Toc98142566][bookmark: _Toc100261683]6.1.3.1	Overview
This clause will describe the structure for the Resource URIs and the resources and methods used for the service.
Example:


Figure 6.1.3.1-1: Resource URI structure of the <xyz > API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	<Resource name>
	<relative URI below root>
	GET
	<Operation executed by GET>

	
	
	PUT
	<Operation executed by PUT>

	
	
	PATCH
	<Operation executed by PATCH>

	
	
	POST
	<Operation executed by POST>

	
	
	DELETE
	<Operation executed by DELETE>

	
	
	Custom operation
	<Operation executed by custom operation>



[bookmark: _Toc510696609][bookmark: _Toc35971400][bookmark: _Toc98142567][bookmark: _Toc100261684]6.1.3.2	Resource: <resource 1>
Where <resource 1> is to be replaced by the resource name, e.g. PduSession.
[bookmark: _Toc510696610][bookmark: _Toc35971401][bookmark: _Toc98142568][bookmark: _Toc100261685]6.1.3.2.1	Description
This clause will specify what the resource represents or what it is used for.
[bookmark: _Toc35971402][bookmark: _Toc98142569][bookmark: _Toc100261686][bookmark: _Toc510696612]6.1.3.2.2	Resource Definition
This clause will describe the Resource URI and the supported resource variables.
Resource URI: {apiRoot}/<apiName>/<apiVersion>/xxx
This resource shall support the resource URI variables defined in table 6.1.3.2.2-1.
Table 6.1.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1

	apiVersion
	string
	See clause 6.1.1

	<name>
	<type>
	<definition>



[bookmark: _Toc35971403][bookmark: _Toc98142570][bookmark: _Toc100261687]6.1.3.2.3	Resource Standard Methods
The following clauses will specify the standard methods supported by the resource.
It will describe, for each method, the use of the method, the URI query parameters supported by the method, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696613][bookmark: _Toc35971404][bookmark: _Toc98142571][bookmark: _Toc100261688]6.1.3.2.3.1	< method 1 >
This clause will specify the meaning of the method applied on the resource.
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the <method 1> method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	<name> or n/a
	<type> or <leave empty>
	<M, C or O>
	0..1 or 1 or 0..N or 1..N or <leave empty>
	<only if applicable>
	



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the <method 1> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/a
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.1.3.2.3.1-3: Data structures supported by the <method 1> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/a
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The manadatory HTTP error status code for the <method 1> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [5] also apply.



Table 6.1.3.2.3.1-4: Headers supported by the <e.g. GET> method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	<header name> 
	<data type>
e.g. string
	"M", "C" or "O"
	"0..1", "1", "1..N",  "1..N", or <leave empty>
	<description>



Table 6.1.3.2.3.1-5: Headers supported by the <e.g. 200> response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	
<header name> 
	
<data type>
e.g. string
	"M", "C" or "O"
	
"0..1", "1", "1..N",  "1..N", or <leave empty>
	<description>



Table 6.1.3.2.3.1-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	<link name>
e.g. search
	<resource 1>
e.g. Stored Search (Document)
	<method 1>
e.g. GET
	<parameter>
e.g. searchId
	<description of the link>




[bookmark: _Toc510696614][bookmark: _Toc35971405][bookmark: _Toc98142572][bookmark: _Toc100261689]6.1.3.2.3.2	< method 2 >
And so on if there are more than two methods supported by the resource. Same structure as in clause 6.1.3.2.3.1.
[bookmark: _Toc510696615][bookmark: _Toc35971406][bookmark: _Toc98142573][bookmark: _Toc100261690]6.1.3.2.4	Resource Custom Operations
The following clauses will specify the custom operations supported by the resource.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696616][bookmark: _Toc35971407][bookmark: _Toc98142574][bookmark: _Toc100261691]6.1.3.2.4.1	Overview
[bookmark: _Toc510696617]Table 6.1.3.2.4.1-1: Custom operations
	Operation name
	Custom operaration URI
	Mapped HTTP method
	Description

	<custom operation name>
	<custom operation URI>
	e.g.POST
	<Operation executed by Custom operation>

	
	
	
	



[bookmark: _Toc35971408][bookmark: _Toc98142575][bookmark: _Toc100261692]6.1.3.2.4.2	Operation: < operation 1 >
This clause will specify the meaning of the operation applied on the resource.
[bookmark: _Toc510696618][bookmark: _Toc35971409][bookmark: _Toc98142576][bookmark: _Toc100261693]6.1.3.2.4.2.1	Description
This sublause will describe the custom operation and what it is used for, and the custom operation's URI.
[bookmark: _Toc510696619][bookmark: _Toc35971410][bookmark: _Toc98142577][bookmark: _Toc100261694]6.1.3.2.4.2.2	Operation Definition
This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the request data structures specified in table 6.1.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.1.3.2.4.2.2-2.
Table 6.1.3.2.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.1.3.2.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The manadatory HTTP error status code for the <e.g. POST> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [5] also apply.



[bookmark: _Toc510696622][bookmark: _Toc35971413][bookmark: _Toc98142578][bookmark: _Toc100261695]6.1.4	Custom Operations without associated resources
[bookmark: _Toc510696623][bookmark: _Toc35971414][bookmark: _Toc98142579][bookmark: _Toc100261696]6.1.4.1	Overview
This clause will specify custom operations without any associated resource (i.e. RPC) supported by this API.
Table 6.1.4.1-1: Custom operations without associated resources
	Custom operation URI
	Mapped HTTP method
	Description

	<custom operation URI>
	e.g.POST
	<Operation executed by Custom operation>

	
	
	



[bookmark: _Toc510696624][bookmark: _Toc35971415][bookmark: _Toc98142580][bookmark: _Toc100261697]6.1.4.2	Operation: <operation 1>
Where <operation 1> is to be replaced by the name of the custom operation, e.g. Authentication_Information_Request.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696625][bookmark: _Toc35971416][bookmark: _Toc98142581][bookmark: _Toc100261698]6.1.4.2.1	Description
This sublause will describe the custom operation and what it is used for, and the custom operation's URI.
[bookmark: _Toc510696626][bookmark: _Toc35971417][bookmark: _Toc98142582][bookmark: _Toc100261699]6.1.4.2.2	Operation Definition
This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the response data structures and response codes specified in tables 6.1.4.2.2-1 and 6.1.4.2.2-2.
Table 6.1.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.1.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The manadatory HTTP error status code for the <e.g. POST> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [5] also apply.



[bookmark: _Toc510696627][bookmark: _Toc35971418][bookmark: _Toc98142583][bookmark: _Toc100261700]6.1.4.3	Operation: < operation 2>
And so on if there are more than one custom operations supported by the service. Same structure as in clause 6.1.4.2.
[bookmark: _Toc510696628][bookmark: _Toc35971419][bookmark: _Toc98142584][bookmark: _Toc100261701]6.1.5	Notifications
[bookmark: _Toc510696629][bookmark: _Toc35971420][bookmark: _Toc98142585][bookmark: _Toc100261702]6.1.5.1	General
This clause will specify the use of notifications and corresponding protocol details if required for the specific service. When notifications are supported by the API, it will include a reference to the general description of notifications support over the 5G SBIs specified in TS 29.500 / TS 29.501.
[bookmark: _Toc510696630][bookmark: _Toc510696632]Notifications shall comply to clause 6.2 of 3GPP TS 29.500 [5] and clause 4.6.2.3 of 3GPP TS 29.501 [6].
Table 6.1.5.1-1: Notifications overview
	Notification
	Callback URI
	HTTP method or custom operation
	Description
(service operation)

	<notification 1>
e.g. Status Change Notification

	< Callback URI >
e.g. {StatusCallbackUri}
	
e.g POST
	
e.g. Notify Event 

	
	
	
	



[bookmark: _Toc35971421][bookmark: _Toc98142586][bookmark: _Toc100261703]6.1.5.2	ProseKey
[bookmark: _Toc532994455][bookmark: _Toc35971422][bookmark: _Toc98142587][bookmark: _Toc100261704][bookmark: _Toc510696631]6.1.5.2.1	Description
The Event Notification is used by the NF service producer to report one or several observed Events to a NF service consumer that has subscribed to such Notifications.
[bookmark: _Toc532994456][bookmark: _Toc35971423][bookmark: _Toc98142588][bookmark: _Toc100261705]6.1.5.2.2	Target URI
The Callback URI "{notifUri}" shall be used with the callback URI variables defined in table 6.1.5.2.2-1.
Table 6.1.5.2.2-1: Callback URI variables
	Name
	Definition

	notifUri
	String formatted as URI with the Callback Uri



[bookmark: _Toc532994457][bookmark: _Toc35971424][bookmark: _Toc98142589][bookmark: _Toc100261706]6.1.5.2.3	Standard Methods
[bookmark: _Toc532994458][bookmark: _Toc35971425][bookmark: _Toc98142590][bookmark: _Toc100261707]6.1.5.2.3.1	POST
This method shall support the request data structures specified in table 6.1.5.2.3.1-1 and the response data structures and response codes specified in table 6.1.5.2.3.1-1.
Table 6.1.5.2.3.1-2: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.1.5.2.3.1-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [5] also apply.



[bookmark: _Toc35971427][bookmark: _Toc98142591][bookmark: _Toc100261708]6.1.6	Data Model
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc98142592][bookmark: _Toc100261709]6.1.6.1	General
This clause specifies the application data model supported by the API.
Data types that may be common to multiple APIs (offered by the same or different NFs) should be specified in a new separate TS (similar approach as for TS 29.230 for Diameter AVPs).
Table 6.1.6.1-1 specifies the data types defined for the N5g-PKMF service based interface protocol.

Table 6.1.6.1-1: N5g-PKMF specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	
	
	
	



Table 6.1.6.1-2 specifies data types re-used by the N5g-PKMF service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the N<NF> service based interface.
Table 6.1.6.1-2: N5g-PKMF re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	
	
	
	



[bookmark: _Toc510696634][bookmark: _Toc35971429][bookmark: _Toc98142593][bookmark: _Toc100261710]6.1.6.2	Structured data types
This clause will specify the structured data types.
[bookmark: _Toc510696635][bookmark: _Toc35971430][bookmark: _Toc98142594][bookmark: _Toc100261711]6.1.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc98142595][bookmark: _Toc100261712]6.1.6.2.2	Type: <TypeName 1>
"Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON member names in a JSON object.
"Data type": Data type of the attribute values. If the data type is indicated as "<type>", the attribute value shall be of data type <type>. If the data type is indicated as "array(<type>)", the attribute value shall be an array (see IETF RFC 825]) that contains elements of data type <type>. If the data type is indicated as "map(<type>)", the attribute value shall be an object (see IETF RFC 8259) encoded in the corresponding OpenAPI specification as a map which values are data type <type>. <type> can either be "integer", "number", "string" or "boolean" (as defined in the OpenAPI specification [7]), or a data type defined in a 3GPP specification.
"P": Presence condition of a data structure in request body. It shall be one of "M" (for Mandatory), "C" (for Conditional) and "O" (for Optional).
"Cardinality": Defines the allowed number of occurrence of data type <type>. A cardinality of "M..N", is only allowed for data types "array(<type>)" and "map(<type>)" and indicates the number of elements within the array or map; the values M and N can either be the characters "M" and "N", respectively, or integer numbers; with M being greater than or equal 0, and N being greater than 0 and M. For data type "<type>", the cardinality shall be set to "0..1" if the Presence condition is "C" or "O", and to "1" if the Presence condition is "M".
"Description": Describes the meaning and use of the attribute and may contain normative statements..
Applicability: If the attribute is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [5], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the attribute can be used with any feature.If no optional features are defined for an API, the applicability column can be omitted for that API
Table 6.1.6.2.2-1: Definition of type <TypeName 1>
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	<attribute name>
	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N"
	<only if applicable>
	

	
	
	
	
	
	

	
	
	
	
	
	



[bookmark: _Toc510696637][bookmark: _Toc35971432][bookmark: _Toc98142596][bookmark: _Toc100261713]6.1.6.2.3	Type: <TypeName 2>
And so on if there are more types to specify.
[bookmark: _Toc510696638][bookmark: _Toc35971433][bookmark: _Toc98142597][bookmark: _Toc100261714]6.1.6.3	Simple data types and enumerations
This clause will define simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc510696639][bookmark: _Toc35971434][bookmark: _Toc98142598][bookmark: _Toc100261715]6.1.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc510696640][bookmark: _Toc35971435][bookmark: _Toc98142599][bookmark: _Toc100261716]6.1.6.3.2	Simple data types
The simple data types defined in table 6.1.6.3.2-1 shall be supported.
Table 6.1.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	
	<one simple data type, i.e. boolean, integer, number, or string>
	
	



[bookmark: _Toc510696641][bookmark: _Toc35971436][bookmark: _Toc98142600][bookmark: _Toc100261717]6.1.6.3.3	Enumeration: <EnumType1>
The enumeration <EnumType1> represents <something>. It shall comply with the provisions defined in table 6.1.5.3.3-1.
Table 6.1.6.3.3-1: Enumeration < EnumType1>
	Enumeration value
	Description
	Applicability

	
	
	



[bookmark: _Toc510696642][bookmark: _Toc35971437][bookmark: _Toc98142601][bookmark: _Toc100261718]6.1.6.3.4	Enumeration: <EnumType2>
And so on if there are more enumerations to define.
[bookmark: _Toc510696643][bookmark: _Toc35971438][bookmark: _Toc98142602][bookmark: _Toc100261719]6.1.6.4	Data types describing alternative data types or combinations of data types
[bookmark: _Toc510696644][bookmark: _Toc35971439][bookmark: _Toc98142603][bookmark: _Toc100261720]6.1.6.4.1	Type: <TypeName 1>
The data types describing alternative data types or combinations of data types shall represent an OpenAPI schema object using the "oneOf", "anyOf" or "allOf"  keyword to list alternative or to be combined data types (see the OpenAPI specification [7] and https://swagger.io/docs/specification/data-models/oneof-anyof-allof-not/).
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches , i.e. a list of mutually exclusive alternative data types., as described using the OpenAPI "oneOf" keyword, if the instance matches against one and only one of the alternative data types.
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of non-exclusive alternative data types, as described using the OpenAPI "anyOf" keyword, if the instance matches against one or more of the alternative data types.
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of to be combined data types, as described using the OpenAPI "allOf" keyword, if the instance matches against all of the to be combined data types."Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON elements in a JSON object.
"Data type": Data type of the alternative or to be combined data type. If the data type is indicated as "<type>", the alternative or to be combined data type shall be of data type <type>. If the data type is indicated as "array(<type>)", the alternative or to be combined data type shall be an array (see IETF RFC 8259 [9]) that contains elements of data type <type>. If the data type is indicated as "map(<type>)", the alternative or to be combined data type shall be an object (see IETF RFC 8259 [9]) encoded in the corresponding OpenAPI specification as a map which values are of data type <type>. <type> can either be "integer", "number", "string" or "boolean" (as defined in the OpenAPI specification [7]), or a data type defined in a 3GPP specification.
"Cardinality": Defines the allowed number of occurrence of data type <type>. A cardinality of "M..N", is only allowed for data types "array(<type>)" and "map(<type>)" and indicates the number of elements within the array or map; the values M and N can either be the characters "M" and "N", respectively, or integer numbers; with M being greater than or equal 0, and N being greater than 0. For data type "<type>", the cardinality shall be set to "1".
"Description": Describes the meaning and use of the attribute and may contain normative statements.Applicability: If the attribute is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [5], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the attribute can be used with any feature.
Applicability: If the type is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [5], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the type can be used with any feature. If no optional features are defined for an API, the applicability column can be omitted for that API.
Table 6.1.6.4.1-1: Definition of type <Type name 1> as a list of <"mutually exclusive alternatives" / "non-exclusive alternatives" / "to be combined data types">
	Data type
	Cardinality
	Description
	Applicability

	"<type>" or "array(<type>)" or "map(<type>)"
	"1" or "M..N"
	<only if applicable>
	



[bookmark: _Toc510696645][bookmark: _Toc35971440][bookmark: _Toc98142604][bookmark: _Toc100261721]6.1.6.4.2	Type: <TypeName 2>
And so on if there are more types to specify.
[bookmark: _Toc510696646][bookmark: _Toc35971441][bookmark: _Toc98142605][bookmark: _Toc100261722]6.1.6.5	Binary data
This clause will specify what is encoded in binary part, if multipart media type is agreed to be supported by CT4 and is supported by the API. It shall be omitted if not applicable.
[bookmark: _Toc35971442][bookmark: _Toc98142606][bookmark: _Toc100261723]6.1.6.5.1	Binary Data Types
Table 6.1.6.5.1-1: Binary Data Types
	Name
	Clause defined
	Content type

	< Binary Data 1 >
e.g. N1 SM Message

	< clause >
e.g. 6.1.6.5.2
	<content type>
e.g. vnd.3gpp.5gnas

	
	
	



[bookmark: _Toc20131002][bookmark: _Toc98142607][bookmark: _Toc100261724][bookmark: _Hlk32129811]6.1.6.5.2	< Binary Data 1 >

And so on if there are more binary data to specify
[bookmark: _Toc510696647][bookmark: _Toc35971443][bookmark: _Toc98142608][bookmark: _Toc100261725]6.1.7	Error Handling
This clause will include a reference to the general error handling principles specified in TS 29.501, and further specify any general error handling aspect specific to the API, if any Error handling specific to each method (and resource) is specified in clauses 6.1.3. and 6.1.4.
[bookmark: _Toc35971444][bookmark: _Toc98142609][bookmark: _Toc100261726]6.1.7.1	General
For the <API Name> API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [6]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [5] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [5].
In addition, the requirements in the following clauses are applicable for the <API Name> API.
[bookmark: _Toc35971445][bookmark: _Toc98142610][bookmark: _Toc100261727]6.1.7.2	Protocol Errors
No specific procedures for the <API name> service are specified.
Or add specific information for the API if applicable.
[bookmark: _Toc35971446][bookmark: _Toc98142611][bookmark: _Toc100261728]6.1.7.3	Application Errors
The application errors defined for the <API name>  service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	
	
	


[bookmark: _Toc492899751][bookmark: _Toc492900030][bookmark: _Toc492967832][bookmark: _Toc492972920][bookmark: _Toc492973140][bookmark: _Toc493774060][bookmark: _Toc508285804][bookmark: _Toc508287269][bookmark: _Toc510696648][bookmark: _Toc35971447]
[bookmark: _Toc98142612][bookmark: _Toc100261729]6.1.8	Feature negotiation
The optional features in table 6.1.8-1 are defined for the <API name> API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [5].
Table 6.1.8-1: Supported Features
	Feature number
	Feature Name
	Description

	
	
	



[bookmark: _Toc532994477][bookmark: _Toc35971448][bookmark: _Toc98142613][bookmark: _Toc100261730][bookmark: _Hlk525137310][bookmark: _Toc510696649]6.1.9	Security
As indicated in 3GPP TS 33.501 [11] and 3GPP TS 29.500 [5], the access to the <API Name> API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [12]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [13]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the <API Name> API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [13], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the <API Name> service.
[bookmark: _Hlk530142087]The <API Name> API defines a single scope "<API name in lower letters with underscores>" for the entire service, and it does not define any additional scopes at resource or operation level.

[bookmark: _Toc75850203][bookmark: _Toc56699103][bookmark: _Toc56691839][bookmark: _Toc56677316][bookmark: _Toc85878717][bookmark: _Toc98142614][bookmark: _Toc100261731]6.1.10	HTTP redirection
Examples for styles
The main text of the document should start here, after the above clauses have been added.
The following styles and editing techniques are aimed to help in the formatting of the document using the 3GPP Template: 3GPP_70.dot, available from the 3GPP FTP site (ftp://ftp.3gpp.org/Information).
4.1	Heading styles
Heading styles are included in the 3GPP TS Template and are used as follows:
Do not use any built-in automatic numbering for 3GPP documents. Although this is sometimes useful in the early drafting stages of a document, once the document has been placed under change control, the clause numbering needs to be fixed in order to keep cross-reference consistency as the 3GPP specification set develops.
Heading 1:	Used for Main clauses (1, 2, 3, etc.). Also used for Annex clauses (A.1, A.2, etc.).
Heading 2:	Used for Main clauses (4.1, 4.2, 5.1, 5.2, etc.). Also used for Annex clauses (A.1.1, A.1.2, etc.).
Heading 3:	Used for 2nd level clauses (4.1.1, 4.1.2, 5.1.1, 5.1.2, etc.). Also used for Annex clauses (A.2.1.1, A.2.1.2, etc.).
Heading 4 & 5:	Used for 3rd and 4th level clauses and Annex clauses.
Heading 6 & 7:	Not used, instead use style "H6" so that the title appears in the document, but does not appear in the Table of Contents.
Heading 8:	Used for Main Annex titles in Specifications (3GPP TS) (e.g. Annex A (normative): ).
Heading 9:	Used for Main Annex titles in Reports (3GPP TR) (e.g. Annex A: ).
4.2	Other common styles
Normal:	Used for main document text.
NO:	Used for Notes in the text (Allows Tab and Indent). See example below.
NW:	Same as NO, but Without line space after. Used when there are many notes in sequence.
NOTE 1:	This is an example of a note formatted in style NW. The style is designed to allow space for note numbering and line wrap with a hanging indent. There is no line space after.
NOTE 2:	This is an example of a note formatted in style NO. The style is designed to allow space for note numbering and line wrap with a hanging indent. There is a line space after.
Bullet styles:	The following bullet styles are provided.
B1:	Bullet level 1 for main bullet points.
B2:	Bullet level 2 for sub bullets.
B3-B5:	for further sub bullets.
NOTE:	Bullets are usually formatted manually, using a hyphen ( - ) or alphanumeric identifiers: a), b), or 1), 2) etc. followed by a tab character. Automatic bullet features should not be used as they may be lost if template styles are re-applied later.
Table styles:	TAH, TAL, TAC, TAR, TAN, for TAble Headers, Left justified, Centred, Right justified and Notes in tables: Style TH is used for the Table Heading (title or caption). See example below.
Table 1: Example of table styles
	Col 1 Header (TAH)
	Col 2 Header (TAH)
	Col 3 Header (TAH)

	Left Justified (TAL)
	Centred (TAC)
	Right Justified (TAR)

	NOTE:	A special style is provided for notes within a table (TAN).



Warning: The default setting for table cells is to disallow rows to break at a page boundary. If you include tables with very long cells, likely to extend beyond the bottom of the page (bearing in mind the table header and the page header and footers, and the margin settings), then you must enable that row's "Allow row to break across pages" setting.
Figure styles:	Figures and graphics are formatted with style "TH" which keeps the figure with the following paragraph, usually the figure title. Figure Titles (captions) are formatted with style "TF". See example below.


Figure 1: Example figure layout. To remove "float over text" select the graphic and "Format Object ..." - De‑select "float over text" in the Position Tab

[bookmark: tsgNames]"TSG <Name>" on the front page
The following text are used for the Technical Specification Group "<Name>" on the front Page:
	TSG
	Full Name

	TSG CT
	Core Network and Terminals

	TSG RAN
	Radio Access Network

	TSG SA
	Services and System Aspects












Page setup parameters
This clause defines the margin parameters and the header to be used (implemented in the macros).
Title page (= title section)
A4 portrait, Top: 4 cm, Bottom: 19 cm, Left: 1,5 cm, Right: 1,5 cm, Gutter: 0 cm, Header: 0 cm, Footer: 0 cm.
Portrait sections
A4 portrait, Top: 2.5 cm, Bottom: 2 cm, Left: 2 cm, Right: 2 cm, Gutter: 0 cm, Header: 1,5 cm, Footer: 0,6 cm.
Landscape sections
A4 landscape, Top: 2 cm, Bottom: 2 cm, Left: 2 cm, Right: 2,5 cm, Gutter: 0 cm, Header: 1,5 cm, Footer: 0,6 cm.
Headers and footers
Header
The following contains the master location for all headers (except for the title section). These paragraphs contain framed fields which will result in one header line and are bookmarked "header".
The left-most entry contains a possible additional document reference, e.g. " Release 17", identified on the title page by the use of the ZGSM character style.
Release | 17 | 16 | 15

The centre entry is the page number.
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The right-most entry repeats the title page information, identified by the use of the ZA paragraph style.
3GPP TS ab.cde Vx.y.z (yyyy-mm)

NOTE:	For documents which are split into more than one file, the possible additional document reference and the title page information need to be hardcoded in all files except the one containing the title section.
	NOTE: It has been found that opening very long documents with MS Word 2016 onwards (including versions of Word packaged in MS Office 365) can take a very long time, as can navigating around the document. This applies both in draft view and in print layout view. To solve this problem, the page header for each section of the document may be hard-coded, replicating the text which would otherwise have been automated via the use of ZGSM and ZA styles.
Footer
The footer contains always "3GPP" (except for the title page).
3GPP

Proforma copyright release text block
(e.g. for PICS and PIXIT Proformas)
This text block shall immediately follow the heading of an element (i.e. clause or annex) containing a proforma or template which is intended to be copied by the user. Such an element shall always start on a new page.
X.1	The right to copy
Notwithstanding the provisions of the copyright clause related to the text of the present document, the 3GPP Organizational Partners grant that users of the present document may freely reproduce the <proformatype> proforma in this clause|annex so that it can be used for its intended purposes and may further publish the completed <proformatype>.

Abstract Test Suite (ATS) text block
This text should be used for ATS using TTCN. The subdivision is recommended.
Y	Abstract Test Suite (ATS)
Y.1	Introduction
This ATS has been produced using the Tree and Tabular Combined Notation (TTCN) according to ISO/IEC 9646‑3 [x].
The ATS was developed on a separate TTCN software tool and therefore the TTCN tables are not completely referenced in the table of contents. The ATS itself contains a test suite overview part which provides additional information and references.
Y.2	The TTCN Graphical form (TTCN.GR)
The TTCN.GR representation of this ATS is contained in an Adobe Portable Document Format™ file (<pdf_file_name>.PDF contained in archive <zip_file_name>.ZIP) which accompanies the present document.
Y.3	The TTCN Machine Processable form (TTCN.MP)
The TTCN.MP representation corresponding to this ATS is contained in an ASCII file (<mp_file_name>.MP contained in archive <zip_file_name>.ZIP) which accompanies the present document.
[bookmark: startOfAnnexes][bookmark: _Toc100261732]
Annex <A> (normative):
OpenAPI specification<Normative annex for a Technical Specification>
[bookmark: _Toc510696651][bookmark: _Toc35971451][bookmark: _Toc98142615][bookmark: _Toc100261733]A.1	General
This Annex specifies the formal definition of the API(s) defined in the present specification. It consists of OpenAPI 3.0.0 specifications in YAML format.
This Annex takes precedence when being discrepant to other parts of the specification with respect to the encoding of information elements and methods within the API(s).
NOTE 1:	The semantics and procedures, as well as conditions, e.g. for the applicability and allowed combinations of attributes or values, not expressed in the OpenAPI definitions but defined in other parts of the specification also apply.
Informative copies of the OpenAPI specification files contained in this 3GPP Technical Specification are available on a Git-based repository that uses the GitLab software version control system (see 3GPP TS 29.501 [6] clause 5.3.1 and 3GPP TR 21.900 [14] clause 5B).
[bookmark: _Toc98142616][bookmark: _Toc100261734]A.2	Npkmf_PKMFKeyRequest API




Start each annex on a new page.
Annexes are labelled A, B, C, etc. and designated either "normative" or "informative" depending on their content.
Normative annexes only to appear in Technical Specifications. Use style "Heading 8".


Annex <B> (informative):
<Informative annex for a Technical Specification>
Informative annexes may appear in both Technical Specifications and Technical Reports. Use style "Heading 8" for use in TSs.
Informative annexes shall not contain requirements for the implementation of the Technical Specification.
B.1	Heading levels in an annex
Heading levels within an annex are used as in the main document, but for Heading level selection, the "A.", "B.", etc. are ignored. e.g. B.1.2 is formatted using Heading 2 style.

Annex <B>:
<Informative annex title for a Technical Report>
Informative annexes in Technical Reports do not use "(informative") in the title, since all annexes in TRs are informative. Use style "Heading 9" in TRs.


Annex <C> (informative):
Bibliography
Use style "Heading 8" in TSs and "Heading 9" in TRs. Do not use "informative" in the title in TRs.
The Bibliography is optional. If it exists, it shall follow the last technical annex in the document.
The following material, though not specifically referenced in the body of the present document (or not publicly available), gives supporting information.
Bibliography format
<Publication>: "<Title>".

Annex <D> (informative):
Index
Use style "Heading 8" in TSs and "Heading 9" in TRs. Do not use "informative" in the title in TRs.
The Index is optional. If it exists, it shall immediately precede the Changes history annex.
Generate the index using MS Word's index field feature.

[bookmark: _Toc100261735]
Annex <X>B (informative):
Change history
Use style "Heading 8" in TSs and "Heading 9" in TRs. Do not use "informative" in the title in TRs.
This is the last annex for TS/TSs which details the change history using the following table.
This table is to be used for recording progress during the WG drafting process till TSG approval of this TS/TR.
For TRs under change control, use one line per approved Change Request
Date: use format YYYY-MM
CR: four digits, leading zeros as necessary
Rev: blank, or number (max two digits)
Cat: use one of the letters A, B, C, D, F
Subject/Comment: for TSs under change control, include full text of the subject field of the Change Request cover
New vers: use format [n]n.[n]n.[n]n
[bookmark: historyclause]
	Change history

	Date
	Meeting
	TDoc
	CR
	Rev
	Cat
	Subject/Comment
	New version
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