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*******
*** First Change ***
[bookmark: _Toc11327313][bookmark: _Toc27251378][bookmark: _Toc97622418]4.4	eP-CSCF/eIMS-AGW Function
The Iq reference point is used between the P-CSCF enhanced for WebRTC (eP-CSCF) and the IMS-AGW enhanced for WebRTC (eIMS-AGW), with the following additional functions:
-	media plane interworking extensions as needed for WICs;
-	media security of type "e2ae" (as specified in 3GPP TS 33.328 [12]) for media protocols specific to WebRTC, including media consent, and DTLS-SRTP as key exchange mechanism for media components using SRTP;
-	media security of type "e2ae" (as specified in 3GPP TS 33.328 [12]) for data channels using DTLS-SCTP.
-	NAT traversal support including ICE;
-	the ability to perform any transcoding needed for audio and video codecs supported by the browser; and
-	transport level interworking between data channels and other transport options supported by IMS.
See 3GPP TS 23.228 [2] Annex U for a comprehensive description of the eP-CSCF and eIMS-AGW functions.

*** Next Change ***
[bookmark: _Toc11327338][bookmark: _Toc27251403][bookmark: _Toc97622443]5.11.2.4	End-to-access-edge security for RTP based media using DTLS-SRTP
[bookmark: _Hlk99117566]Support of end-to-access edge security for RTP based media using DTLS-SRTP is mandatory for WebRTC sessions and optional for other SIP sessions.
The eP-CSCF (IMS-ALG) and eIMS-AGW for WebRTC provide end-to-access edge security by using DTLS-SRTP, where DTLS is used to establish keys for SRTP according to IETF RFC 5763 [42], IETF RFC 8842 [81] and IETF RFC 5764 [43].
During the establishment of a WebRTC or SIP session, the IMS-ALG receives "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as the transport protocol in SDP from the served UE (IMS UE or WebRTC IMS Client (WIC)). The IMS-ALG then shall indicate "RTP/AVP" or "RTP/AVPF" over UDP, respectively, as the transport protocol in the corresponding SDP media lines send towards the core network. When an IMS-ALG receives "RTP/AVP" or "RTP/AVPF" in SDP from the core network, the IMS-ALG shall indicate "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol in SDP send towards the served UE (IMS UE or WIC). When the IMS-ALG requests the eIMS-AGW to reserve transport addresses/resources for e2ae media security, the IMS ALG shall configure "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol at the access side termination, and "RTP/AVP" or "RTP/AVPF" over UDP as transport protocol at the core network side termination.
The IMS-ALG shall send the received UE (IMS UE or WIC) certificate fingerprint(s) to the eIMS-AGW that is then able to correlate the fingerprint within the media stream uniquely. For each SRTP/SRTCP media stream to be established with e2ae media security, the eIMS-AGW shall send the fingerprint of its certificate via Iq interface to the IMS-ALG.
If the IMS-ALG received from the UE (IMS UE or WIC) an SDP offer with "a=tls-id" media-level SDP attribute (as specified in IETF RFC 8842 [81]), create a new DTLS association identity and include the "a=tls-id" SDP attribute with the new DTLS association identity in the SDP answer which the IMS-ALG sends to the UE (IMS UE or WIC).
If the IMS-ALG sends to the UE (IMS UE or WIC) an SDP offer, create a new DTLS association identity and include the "a=tls-id" SDP attribute with the new DTLS association identity in the SDP offer.
NOTE:	Already used certificate fingerprints can be assigned to a new DTLS association. If the IMS-AGW uses the same set of fingerprints for a new DTLS association then the IMS-ALG creates a new local "tls-id" attribute value so that the combination of the "tls-id" attribute values of the IMS-ALG and the UE (IMS UE or WIC) is unique across all DTLS associations that might be handled by the IMS-ALG and the UE (IMS UE or WIC), as specified in IETF RFC 8842 [81].
According to procedures defined in 3GPP TS 24.229[11] and 3GPP TS 24.371 [44], the eIMS-AGW shall act as either a DTLS server or client in the DTLS session.
In DTLS-SRTP case, RTP and RTCP data are encrypted using SRTP and SRTCP as defined in IETF RFC 3711 [14].
When the DTLS session is established between the UE (IMS UE or WIC) and the eIMS-AGW, the eIMS-AGW shall be prepared to send and receive SRTP/SRTCP packets of the incoming network side from the UE (IMS UE or WIC), and convert SRTP/SRTCP packets to RTP/RTCP packets to the outgoing network side and vice versa, if the media stream toward the IMS core network is using RTP/RTCP.

*** Next Change ***
[bookmark: _Toc11327455][bookmark: _Toc27251520][bookmark: _Toc97622550][bookmark: _Hlk99117533]6.2.10.5	End-to-access-edge security for RTP based media using DTLS-SRTP
[bookmark: _Hlk99117462]Editor's Note: There are two served user instances of the DTLS service within WebRTC: the data channel and the key exchange for SRTP. Thus, there are either two DTLS connections behind a single DTLS session, or two separate DTLS sessions.
The procedures are similar to that of clause 6.2.1 apart from the IMS-ALG optionally requesting the eIMS-AGW to provide IMS media plane security using DTLS.
Upon receipt of an SDP offer from the IMS access network, the IMS-ALG shall:
-	check the received value of the setup SDP attribute to determine if the IMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:
a) "active" the IMS-AGW needs to act as DTLS server;
b) "passive" the IMS-AGW needs to act as DTLS client; or
c) "actpass" the IMS-ALG shall decide if the IMS-AGW needs to act as DTLS client or DTLS server;
-	if the received SDP offer contains "a=tls-id" media-level SDP attribute (as specified in IETF RFC 8842 [81]), create a new DTLS association identity;
-	when reserving the transport addresses/resources towards the IMS access network:
a)	indicate to the eIMS-AGW "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol;
b)	include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute from the UE (IMS UE or WIC);
c)	include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW; and
d)	if the IMS-AGW needs to act as DTLS client, include the Establish (D)TLS session information element to request the IMS-AGW to start the DTLS session setup;
-	indicate to the eIMS-AGW "RTP/AVP" or "RTP/AVPF" over UDP as transport protocol when reserving the transport addresses/resources towards the IMS core network; and
-	remove the setup SDP attribute and indicate the transport protocol "RTP/AVP" in the offer towards the IMS core network.
Upon receipt of an SDP answer from the IMS core network, the IMS-ALG shall:
-	in the "m=" line indicating the use of SRTP, change the transport protocol to "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF";
-	insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW; and
-	insert the "a=tls-id" SDP attribute containing a new DTLS association identity; and
-	insert the setup SDP attribute with the value:
a) "active" if the IMS-ALG requested the IMS-AGW to act as DTLS client; or
b) "passive" if the IMS-AGW shall take the DTLS server role.
Figure 6.2.10.5.1 shows the message sequence chart example of UE (IMS UE or WIC) originated procedure using DTLS-SRTP.
NOTE 1:	There are two served user instances of the DTLS service within WebRTC: the data channel and the key exchange for SRTP. Thus, there are either two DTLS connections behind a single DTLS session, or two separate DTLS sessions. Below establishment procedures when applied for WebRTC are based on the assumption that there wasn't yet any DTLS procedure triggered from WebRTC data channel side.


Figure 6.2.10.5.1: UEWIC originated procedure using DTLS-SRTP
NOTE 2:	The UE (IMS UE or WIC) may receive the ClientHello prior the SDP answer, thus the handshake might be initiated, but the handshake will not complete until the SDP answer has been received by the UE (IMS UE or WIC).
Upon receipt of an SDP offer from the IMS core network using the "RTP/AVP" or "RTP/AVPF" over UDP as transport protocol the IMS-ALG shall:
-	when reserving the transport addresses/resources towards the IMS access network:
a)	indicate to the eIMS-AGW "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol; and
b)	include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW;
-	when reserving the transport addresses/resources towards the IMS core network indicate to the eIMS-AGW "RTP/AVP" or "RTP/AVPF" over UDP as transport protocol; and
-	modify the SDP offer that will be sent to the IMS access network by:
a)	in the "m=" line that is indicating the use of SRTP, changing the transport protocol to "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF";
b)	inserting the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW;
c)	inserting the "tls-id" SDP attribute with the new DTLS association identity; and
d)	inserting the setup SDP attribute, as defined in IETF RFC 4145 [30], with the value "actpass".
Upon receipt of an SDP answer from the IMS access network containing the use of the "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" transport protocol with the associated fingerprint and setup SDP attributes, the IMS-ALG shall:
-	check the value of the received setup SDP attribute to determine if the IMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:
a) "active" the IMS-AGW needs to act as DTLS server; or
b) "passive" the IMS-AGW needs to act as DTLS client;
-	when modifying the transport addresses/resources towards the IMS access network:
a)	if the IMS-AGW needs to act as DTLS client, include the Establish (D)TLS session information element to request the IMS-AGW to start the DTLS session setup;
b)	include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute; and
c)	if not already provided, include the Notify (D)TLS session establishment Failure Event information element to request the IMS-AGW to report the unsuccessful DTLS session setup; and
-	remove the setup SDP attribute and indicate the transport protocol "RTP/AVP" in the SDP answer towards the IMS core network.
The message sequence chart shown in the figure 6.2.10.5.2 shows the message sequence chart example of UE (IMS UE or WIC) terminated procedure using DTLS-SRTP.


Figure 6.2.10.5.2: UEWIC terminated procedure using DTLS-SRTP
NOTE 3:	The eIMS-AGW might receive the ClientHello prior receiving the MOD-request, but the DTLS handshake will not finish before the MOD-request (more specific: the fingerprint from UE (IMS UE-b or WIC-b) has been received.

*** End of Changes ***
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