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1. Introduction
The paper is to provide an analysis on a GTP-U entity restart, then proposes to introduce enhancements to detect and report of such GTP-U entity restart in an efficient way. 
2. Description
2.1 Detection of a GTP-U restart
About 20 years ago, 3GPP has decided to remove the usage of Recovery from the GTP Echo Response message for user plane (GTP-U), where the Recovery is defined as the restart counter for a GTP entity, since at that time, a GTP entity comprises a Control plane part and user plane part, it is redundant to communicate the restart counter for a GTP entity via both the control plane signalling path and user plane payload path. 
The usage of the "Restart counter" field in the "Recovery" information element in GTP-U messages was changed in March 2000 through 3GPP TS 29.060 Rel-3 CR 096 [7], which was written on 3GPP TS 29.060 V3.4.0 [5] and was implemented in 3GPP TS 29.060 V3.5.0 [6]. The "Reason for change" in the CR reads as follows:
Restart counter in the Echo response message is used to inform the peer node that a node has experienced a restart. It is unnecessary to use the Restart counter value in both GTP-U and GTP-C, since it is sufficient to use it only in GTP-C. Moreover, at Iu interface RANAP already has a procedure for node restarts. 
Therefore it is proposed that the Restart counter value in the Echo Response message is not used in GTP-U. 
The CR also proposes some clarifications how to react when Echo response is received.
Before 3GPP Rel-8, the normative specification of GTP-U was included together with GTPv1 in 3GPP TS 29.060. In 3GPP Rel-8, the normative specification of GTP-U was moved from 3GPP TS 29.060 to 3GPP TS 29.281 [3]. The text on GTP-U was, in fact, left "as was" in 3GPP TS 29.060 [4] and a note was added at the beginning of clause 9 in the specification. The note reads as follows:
From release 8 onwards, the normative specification of the user plane of GTP version 1 is 3GPP TS 29.281 [41]. All provisions about GTPv1 user plane in the present document shall be superseded by 3GPP TS 29.281 [41].
So as specified in TS 29.281 [3], clause 7.2.2:
The Restart Counter value in the Recovery information element shall not be used, i.e. it shall be set to zero by the sender and shall be ignored by the receiver. The Recovery information element is mandatory due to backwards compatibility reasons.
The optional Private Extension contains vendor or operator specific information.
Table 7.2.2-1: Information Elements in an Echo Response
	Information element
	Presence requirement
	Reference

	Recovery
	Mandatory
	8.2

	Private Extension
	Optional
	8.6



Conclusion 1: the motivation as described in the "Reason for change" in the CR to disable the detection of GTP-U entity restart is NOT valid any longer after 3GPP decided to introduce Control Plane and User Plane separation since Rel-14. CP function and UP function have to maintain their own restart counter/recovery timestamp, as specified in clause 19a in 3GPP TS 23.007 (PFCP based restart). 
Conclusion 2: There is no mechanism since then to enable a User Plane function to detect the peer GTP-U entity has restarted.  Consequently, there is no requirement on the peer GTP-U restart. 

2.2 Issues when a remote GTP-U entity has restarted
3GPP has specified relevant requirements for user plane path failure (GTP-U path failure) in 3GPP TS 23.007, clause 20.3 and 3GPP TS 23.527, clause 5.4. See below:
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GTP-U entities shall support detection of path failure by using Echo Request / Echo Response messages in the following way. A path counter shall be reset each time an Echo Response is received on the path and incremented when the T3-RESPONSE timer expires for any Echo Request message sent on the path. The path shall be considered to be down if the counter exceeds N3-REQUESTS.
Upon detecting a path failure, the network node should notify the failure via the Operation and Maintenance system and may either
-	delete the bearer contexts associated with the path in failure; or
-	maintain the bearer contexts associated with the path in failure during an operator configurable maximum path failure duration. The network node shall delete the maintained resources if the path is still down when this duration expires.

The (operator configurable maximum) path failure timer is NORMALLY much larger than the recovery time of a GTP-U entity, i.e., before the path failure can be detected, the GTP-U entity has most likely recovered from its restart. 
Therefore, the mechanism which is used during a GTP-U path failure, e.g., where the UP function is possible to use a single PFCP Node Report Request message to report GTP-U path failure, can't be used for the remote GTP-U entity restart. 
When a GTP-U entity restarts, for example, a gNB has restarted, it will lose all its GTP-U contexts, after it recovers from the restart and it receives DL packets, the gNB is not able to find corresponding contexts for the DL GTP-U packets from (I/V-)UPF, so it just sends a GTP Error Indication for an unknown DL GTP-U packet. 
So, a gNB which has just recovered from its restart will send massive amounts of GTP Error Indication messages to the (I/V-)UPF, which in turn leads to massive amounts of signalling over Sx/N4 interface since the UP function has to report the receiving of GTP Error Indication to the CP function (e.g. (I/V-)SMF; even worse, the CP function needs subsequently to trigger PFCP Session Modification procedure for each of affected PFCP sessions to update the DL Forwarding Action Rule which contains the DL TEID associated with the restarted gNB, i.e. to remove the DL F-TEID (which was allocated by the restarted gNB) and change Apply-Action to "BUFF". (see the signalling flow as below as specified in 5.3.2.1 of 3GPP TS 23.527, where step 3 and step 4 should be optimized.)
The gNB is an example here, any GTP-U entity will apply the same behaviour when it restarts and its contexts on the user plane can't be restored, e.g. by the corresponding control plane. 
NOTE that, if the user plane contexts can be restored by a control plane function, the UP function will be required to not send GTP Error Indication for a period of time, e.g. for an intermediate UPF/SGW-U restart. However, for any GTP-U entity where the GTP-U contexts cannot be restored, e.g., for a restart of (NG)RAN, these GTP-U entities will send GTP error indications. 
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Figure 5.3.2.1-1: GTP-U Error Indication from 5G-AN
1.	The user plane connection of an existing PDU session is activated. Downlink G-PDUs are sent towards the 5G-AN.
2.	The 5G-AN returns a GTP-U Error Indication if it does not have a corresponding GTP-U context (see clause 5.2).
3.	Upon receipt of a GTP-U Error Indication, the UPF shall identify the related PFCP session and send an Error Indication Report to the SMF, as specified in clause 5.10 of 3GPP TS 29.244 [4].
4.	For a GTP-U Error Indication received from a 5G-AN, the SMF shall modify the PFCP session to instruct the UPF to buffer downlink packets.
Conclusion 3: A restarted GTP-U entity, if its GTP-U contexts can't be restored, e.g. by the control plane, will send massive amount of GTP Error Indication messages for the unknown incoming GTP-U packets to the peer User Plane function sending those GTP-U packets; and receiving those GTP Error Indication message leads further massive signalling over Sx/N4 interface, for GTP Error Indication, PFCP Session Modification for affected PDU sessions. Such massive signalling over GTP-U interface and Sx/N4 interface should be avoided.  

3. Proposal
[bookmark: _Hlk61529092]It is proposed to introduce detection of a GTP-U entity restart over GTP-U interface and report such GTP-U entity restart using PFCP Node Report procedure, like GTP-U path failure reporting, to avoid massive amount of PFCP Session signalling for GTP Error Indication, PFCP Session Modification for affected PDU sessions.
C4-216226(CR23.007-0377) starts with a stage 2 CR describing detection of a GTP-U entity restart. 
More CRs are to be submitted for future CT4 meetings to specify the relevant stage 2 procedures and stage 3 protocol impacts as below:
· CR in TS 23.007 to document when SGW-U detects peer GTP-U entities restart e.g. for RAN and PGW-U;
· CR in TS 23.527 to document when Intermediate UPF detects peer GTP-U entities restart, e.g. for NG-RAN and PSA UPF;
· CR in TS 29.281 to document new Recovery Time Stamp IE in Echo Request/Response and GTP-U Error Indication.
· CR in TS 29.244 to document reporting peer GTP-U entity restart and indication to the control plane function that no need PFCP Session Modification signaling to remove F-TEIDs allocated by the restarted GTP-u entity and change the Apply-Action to buffer.
· CR in TS 29.060 to introduce a new Recovery Time Stamp IE (or reuse ULI Time Stamp IE, if so, the description needs to be updated)
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