

	
[bookmark: _GoBack]3GPP TSG-CT WG4 Meeting #107-bis-e	C4-220040
E-Meeting, 17th – 21st January 2022
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	29.941
	CR
	0001
	rev
	-
	Current version:
	17.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Moving Annex D into new TS

	
	

	Source to WG:
	Huawei

	Source to TSG:
	CT4

	
	

	Work item code:
	FS_PortAl
	
	Date:
	2021-12-30

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	In December 2021, CT plenary #94 agreed to move Annex D "3GPP procedures for Service Name and Port Number registry management" away from TR 29.941 into a new TS. 

	
	

	Summary of change:
	Contents of the Annex D is replaced by a refernce to the new TS. New TS is added to clause 2 "References". All references to Annex D are replaced by references to the new TS.

Guidance text is removed from clause 3 and wrong tdoc numbers are corrected in Annex E.

	
	

	Consequences if not approved:
	CT plenary decision is not observed.

	
	

	Clauses affected:
	2, 3, 4.1, 4.4.1, 5.2, Annex D, Annex E.

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


*******
* * * First Change * * * *
[bookmark: _Toc81738516][bookmark: _Toc85874988][bookmark: _Toc89673327][bookmark: _Toc81221238][bookmark: _Toc81738576][bookmark: _Toc85875048][bookmark: _Toc89673387]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 29.835: "Study on Port Number Allocation Alternatives for New 3GPP Interfaces".
[3]	IETF RFC 793: "Transmission Control Protocol".
[4]	IETF RFC 1078: "TCP Port Service Multiplexer (TCPMUX)"
[5]	IETF RFC 2782: "A DNS RR for specifying the location of services (DNS SRV)".
[6]	IETF RFC 4960: "Stream Control Transmission Protocol".
[7]	IETF RFC 5226: "Guidelines for Writing an IANA Considerations clause in RFCs".
[8]	IETF RFC 6066: "Transport Layer Security (TLS) Extensions: Extension Definitions".
[9]	IETF RFC 6083: "Datagram Transport Layer Security (DTLS) for Stream Control Transmission Protocol (SCTP)".
[10]	IETF RFC 6335: "Internet Assigned Numbers Authority (IANA) Procedures for the Management of the Service Name and Transport Protocol Port Number Registry".
[11]	IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".
[12]	IETF RFC 6762: "Multicast DNS".
[13]	IETF RFC 6763: "DNS-Based Service Discovery".
[14]	IETF RFC 7301: "Transport Layer Security (TLS) Application-Layer Protocol Negotiation Extension".
[15]	IETF RFC 7605: "Recommendations on Using Assigned Transport Port Numbers".
[16]	IETF RFC 7805: "Moving Outdated TCP Extensions and TCP-Related Documents to Historic or Informational Status".
[17]	IETF RFC 8126: "Guidelines for Writing an IANA Considerations Clause in RFCs".
[18]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[19]	IETF RFC 1035: "Domain Names – Implementation and specification".
[20]	3GPP TS 29.xxx: "3GPP registry for Service Names and Port Numbers".


* * * 2nd Change * * * *
[bookmark: _Toc70082175][bookmark: _Toc70927183][bookmark: _Toc73782005][bookmark: _Toc81221179][bookmark: _Toc81738517][bookmark: _Toc85874989][bookmark: _Toc89673328][bookmark: _Toc70082179][bookmark: _Toc70927187][bookmark: _Toc73782009][bookmark: _Toc81221183][bookmark: _Toc81738521][bookmark: _Toc85874993][bookmark: _Toc89673332]3	Definitions of terms, symbols and abbreviations
This clause and its three clauses are mandatory. The contents shall be shown as "void" if the TS/TR does not define any terms, symbols, or abbreviations.
[bookmark: _Toc2086438][bookmark: _Toc70082176][bookmark: _Toc70927184][bookmark: _Toc73782006][bookmark: _Toc81221180][bookmark: _Toc81738518][bookmark: _Toc85874990][bookmark: _Toc89673329]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Definition format (Normal)
<defined term>: <definition>.
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc2086439][bookmark: _Toc70082177][bookmark: _Toc70927185][bookmark: _Toc73782007][bookmark: _Toc81221181][bookmark: _Toc81738519][bookmark: _Toc85874991][bookmark: _Toc89673330]3.2	Symbols
Void.For the purposes of the present document, the following symbols apply:
Symbol format (EW)
<symbol>	<Explanation>

[bookmark: _Toc2086440][bookmark: _Toc70082178][bookmark: _Toc70927186][bookmark: _Toc73782008][bookmark: _Toc81221182][bookmark: _Toc81738520][bookmark: _Toc85874992][bookmark: _Toc89673331]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Abbreviation format (EW)
<ABBREVIATION>	<Expansion>

* * * 3rd Change * * * *
4	Selected Solutions
[bookmark: _Toc70082180][bookmark: _Toc70927188][bookmark: _Toc73782010][bookmark: _Toc81221184][bookmark: _Toc81738522][bookmark: _Toc85874994][bookmark: _Toc89673333]4.1	General
Since 2015, IANA had gradually warned 3GPP that a solution should be found to avoid port assignments for protocols only used in 3GPP networks (and not on the public Internet). The last requests were exceptionally granted by the Internet Engineering Steering Group (IESG) only at the conditions that it was the last one(s). Now, it is clear that application for a new port will not be granted without a strong justification and only if:
-	The recommendations given in IETF RFC 7605 [3] have been carefully followed (see Annex C.4);
-	It is proved that there is no other solution than port assignment for service port discovery.
The IETF RFC 7605 [3] provides recommendations to designers of application and service protocols on how to use the transport protocol port number space and when to request a port assignment from IANA. In this document, it is reminded that:
	IANA assigns port numbers so that Internet endpoints do not need pairwise, explicit coordination of the meaning of their port numbers. This is the primary reason for requesting port number assignment by IANA: to have a common agreement between all endpoints on the Internet as to the default meaning of a port number, which provides the endpoints with a default port number for a particular protocol or service.
It is also clarified that:
	Port numbers can also be used for other purposes. Assigned port numbers can simplify end-system configuration, so that individual installations do not need to coordinate their use of arbitrary port numbers. Such assignments may also have the effect of simplifying firewall management, so that a single, fixed firewall configuration can either permit or deny a service that uses the assigned ports.
In typical roaming scenarios, three or more administrative domains can be crossed: visited and home PLMN, one or more IPX providers connecting together via an IPX peering point for traffic exchange between PLMNs. Operators and service providers may even decide to rely on the global connectivity provided by the public Internet for interconnection.
As roaming implies the need for a global configuration of the port to use for a particular protocol, it is strongly recommended for 3GPP to apply to IANA for assigned service name and port number for any protocol potentially supported by roaming interfaces when no other service port discovery (e.g. DNS-based solutions) is applicable.
In non-roaming scenarios, a given interface can still cross multiple domains. For instance, RAN can be supported by an IP-based network distinct from the one supporting the core network even if both are under the same PLMN Another example is the RAN sharing case (i.e. same RAN is used by multiple PLMN's CN) in which the interface between RAN and CN also crosses multiple administrative domains. In such a case, it is also strongly recommended for 3GPP to apply to IANA for assigned service name and port number for any protocol potentially supported by inter-domain interfaces when no other service port discovery (e.g. DNS-based solutions) is applicable.
For 3GPP interfaces that would be used only in intra-domain scenarios, alternative solutions to IANA assigned port numbers are required.
Table 4.1-1 provides brief summary of the identified alternative solutions.
Table 4.1-1: Solution summary 
	Solution
	Port allocation method
	Applicable transport layer protocol
	Suitable (NOTE)
	Comments

	
	
	
	Inter-domain 
	Intra-domain
	

	#1
	Un-assigned
	UDP, TCP, SCTP
	Part
	Yes
	DNS infrastructure based solution (DNS-SD)
The port number is selected dynamically by the interface application locally. DNS server is kept up-to-date with the records like hostnames, IP addresses, locally assigned port numbers, service names supported, etc. for application clients to discover using DNS PTR query.
This solution is suitable for inter-domain scenario with certain limitations.
Inter-PLMN service discovery can be provided using operator DNS servers connected to the IPX, the private, inter-operator IP backbone network. But if the traffic related to the discovered application/interface needs to be controlled, this will not work as the destination port is unknown to security gateway/firewall.

	#2
	Un-assigned
	UDP, TCP, SCTP
	Part
	Yes
	DNS infrastructure based solution (DNS SRV)
This is an alternative to solution#1 in which there is only one logical instance of service <Service> and all clients are expected to use that one logical instance. Application clients can discover the server end point details using DNS SRV query.
Requires DNS infrastructure application clients that support DNS queries.
This solution is suitable for inter-domain scenario with certain limitations.
Inter-PLMN service discovery can be provided using operator DNS servers connected to the IPX, the private, inter-operator IP backbone network operator DNS servers connected to the IPX, the private, inter-operator IP backbone network. But if the traffic related to the discovered application/interface needs to be controlled, this will not work as the destination port is unknown to security gateway/firewall.

	#3
	Un-assigned
	UDP, TCP, SCTP
	No
	Yes
	Multicast DNS based solution (mDNS)
Instead of sending the DNS query to a unicast DNS server, the query is sent to a link-local multicast address. The nodes are implemented with mDNS resolver and responder. The node supporting the service responds to the mDNS query.
This solution is not suitable for Inter-domain scenario, because multicast is restricted to local link.

	#4
	Un-assigned
	UDP, TCP, SCTP
	Part
	Yes
	Unicast DNS based solution (uDNS)
Similar to Solution#3 with only difference that the mDNS query is sent to a pre-configured IP address instead of the link-local multicast address.
This solution is suitable for inter-domain scenario with certain limitations.
If the IP address can be dynamically resolved, e.g. using an FQDN to retrieve an IP from the DNS and inter-domain interface is secured it can be used for Inter-domain scenario. But if DNS has to be used, then this solution has less value than the Solution#1 and the Solution#2.

	#5
	Fixed
	SCTP
	Yes
	Yes
	SCTP MUX based solution using standardized PPID (SCTP MUX)
All new interfaces/applications use a common standardized port number and unique standardized SCTP Payload Protocol Identifier (PPID). The server side implements an SCTP multiplexer that distributes the traffic to intended applications based on PPID value.
This solution is suitable for Inter-domain scenario.

	#6
	Fixed
	UDP, TCP, SCTP
	Part
	Yes
	3GPP allocated port number solution (3GPP)
IANA does not assign any port number from the Dynamic/Private range [49152 - 65535]. If 3GPP standardizes a subrange [65400 - 65500] from this range for 3GPP interfaces and starts allocating port numbers, this may cause port number clash during the actual deployments.
This solution is suitable for inter-domain scenario with certain limitations. The limitation may be mitigated if firewall implementations will start supporting 3GPP allocated port number range.

	#7
	Fixed
	UDP, TCP, SCTP
	No
	Yes
	OAM allocated port number solution (OAM)
Operator becomes responsible for allocating port numbers via OAM from either the User range [1024-49151] or from the Dynamic/Private range [49152 - 65535]. Operator is also responsible for avoiding port number clashes.
This solution is not suitable for Inter-domain scenario.

	#8
	Un-assigned
	UDP, TCP, SCTP
	Yes
	Yes
	Port Registration and Retrieval via NRF based solution (NRF)
NRF is enhanced to support the registration of port number information and the retrieval of the port number by an application client. An application client can use the NF Discovery service to retrieve the port number of a specific protocol, by indicating the protocol type.
On client side, this solution requires support of SBI interface to NRF. On server side, NRF will need to support port number registration and discovery for non-SBI interfaces/applications. If the traffic related to the discovered application/interface needs to be controlled, this will not work as the destination port is unknown for security gateway/firewall.
This solution is suitable for inter-domain scenario.

	NOTE:	'Part' indicates the solution is partially suitable for the inter-domain scenario and certain limitations need to be considered. For instance, with inter-domain scenario, it is not possible to prevent firewalls/security gateways located between two domains from restricting outgoing/incoming network traffic for a specific port not assigned by IANA. It is therefore strongly recommended for 3GPP to apply to IANA for assigned service name and port number.



Annex A on this specification summarizes IANA port allocation policy.
Annexes B.1 and B.2 provide essential background information and also how IANA classifies different port number ranges. Annex B.3 explains relations between the services and port numbers.
Annex C explains IANA procedures for Service Name and Port Number registry management.
3GPP procedures for Service Name and Port Number registry management are specified in 3GPP TS 29.xxx [20], see also Annex D.

* * * 4th Change * * * *
[bookmark: _Toc69591319][bookmark: _Toc70082206][bookmark: _Toc70927214][bookmark: _Toc73782036][bookmark: _Toc81221210][bookmark: _Toc81738548][bookmark: _Toc85875020][bookmark: _Toc89673359]4.4.1	General
In scenarios, when IANA allocated default port numbers cannot be used, while a new 3GPP interface application may require a pre-defined specific server port number, 3GPP becomes responsible for allocating a server port number. Such port numbers should be assigned from a sub-range of the Dynamic/Private Port range [49152 - 65535].
NOTE:	Clause 4 in IETF RFC 6335 [2] specifies that the term "assignment" is used to refer to the procedure by which IANA provides service names and/or port numbers to requesting parties and that other RFCs refer to this as "allocation" or "registration". IANA does not assign port numbers from Dynamic/Private Port range [49152 - 65535] and therefore any application designer is free to use any of these ports at will.
When a new 3GPP Rel-17 and onwards application requires pre-defined server port number, during the application initialization the operating system will tell the new application if the port is already in use or not. If the port is in use by another, legacy application, the new application or operating system shall ensure that the legacy application stops using the port. It is up to the implementation to decide if the legacy application will be forced to stop using the port immediately, or if the legacy application will be granted some period of time for graciously removing the port from usage.
Any sub-range from [49152 - 65535] range would be good for this purpose. 3GPP decided to set aside a sub-range of 101 ports from 65400 to 65500. 3GPP allocated port numbers are documented in 3GPP TS 29.xxx [20], see also Annex D of this specification.

* * * 5th Change * * * *
[bookmark: _Toc89673375][bookmark: _Toc81738564][bookmark: _Toc85875036]5.2	3GPP allocated Service Name and Port Number registry 
3GPP CT4 maintains this TR, because Annex D.3 contains a3GPP TS 29.xxx [20] as a repository of database for the 3GPP assigned Service Name and Port Numbers, which are necessary for the (see solution#6, which is specified in clause 4.4).

* * * 6th Change * * * *
Annex D:
3GPP procedures for Service Name and Port Number registry management
[bookmark: _Toc81221239][bookmark: _Toc81738577][bookmark: _Toc85875049][bookmark: _Toc89673388]The contents of this annex is moved into 3GPP TS 29.xxx [20].
D.1	General Principles
3GPP CT4 is responsible for the management and maintenance of service name and port number registry from the sub-range of 101 ports from 65400 to 65500. This sub-range belongs to the Dynamic/Private Port range [49152 - 65535] and IANA does not assign port numbers from this range.
Clause 4.4 describes the rationale for the 3GPP allocated port number solution#6.
[bookmark: _Toc81221240][bookmark: _Toc81738578][bookmark: _Toc85875050][bookmark: _Toc89673389][bookmark: _Toc81221241][bookmark: _Toc81738579]D.2	Assignment Procedure
This clause specifies 3GPP procedure for the port number allocation based on the solution#6 (see clause 4.4).
1.	If a 3GPP working group decides to utilize 3GPP allocated port number solution#6 (see clause 4.4), the working group shall send an LS request to 3GPP CT4. CT4 accepts the request if it addresses the following matters (checklist):
a.	The request should be for a protocol, which is supported by intra-domain interface(s).
b.	The request should indicate that the request cannot meet IANA/IETF requirements for the port number allocation (see Annex C: IANA procedures for Service Name and Port Number registry management).
c.	The request should indicate that solution#6 is preferable and selected after evaluating other solutions specified in this document.
2.	3GPP CT4 shall inform the 3GPP WG that has requested new port number allocation and also may inform other, relevant 3GPP WGs about the decision.  3GPP CT4 creates respective CR. If CT plenary approves the CR, then the assigned port number will be added to the Table D.3-1 (see Annex D.3).
3.	3GPP CT4 shall maintain this TR in order to maintain 3GPP assigned port number database in Table D.3-1.
[bookmark: _Toc85875051][bookmark: _Toc89673390]D.3	Port Number Database
Table D.3-1 represents 3GPP allocated service name and port number registry. 3GPP CT4 maintains the repository.
Table D.3-1: Service Name/port number assigned by 3GPP
	Service Name
	Port Number
	Transport Protocol
	Description
	Inter/Intra interface between entities
	Requesting WG
	Registration Date

	<e.g. x2-ctrl>
	<assigned port #>
	<UDP/TCP/ SCTP>
	<e.g. X2-CP>
	<e.g. Intra eNB-eNB>
	<e.g. RAN3>
	<yyyy-mm-dd>

	
	
	
	
	
	
	



* * * 7th Change * * * *
[bookmark: _Toc73782064][bookmark: _Toc81221242][bookmark: _Toc81738580][bookmark: _Toc85875052][bookmark: _Toc89673391]Annex E:
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* * * End of Changes * * * *


